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Several of the scenario questions will make references to the following fictional companies:

a. BCD Train

b. FI-Print

c. Go Shop, Inc.

d. MedDev

e. Stay and Sleep (S&S)

Refer to the following enterprise descriptions when answering scenario questions:

BCD Train

Company Overview

BCD Train operates training centers in 20 North American cities.  Four of the cities have 3 training centers each.  One of the training centers in each city houses a business office for a total of 20 business offices.

Training centers in 4 other cities were recently closed because they were less profitable than other centers.  BCD Train plans to open new training centers in 7 other cities over the next 3 years.

At each training center, technical classes are taught on Microsoft, Novell, and Oracle products.  The classrooms must be set up for each class according to the specifications of the setup guides provided by the vendor for the course being taught.

Information Technology Overview
The headquarters office for BCD Train is in Cedar Rapids, Iowa.  It has no training center.  There is an IT staff at the headquarters office.  The IT staff members at the headquarters office are responsible for establishing and managing corporate-wide policies.  They are also responsible for the company-wide email system.

There is an IT staff in each city whose members are responsible for the computer hardware and software for employees and for all the training centers in the city.  IT staff members in each city set up the computers for each training class.  IT staff members in each city are also responsible for daily backups of the email server in their office.

The IT manager at the headquarters office works with hardware and software vendors to establish corporate-wide purchasing and leasing agreements.  The corporate IT manager also makes all agreements for WAN connectivity between each office and the headquarters office.  An IT manager in each city purchases or leases hardware, software, and networking components directly from each vendor under the conditions of the agreements.

Local and Corporate Responsibilities
All class scheduling is managed locally by each office.  There is a server at each office on which the scheduling database is hosted.  The scheduling manager sets the dates and the room for each class. Customer Service Representatives (CSRs) register customers for the classes.

Finances are managed by finance team members in each city.  Customers are billed directly by the training center staff in each city.  However, customers whose employees attend classes in more than one city are billed by the corporate finance department, and the revenue is then disbursed to the appropriate offices.  The finance department in each city manages payroll for its employees as well as local expenses and purchases.

Marketing materials for all offices are generated by members of the corporate marketing department.  Members of this department also maintain a web site, www.bcdtrain.com, with information and schedules for all of the training centers.

Sales of training classes are handles by sales staff members in each city.  Each sales representative specializes in classes for one of the vendors, but may sell classes for other vendors to satisfy customer requirements.  Often, a customer has employees in more than one city and the employees need to attend classes in cities near their offices.  In these cases the sales staff members at the training company's office near the customer's headquarters office work with sales staff members in the other cities to manage the relationship with both the key contact for each customer and the local contacts for the customer in each city.

Classes are taught by trainers who are employees of BCD Train.  Each trainer usually teaches at the office at which he or she is employed, but may travel to other offices on occasion.  Each trainer is assigned a laptop computer to use to prepare for teaching new classes.

Company Management Structure
Corporate management consists of a CEO, a CFO, a sales and marketing manager, and an IT manager.

In each city where a business office and one or more training centers are located, members of the management team include a general manager, a sales manager, a training manager, and an operations manager.  The operations manager oversees employees in the finance, IT, and customer service departments.

Current computing environment
Employees:

Most employees use computers running Windows 98.  Members of the IT staff use NT 4.0 Workstation.  There are three servers running Novell NetWare 4.11 and three servers running Windows NT 4.0 Server.  Home directories for all employees are on one of the NetWare servers.  Accounts for all employees at an office are defined in a Novell Directory Services (NDS) tree at that office.  Each city with one or more training centers has between fifty and one-hundred employees.  There are thirty employees at the headquarters office.

Each sales representative and department manager uses a laptop computer running Windows 98.

Each trainer is assigned a computer that can be used for study.  The trainer is responsible for installing software on the computer.  Trainers and IT staff members are the only employees who work with the computers in the classrooms.

Classrooms:

Each classroom can be used for any Microsoft, Novell, or Oracle class.  Computers for each class are set up by using automated scripts or by using pre-stored images.  Images are stored on a computer running Windows NT 4.0 Server at each training center.

Network Infrastructure:

The locations that house the business office in each city are connected to the corporate office with a T1 line  They are also connected to the Internet with a T1 line to a local Internet Service Provider (ISP).  The other two locations in the cities with three training centers are connected to the business office with 56 Kbps lines.

The computers for all employees are on one subnet at each office.  The NetWare and Windows NT servers are also on this subnet.

All classrooms at each training center are on a subnet that is separate from the business office subnet.  The server on which images for the classes are stored is also on this subnet.  The computers in each classroom are connected to a switch.  Each switch is connected to the backbone.

There is one router at each office.  The router connects to the local subnets and to the Internet.  For those cities with three training centers, the remote training centers are connected to the router at the office location via a router at each remote training center.

PLANNEED COMPUTING ENVIRONMENT

Employees:

The computers used by employees will be replaced by new computers running Windows 2000 Professional.  New computers will be purchased that will run Windows 2000 Advanced Server and will be configured as domain controllers in a Windows 2000 domain.  All employees will be given Windows 2000 domain user accounts.

Classrooms:

No changes will be made to classroom hardware.  The server on which images are stored for the classes will be upgraded to Windows 2000 Advanced Server.

Network Infrastructure:

Changes to the network infrastructure will be made as needed based on the recommendations of a consultant and the IT staff members.

Your Role

You have been hired as a consultant to assist MCD Train in designing an Active Directory architecture and network infrastructure.  After analyzing the current network and the company's plans for integrating Windows 2000 into its network, you recommend that BCD Train use a single Windows 2000 domain.  You also recommend that an Organizational Unit (OU) be created for each city in which one or more training centers exist and that responsibility for each OU be delegated to the IT staff members in the appropriate city.

FI-Print

Company Overview

FI-Print is a financial printing service company with offices throughout the United States.  FI-Print provides typesetting services for its customers.  The majority of the typesetting is for the electronic forms that its customers must file with the Securities and Exchange Commission (SEC) and for the financial data that customers include in their annual reports.  FI-Print also installs and supports copy centers for customers.  FI-Print provides the copiers, supplies, and staff members for each copy center.

The company is organized into three divisions.  The Eastern division contains all offices that are located east of the Mississippi River.  The Central division consists of all offices that are located between the Mississippi River and the Rocky Mountains.  The Western division consists of all offices that are located west of the Rocky Mountains.

FI-Print has approximately 5000 employees.  There are about 1600 employees in each division and 200 employees who work at the corporate office.  The employee turnover rate is about 3%.  The total number of employees has grown steadily over the last few years at an average rate of 5% per year.

FI-Print will soon purchase a paper manufacturing company that will be a subsidiary of FI-Print.  This company, PSC, has an electronic commerce site that customers use for ordering paper.  The site is www.psc.com.  PSC is located in Boise, Idaho, and has 2000 employees.

Company Management Structure

The headquarters office of FI-Print is located in Dallas, Texas.  Members of the Executive Team work at this office.  The Executive Team includes a Chief Executive Officer (CEO), Chief Financial Officer (CFO), and Chief Operations Officer (COO), and a Chief Information Officer (CIO).

Each division is managed by an Executive Vice-President (EVP).  The Eastern division's main office is in Boston, Massachusetts.  The Central division's main office is in the same building as the company headquarters office in Dallas, but the computers for the Central division and the headquarters office are on different segments.  The Western division's main office is in San Diego, California.

Within each division, there are two business units.  One business unit (TS) provides the typesetting services.  The other business unit (CCS) provides the copy center services.  Each business unit is managed by a General Manager (GM).  In addition to the division's main office, there are five other cities with additional office locations for the TS business unit in each division.  Approximately 50 employees work at each of the remote divisional offices.  Employees of the CCS business unit work either at the division's main office or at a customer location where a copy center is set up.  The copy center locations are in the same cities as the TS office locations.

The new subsidiary will continue to be managed by its existing management.  The president of PSC will report to the CEO of FI-Print.

Local and Corporate Responsibilities

There is a Human Resources (HR) department at corporate headquarters.  Members of this department manage benefits for all employees of FI-Print.  There is also an HR department in each division.  The HR employees in each division manage all employee records not related to benefits.  All hiring is done by HR and management employees in each division.

There is a Sales department at corporate headquarters.  Members of this department handle customer accounts that are national in scope.  There are also Sales departments in each division--one for the TS business unit and one for the CCS business unit.  Division sales representatives manage accounts confined to one division.

Most of the email and exchange of online data among employees occurs within a division.  Customers of the TS business unit access an FTP site in the main office of the nearest division to upload data needed to typeset the documents and to download the finished products.  There is an expeditor in each division who processed customer requests and assigns jobs to proofreading and typesetting teams throughout the division.

There is a Production department in the TS business unit in each division.  This department processes all of the typesetting jobs for the division.  The Production department employees work at the main office of each division.  They cover three shifts daily from Monday through Friday and a day shift on Saturday.  Approximately 1000 of the employees in each division are in the Production department.

There are four CCS employees at each of the copy centers at customer locations.  One of the employees at each locations is a supervisor who receives requests from the customer and assigns jobs to each of the other employees.  The supervisor is the only employee at the customer location who has access to the corporate network.  The employees work staggered shifts so that there is coverage from 6:00 am to 8:00 pm at each copy center.

Information Technology Overview

There is a corporate Information Technology (IT) team whose members support computers for employees who work for the headquarters office.  This team is responsible for the company-wide email system, for the servers that house corporate databases, and for all computers used by the employees of the corporate headquarters office.

There are also IT teams within each division.  Members of the IT team for each division support both of the business units within the division.  The IT team members work primarily at the main office for their divisions.  They visit other offices for the division as needed.

An IT staff consisting of employees of PSC manages all computer and networking support for the new subsidiary.

Current computing environment

There are computers running UNIX at the headquarters office and at each divisional office.  At the headquarters office, one of the UNIX servers hosts the company's web site, www.fi-print.com.  AT the headquarters office and at the main office of each division, there is a computer running UNIX and the File Transfer Protocol (FTP) service.  Two of the UNIX servers at the headquarters office are also running the Berkeley Internet Name Domain (BIND) service, version 4.9.7.

Employees are using computers running Windows 95 and Windows 98.  Employees in the Production department share a pool of computers rather than having a specific computer assigned to each employee.  The number of client computers in each division is about the same as the number of employees in the division.  Each employee at the headquarters office is assigned a specific client computer.

Data security is a key issue due to the private nature of the financial data submitted by customers of the TS business units in each division.  It is important that access to this data be limited to those who prepare the documents for customers.

Network Infrastructure:

The headquarters office has a T1 line to a local Internet Service Provider (ISP).  This connection is available primarily to support access to the company's web site and to allow the Internet to be used for email correspondence to and from customers and vendors.

The main office in each division has a 128 Kilobit per second (Kb) connection to a local ISP.  This connection is available primarily to give customers access to the FTP server at each of these locations.

There are 128 Kb lines between the main offices of the East and West divisions and the headquarters office.  There is also a 128 Kb line between the main offices of the East and West divisions.  There are T1 lines between the main office of each division and the TS business unit office locations in each division.  Each copy center at a customer location has a dial-up connection using a leased line to the main office for the appropriate division.

Planned computing environment

The manager of the corporate IT team reports that the company will keep the existing BIND servers.  The existing computers running UNIX that host the company's web site and FTP sites will also continue to be used.  Also, existing plotters and printers will remain configured on the UNIX servers.

The company will purchase new computers on which Windows 2000 Advanced Server and the Domain names System (DNS) server service will be installed.  The company plans to implement a Windows 2000 domain in which a user account will be created for each employee.  New computers will be purchased that will serve as domain controllers.  Management wants to minimize the number of computers used as servers to help reduce administrative complexity, so each computer should be sized correctly to support multiple services.

The computes used by employees will be upgraded to Windows 2000 Professional.  About 30 employees who travel to remote offices on business use laptop computers.  These computers will also be upgraded to Windows 2000 Professional.  Members of the IT teams want to minimize the number of services installed on the computers running Windows 2000 Professional.

Computers used by employees of PSC, the new subsidiary, will be upgraded to Windows 2000 Professional.  New computers will be purchased to run Windows 2000 Server.

Network Infrastructure:

The PSC location will be connected to the Western division's office in San Diego via a T1 line.  A 128 Kb line will be used for communication between the PSC location and the headquarters office in Dallas.

At each remote office of the TS business unit, a 56 Kb connection will be installed to a local ISP to provide access to Internet resources.

Your Role

You have been hired as a consultant to assist FI-Print in designing an Active Directory architecture and network infrastructure.  After analyzing the current network and the company's plans for integrating Windows 2000 into its network, you recommend that FI-Print establish two Windows 2000 domains, one for FI-Print and one for PSC.  You also recommend that domain controllers for the FI-Print domain and a global catalog server be installed in Dallas, Boston, and San Diego.  You recommend that three domain controllers be installed in Boise for the PSC domain.

GoShopping

Company Overview

GoShop, Inc., is a department store chain that specializes in selling clothing and household goods.  The retail chain has 60 stores located throughout the Midwestern area of the United States.  The company has grown at the rate of 2 to 3 new stores each year.  Members of the corporate management team want a computer environment that is flexible enough to support this growth.

Company Management Structure

All operations are managed from the corporate office in Springfield, Illinois.  The corporate officers include a President and three Executive Vice-Presidents (EVPs).  One EVP is responsible for the Clothing division, the second EVP is responsible for the Household Goods division, and the third EVP is responsible for the Facilities and Transportation (F&T) division.  There are approximately 2500 employees in each division.

Within the Clothing division, there are three departments:  Men's Clothing, Women's Clothing, and Children's Clothing.  Within the Household Goods division, there are four departments:  Small Appliances, Kitchen Supplies, Electronics, and Furniture.  Within each department, there are employees who work at the corporate office and others who work in each store.

Each department is managed by a director.  Each store is located in one of 4 regions:  RegionA, RegionB, RegionC, and RegionD.  Each department in a region is managed by a regional manager who reports to the department's director.  To insure consistency throughout each region, the regional manager is responsible for his or her department in each store in the region.

Within each store, a department manager is responsible for all operations within his or her department.  Each department manager reports to the regional manager for the department.  There is a General Manager (GM) at each store who is a member of the F&T division.

Local and Corporate Responsibilities

Buyers who belong to one of the departments in each division are responsible for purchasing merchandise to be sold at the company's stores.  These buyers are based out of the corporate office.  GoShop has agreements with a core group of vendors from whom the buyers purchase merchandise.  Members of the F&T Division are responsible for acquiring property for new stores, coordinating the construction of new stores, maintaining the existing store facilities, and transporting goods from distribution centers to each of the stores.  There is a distribution center in each region.

Information Technology Overview

Each division has one or more Information Technology (IT) teams.  The IT department in the F&T Division is responsible for the corporate network and for implementing applications that are common to all stores such as the Point of Sale (POS) and Inventory applications.  There are 5 IT teams in the F&T division.  One of the teams works at the corporate office and each of the other 4 teams works in one of the regions.  The corporate team is responsible for implementing company-wide policies and procedures.  The regional teams are responsible for user, group, and computer accounts for all F&T users and resources in the region.

There are 5 IT teams in the Clothing Division.  One of the teams works at the corporate office and each of the other 4 teams works in one of the regions.  The regional teams are responsible for user, group, and computer accounts for all Clothing Division departments in the region.

There are 5 IT teams in the Household Goods Division.  One of the teams works at the corporate office and each of the other 4 teams works in one of the regions.  The regional teams are responsible for user, group, and computer accounts for all Household Goods Division departments in the region.

The regional IT teams in each division work at the regional distribution center.

Current Computing Environment

There are 6 servers at the corporate office that host GoShop's databases.  These servers run Novell NetWare version 4.11.  There are also 2 servers at the corporate office that run Windows NT Server 4.0.  There are approximately 500 client computers at the corporate office running Windows 98.

The computers at each store run Windows 98.  There is a computer terminal at each checkout counter on which the POS application is installed.  There are also computer terminals in the warehouse at each store.  The warehouse terminals are used to check in merchandise when it is delivered so that the online inventory system is up to date.  The POS application interacts with the inventory system to adjust the inventory count when items in stock are sold.  There is also an office area where computers are used by store managers and department managers to maintain employee scheduling and payroll information.  There are 50 to 100 computers per store, including the computers used for the checkout counters.  

There is a NetWare server at each distribution center and approximately 125 client computers running Windows 98.

The cashiers who operate the computer terminals at the checkout counters are members of the F&T division.

The buyers for each department are the only employees who use laptop computers.  These computers run Windows 98.  The buyers visit both vendor sites and company stores, and they must be able to access the corporate office servers when they are traveling.

Network infrastructure:

The computers at each store are on a 10 Megabits per second (Mbps) network.  Each store has a T1 line to the corporate office.  The distribution center in each region also has a T1 line to the corporate office.  Each store and distribution center is on its own subnet.

Planned Computing Environment

Computers running Windows 98 will be upgraded to Windows 2000 Professional or replaced with computers running Windows 2000 Professional.  The existing NetWare servers will continue to be used for the next year, but new servers running Windows 2000 Advanced Server will be purchased.  All applications will be installed on the computers running Windows 2000 Advanced Server, and existing data will be moved from the NetWare servers to the new servers.

The company does not currently have a web site on the Internet, but management would like to implement one as part of the upgrade.  The web site will not be used for electronic commerce.  It will be used to provide general information about GoShop and a directory of all its stores.

As GoShop transitions from a NetWare-based network to a Windows 2000-based network, management wants to maximize the use of TCP/IP and reduce the use of IPX/SPX.

Network Infrastructure:

Changes to the network infrastructure will be made as needed to support Active Directoyr.

Your Role

You are a member of the corporate IT team for the F&T division of GoShop.  Your team is responsible for the corporate network infrastructure and for the servers at the corporate office.  Your team is tasked with developing an Active Directory architecture for the enterprise and for recommending any related modifications to the network infrastructure that will be required.  Your team recommends that GoShop implement a single Windows 2000 domain, goshop.com.

MedDev

Company Overview

MedDev is a company that develops medical devices for distribution throughout the world.  The devices are sold directly to physicians.  The devices are sold for MedDev by independent sales representatives.  The sales reps receive a commission on each sale, but are not paid a salary nor given benefits.

The corporate office of MedDev is in Topeka, Kansas.  MedDev has manufacturing facilities in the United States, Mexico, and Ireland.  The company has about 10,000 employees with 3000 to 3500 employees in each country.

All processes related to the manufacturing of medical devices to be used in the United States are governed by Food and Drug Administration (FDA) regulations.  Both FDA and insurance regulations govern the data that MedDev keeps about all physicians and the patients of the physicians.  It is important that access to this information be restricted.

Company Management Structure

Corporate officers consist of a CEO, CFO, COO, and CIO.  In each country in which MedDev has offices, there is an Executive Vice-President in charge of operations and an Executive Vice-President in charge of financial matters.

There are six departments in each country, each run by a department manager.  The departments include Manufacturing, Finance, Sales & Marketing, Human Resources (HR), Information Services (IS), and Shipping.  The department managers for Manufacturing, Shipping, Human Resources, and Information Services report to the EVP in charge of operations.  The department managers for Finance and Sales & Marketing report to the EVP in charge of financial matters.

Local and Corporate Responsibilities

There is one manufacturing facility in each country.  The facility in the United States is in Topeka, Kansas.  The facility in Ireland is in Dublin.  The facility in Mexico is in Mexico City.  The facilities in Mexico and Ireland were purchased from another medical device company.  Each manufacturing facility manufactures a different type of device.  The one in Mexico produces heart-related devices.  The one in Ireland produces prosthetics.  The one in the United States produces equipment that is used in operating rooms.  Due to local requirements, policies regarding passwords for user accounts differ from one country to another.

The sales department in each country is responsible for coordinating sales of the products manufactured in that country.  The independent sales representatives sell products from all three countries.  

Information related to all business and manufacturing activities at each manufacturing facility is maintained by employees of that facility.  Summary information is sent daily to a database server in Topeka. 

There is not enterprise-wide messaging system.  There is a messaging system in place at each manufacturing facility that is used strictly for email among employees at that facility.

Information Technology Overview
The computing support in each country in which MedDev operates is provided by an Information Services (IS) team in that country.  The IS team is responsible for all hardware, software, and network infrastructure support.  There is no central IS team for the enterprise.  When support efforts must be coordinated, such as when enterprise-wide standards are set, an IS board consisting of two IS team members from each country is convened.

In each country, there are five separate IS teams.  One team is responsible for all computing equipment used on the manufacturing floor.  Another is responsible for all computing equipment used for shipping.  A third team is responsible for all computing equipment used by company executives, the sales representatives, and members of the Marketing department.  The fourth team is responsible for all computing equipment used by Human Resource and Finance department employees.  The fifth team is responsible for the network infrastructure and for all servers.  Members of this team determine policies and standards for their respective countries and assist the other teams, as needed.

MedDev has recently started a Sales Force Automation initiative.  This will allow each sales representative to access customer data from his or her laptop computer, access an online catalog of all company products, and place and track orders online.

Current computing environment

Office employees use computers running Windows 95.

Sales representatives and company managers use laptop computers running Windows 98.

Manufacturing employees are not assigned individual computers.  There are computers running Windows 95 located throughout the manufacturing area that these employees can use to verify production schedules and view their email.

Members of the Human Resources and Finance departments use computers running Windows NT Workstation 4.0.

The company has some servers running Novell NetWare 3.12 and others running Windows NT Server 4.0.

Network infrastructure:

In each country all computers are on a 10 Mbps local area network.  Each location has either a T1 line or an E1 line to a local Internet Service Provider.  There are servers in Mexico and Ireland that are configured with dial-up connections to a server in Topeka.

IPX/SPX and NWLink are the network protocols used by MedDev.  TCP/IP is not being used.

Planned computing environment

All desktop computers running Windows 95 will be replaced with computers running Windows 2000 Professional.  All laptop computers running Windows 98 will be upgraded to Windows 2000 Professional.  All servers will be replaced with servers running Windows 2000 Advanced Server.

MedDev does not have an Internet presence but plans to implement one for the enterprise.  Company management wants to enable physicians to view the company's product catalog and check the status of their orders using a web site.  Also, an Internet site is being implemented as part of the Sales Force Automation project.

Network infrastructure:

The servers in Mexico and Ireland have dial-up connections to a server in Topeka will be replaced with computers running Windows 2000 Advanced Server that will be configured as dial-on-demand routers.

TCP/IP will be implemented on all computers at MedDev.

S&S

Company Overview

Stay and Sleep (S&S) is a company that owns and manages a chain of hotels.  There are S&S hotels in 15 cities in the western United States.  There are currently 20 hotels in operation.  The headquarters office is in Cheyenne, Wyoming.

There are 70 employees at the headquarters office.  Each hotel employs about 60 people.

Company Management Structure

Corporate management consists of a President and managers of the 4 departments housed at the headquarters office:  Sales & Marketing, Finance, Purchasing, and Reservations.

There is a management team at each hotel.  Members of the team include the General Manager, the Front Desk Manager, the Maintenance Manager, the Housekeeping Manager, and the Custom Relations Manager.

Local and Corporate Responsibilities

Corporate employees are responsible for all Sales and Marketing department activities.  These employees work with the General Manager of each hotel for sales and promotions designed for specific properties.

All financial transactions are managed by corporate employees.  The corporate office is responsible for invoicing business customers.  All credit card transactions and purchase orders are processed by members of the Finance department.

All purchases of furniture, carpeting, draperies, and other furnishings for hotel rooms, office areas, lobbies, and meeting rooms are managed by purchasing staff members at the corporate office.

All reservations are handled through the corporate office.

Each hotel has a Customer Relations staff whose members are responsible for working with customers who rent the meeting rooms.  Meals served during the meetings are supplied by a local caterer.

Information Technology Overview

There is a corporate Information Technology (IT) department at the headquarters office of S&S and one IT staff member from the department on site at each hotel.  Members of the corporate IT staff are responsible for purchasing and installing all computer hardware and software for each hotel.  The corporate IT staff members also manage user and group accounts for the enterprise.  IT staff members report to the IT Manager who in turn reports to the manager of the Finance department.

The IT staff member at each hotel is responsible for maintaining the equipment at that hotel, backing up all local data, and providing training and support services for other hotel employees at that location.  The IT staff member at each hotel manages the computers, printers, and shared folders only for that hotel.

Current computing environmnet

At the headquarters office, all employees use computers running Windows 98.  There are three computers running Windows NT 4.0 Server.  One of these servers hosts the reservations and registrations database as well as a database for financial data.  The second server is configured as the Primary Domain Controller (PDC) of the company's Windows NT 4.0 domain.  Another server is configured as a remote access server (RAS) and as a Backup Domain Controller (BDC).

At each hotel, there is a computer running Windows NT 4.0 Server.  This server hosts a custom application that cannot run on a computer running Windows 2000 Server.  The application is used by members of the Front Desk team.  The server is also used to store employee scheduling information for each department.

Members of the Reservations department can access and update the reservations and registrations database.  Front desk clerks at each hotel can view the database using a dial-up connection to the corporate office.  Registration information is entered by the front desk clerks on the server at each hotel and the information is uploaded to the corporate database via the dial-up connection.

The General Manager and the department managers at the hotels are each assigned a desktop computer running Windows 98.  Other than the managers, employees of the Housekeeping and Maintenance departments do not use computers in their jobs.

S&S has an existing web site at www.stayandsleep.com.  From the web site visitors can learn about the amenities at each of the hotels as well as obtain detailed directions to each hotel.  Customers cannot make reservations online.

Network infrastructure:

Each hotel connects to the corporate office via a dial-up leased line.  Each hotel also has a 56 Kbps connection to the Internet.

The headquarters office has a T1 connection to the Internet.

Planned computing environment

All computers running Windows 98 will be upgraded to Windows 2000 Professional.  All servers will be replaced with new computers running Windows 2000 Advanced Server except for the server at each hotel on which the custom application is installed.  A new computer running Windows 2000 Server will be installed at each hotel.

IT management has proposed that a Virtual Private Network (VPN) be established for communication between each hotel and the corporate office.

Network infrastructure:

Customers have requested that high speed access lines be installed at each hotel to provide Internet connectivity for guests.  Management is considering adding these in conjunction with the planned computer upgrade and replacement.

Your Role

You have been hired as a consultant to assist S&S in designing an Active Directory architecture and networking infrastructure.  After analyzing the current network and the company's plans for integrating Windows 2000 into its network, you recommend that S&S implement a single Windows 2000 domain with domain controllers located at the headquarters office.

1. You have been retained as a network consultant by a telecommunications enterprise. The enterprise has grown steadily over the last three years by acquiring companies that have developed technologies that complement the existing technologies of the enterprise. Management reports that growth will continue over the next two years at least. You recommend that a planned electronic commerce web site for the combined businesses be implemented on a set of clustered computers running Windows 2000 Advanced Server to maximize reliability and performance. You also recommend that related services be implemented on the cluster to enhance performance. 


Which related service must be manually reconfigured on another server in the cluster if the primary server for the service fails?

a. Proxy Server

b. DHCP

c. DNS

d. WINS

2. You have recently been hired as the network architect for a corporation that has manufacturing facilities and offices in four countries. While analyzing the existing network, you learn that computers running Windows 2000 Server have been configured as routers to manage communications between locations. The computers have been configured to use Routing Information Protocol (RIP) version 2. You also learn that the corporation plans to acquire three new facilities in the next year. 


You decide to switch to the routing protocol Open Shortest Path First (OSPF) in preparation for the integration of the new facilities into the network. You decide that RIP and OSPF should co-exist until OSPF is installed on all routers. 

If a route to a remote network is learned through both RIP and OSPF, which route will be chosen when a user attempts to access a computer on the remote network?

a. The route from the protocol that is configured as the preferred protocol.

b. The route that was learned from OSPF.

c. The route with the lowest metric.

d. The route that was learned from RIP.

3. You learn that S&S management has decided to test the performance of a new Asymmetric Digital Subscriber Line (ADSL) between headquarters and one of the hotels before investing in ADSL lines for every hotel. You work with the IT staff members to configure a computer running Windows 2000 Server as a Virtual Private Network (VPN) server to be used for testing. You want to insure that the server can only be accessed using the Layer Two Tunneling Protocol (L2TP). 


What should you do to limit the access to L2TP only? 

a. Assign an Internet Protocol Security (IPSec) policy using a Group Policy object.

b. Modify the properties of the default remote access policy.

c. Modify the properties of the remote access profile defined for the default remote access policy.

d. Set the number of Point to Point Tunneling Protocol (PPTP) ports to 0.

4. You are the network architect for your enterprise. A Windows 2000 domain has been implemented for the enterprise. The Dynamic Host Configuration Protocol (DHCP) server service is installed on two computers running Windows 2000 Server. The DHCP servers are on different subnets. Each DHCP server is configured with a scope of addresses for each of the four subnets configured at the headquarters location. All routers support BootP forwarding. The Domain Name System (DNS) zone in which records for computers on these subnets are created and managed is configured for secure dynamic updates. Most of the client computers are running Windows 95, so you select the option "Enable updates for DNS clients that do not support dynamic updates" on both DHCP servers. 


What step should you take to ensure that each of these DHCP servers will be able to update the DNS record for a client when leasing a new address to a client that received its initial lease from the other DHCP server?

a. Add the computer accounts for both DHCP servers to the group DHCP Administrators.

b. Create a reservation for each of these clients on both DHCP servers.

c. Create a superscope on each DHCP server that includes the existing scopes and new scopes that define the addresses managed by the other DHCP server.

d. Add the computer accounts for both DHCP servers to the group DNSUpdateProxy.

5. You are the network architect for a travel agency. The agency recently acquired two new offices from another travel agency. You plan to lease T1 lines to connect each of the new offices to the main office of the agency. You use the private IP address 172.20.64.0/19 for the subnet identifier at the main office. Which values can you use as subnet identifiers for the new offices? (Choose two.) 

a. 172.20.128.0/19

b. 172.20.88.0/19

c. 172.20.144.0/19

d. 172.20.40.0/19

e. 172.20.32.0/19

6. You work with the IT staff members to identify utilities that they should incorporate into their network monitoring procedures. What utility should they use to identify packet loss problems at routers? 

a. Pathping

b. Netdiag

c. Tracert

d. Netstat

7. You have been hired as a network consultant for a corporation that manufactures copy machines. The corporation has implemented a Windows 2000 domain. You learn that Windows Internet Name Service (WINS) servers are located in Dallas, Texas, and Tacoma, Washington, at the two main offices of the corporation. The servers are configured as replication partners, and each WINS server is configured as a secondary WINS server for computers at the remote office. There are 1400 computers at the Dallas office and 450 computers at the Tacoma office, all configured as WINS clients. Users typically power down their computers each Friday and restart them about 8:00 a.m. on Monday. You discover that some of the computers in Dallas register with the WINS server in Tacoma when starting up on Monday mornings. 


What should you recommend that the network administrators do to increase the likelihood that the computers in Dallas will register their names with the WINS server in Dallas?

a. Modify the extinction interval on both WINS servers.

b. Modify the maximum number of records verified each period on both WINS servers.

c. Modify the renewal interval on the WINS server in Dallas.

d. Modify the burst handling setting on the WINS server in Dallas.

8. You have been hired as a consultant to assist a corporation with designing an Active Directory architecture and network infrastructure. While analyzing the current network and the corporation's plans for integrating Windows 2000 into its network, you learn that the corporation has a remote office at which forty employees work. You learn from management that the computers at this office should be members of the corporation's Windows 2000 domain and that the employees should have access to resources both from the corporate headquarters office and from the Internet. You recommend that a computer running Windows 2000 Server and configured as a dial-on-demand router be installed. 


What two protocols can be supported with this configuration that you could not support by implementing Network Address Translation (NAT)? (Choose two.)

a. Internet Protocol Security (IPSec)

b. Point-to-Point Tunneling Protocol (PPTP)

c. File Transfer Protocol (FTP)

d. Remote Procedure Call (RPC)

e. Kerberos

9. As a consultant, you assist the Information Services staff members of one of your clients in planning an authentication strategy for their remote access clients. The remote access server is a computer running Windows 2000 that is a member of a Windows 2000 domain. The staff members plan to enable support for the Challenge Handshake Authentication Protocol (CHAP) in the remote access profile of one of their remote access policies. 


What step or steps should they take to ensure that clients who are configured to use CHAP can be authenticated? 

a. Select the option "Do not require Kerberos preauthentication" on the Accounts tab in the Properties dialog box for each user who will use CHAP.

b. Configure domain passwords to be stored using reversible encryption. Reset the passwords of users who will use CHAP.

c. Add the group Everyone to the "Pre-Windows 2000 Compatible Access" domain group.

d. Enable the Guest account on the Remote Access server.

10. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. While analyzing the current network and the company's plans for integrating Windows 2000 into its network, you learn that management wants to be able to run NetMeeting sessions and allow employees from the United States, Ireland, and Mexico to connect to the sessions simultaneously. You recommend that the T1 and E1 lines used to access ISPs be used for these sessions. However, there may be parts of the Internet backbone that do not support multicasting. A computer running Windows 2000 Advanced Server with Routing and Remote Access enabled will be used at each facility to access the ISP. 


What feature of Routing and Remote Access can you use on the routers to allow the NetMeeting sessions to be accessed from all MedDev locations? 

a. IP Packet Filtering

b. IP-in-IP Tunneling

c. RIP

d. Static Routing

11. You learn that S&S plans to purchase an existing chain of 6 hotels. This company has an Internet presence that management wants to support, lmninn.com, so you recommend that a new tree be created in Active Directory using the existing Domain Name System (DNS) name. You recommend that the IT staff members of S&S implement the DNS zone lmninn.com as an Active Directory integrated zone on the first domain controller configured for the new domain. 


On what computers in the forest will the new DNS zone be stored by default?

a. All domain controllers in lmninn.com

b. All computers running the DNS server service in the forest

c. All computers running the DNS server service in lmninn.com

d. All domain controllers in the forest

12. You are a member of the IT staff at the headquarters office of BCD Train. You are planning the Internet Protocol (IP) addressing scheme for BCD Train. You recommend that the private IP address range of 192.168.0.0/16 be used and that all client computers running Windows 2000 Professional be configured as Dynamic Host Configuration Protocol (DHCP) clients. You recommend that one computer running Windows 2000 Advanced Server at each business office be configured as a DHCP server. The class scheduling application in use at each office and the current email application are NetBIOS-based applications. You recommend that two computers running Windows 2000 Server be configured as Windows Internet Name Service (WINS) servers at the headquarters office. You also recommend that the WINS servers be configured as replication partners. 


When defining the procedures to configure the DHCP scope options for each office, how should you recommend that the DHCP server options be configured to support use of the WINS servers?

a. Enter the IP address of one WINS server first in option 005 and the IP address of the other WINS server second in option 005 on all DHCP servers. Enter P-node in option 046.

b. Enter the IP address of one WINS server first in option 044 on half of the DHCP servers and enter the IP address of the same WINS server second in option 044 on the other DHCP servers. Do the reverse with the address of the other WINS server in option 044. Enter H-node in option 046.

c. Enter the IP address of one WINS server first in option 044 and the IP address of the other WINS server second in option 044 on all DHCP servers. Enter M-node in option 046.

d. Enter the IP address of one WINS server first in option 005 on half of the DHCP servers and enter the IP address of the same WINS server second in option 005 on the other DHCP servers. Do the reverse with the address of the other WINS server in option 005. Enter B-node in option 046.

13. As a consultant, you recommend that FI-Print implement an Internet Protocol (IP) addressing scheme based on the private IP network identifier (ID) 192.168.0.0/16 for the computers running Windows 2000 at FI-Print locations and the network ID 172.16.0.0/12 for PSC. What subnet mask should you recommend that FI-Print use to accommodate the existing FI-Print locations? 

a. 255.255.248.0

b. 255.255.252.0

c. 255.255.224.0

d. 255.255.240.0

14. You are a member of the IS team responsible for Active Directory computer and user accounts for the independent sales reps for MedDev in the United States. You are responsible for defining the configuration and support policies for the computers used by the sales reps. Each sales rep is assigned a territory consisting of one or more states. Each sales rep is assigned a laptop computer on which his or her customer data is kept. It is important that master copies of all customer-related files used by the sales reps are stored in a central location. To give the sales reps ready access to this information when they are visiting a customer, you decide to enable the Offline Files feature of Windows 2000 on each laptop. The sales reps work out of their homes and connect to the customer data server via a Virtual Private Network (VPN). They often have four or five applications open on their laptops, so you enable the Hibernate feature to allow them to move easily from their home office to customer appointments. 


How should you configure the synchronization settings on the laptops? 

a. Synchronize periodically in the background.

b. Synchronize when logging off only.

c. Synchronize when logging on only

d. Synchronize when idle only

15. You are the network architect for your enterprise. You are responsible for developing procedures to be used by the network administrators for troubleshooting problems with both Domain Name System (DNS) servers and Windows Internet Name Service (WINS) servers. The DNS and WINS server services are installed on computers running Windows 2000 Server. Each standard primary DNS zone is configured to use a WINS server to resolve NetBIOS names, as needed. You need to document how to analyze data returned from the nslookup utility to determine if a record returned by nslookup is from a WINS server. 


What features of the information that is returned by nslookup can an administrator use to determine which records are being provided by a WINS server?

a. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as authoritative and the Time-to-Live value will be shorter on subsequent requests.

b. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as non-authoritative and the Time-to-Live value will be shorter on subsequent requests.

c. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as non-authoritative and the Time-to-Live value will be the same on subsequent requests.

d. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as authoritative and the Time-to-Live value will be the same on subsequent requests.

16. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. One of your first tasks is to define the company's computing administration model. How should you characterize the manner in which Information Services (IS) are managed at MedDev? 

a. Decentralized IS

b. Centralized IS

c. Centralized IS with Decentralized Management

d. Outsourced IS

17. You are designing a remote access solution for your corporation. The corporation has four computers running Windows 2000 Server on which Routing and Remote Access has been enabled. The computers are configured as remote access servers and are members of your corporation's Windows 2000 domain. You design three remote access policies to be deployed for use throughout the domain. You want to centralize the administration of the remote access policies. 


What procedure should you use to centralize the administration?

a. Design a Group Policy object (GPO). Link the GPO to the Organizational Unit (OU) or OUs to which the computer accounts for the remote access servers belong.

b. Install the Internet Authentication Service (IAS) on a computer running Windows 2000 Server. Copy the remote access policies to the IAS server and configure the remote access servers as clients of the IAS server.

c. Install the Internet Authentication Service (IAS) on a computer running Windows 2000 Server and configure all remote access clients to connect to the IAS server. Copy the remote access policies to the IAS server.

d. Create a security template. Use the Security Configuration and Analysis utility on each of the remote access servers to import the template and configure each of the servers.

18. You are a member of the IS team responsible for the network infrastructure and servers that belong to the Windows 2000 domain for the MedDev operations in Mexico. You are planning the implementation of the Dynamic Host Configuration Protocol (DHCP) for the computers on your network. You will configure the DHCP server service on a computer running Windows 2000 Advanced Server to dynamically update the Domain Name System (DNS) reverse lookup records for DHCP client computers. 


Where will the domain name to be used in the pointer (PTR) records be obtained?

a. From the scope options defined for the scope from which a client's address is obtained

b. From the server options defined for the DHCP server

c. From the client's DHCPREQUEST message

d. From the client's DHCPDISCOVER message

19. You have been hired as a network consultant by the Chief Information Officer (CIO) of an enterprise that manufactures automobile parts in factories throughout the world. You learn that the enterprise uses the Open Shortest Path First (OSPF) routing protocol and needs to add two subnets to an existing area, Area1. A computer running Windows 2000 Server, Area1BR, is configured as an area border router. Area1BR is connected to Area 0.0.0.0 and to Area1. For Area 1, Area1BR advertises the summarized route 172.16.0.0/18. 


Which two Internet Protocol (IP) addresses define subnets that you can include in Area1? (Choose two.) 

a. 172.31.128.0/18

b. 172.31.160.0/18

c. 172.31.224.0/18

d. 172.31.96.0/18

e. 172.31.192.0/18

20. You are the network architect for your corporation. You decide to implement Proxy Server on a single computer running Windows 2000 Advanced Server to optimize access to Internet resources for your corporation's employees. The computer is a member of a Windows 2000 domain. You want to insure that the configuration details of the Proxy Server are stored in Active Directory. What step should you take? 

a. Include the server in a Network Load Balancing (NLB) cluster.

b. Configure the Proxy Server to use Active Caching.

c. Establish a proxy array.

d. Define the Domain Name System (DNS) resource records for the Proxy Server in an Active Directory-integrated zone.

21. You are a member of the Information Technology (IT) team responsible for the network infrastructure of your corporation. Management has approved allowing 50 employees to work from home 2 days a week. You have caller identification hardware that is compatible with a computer running Windows 2000 Server on which Routing and Remote Access has been enabled. The server is configured as a remote access server. You configure the server to support Automatic Number Identification/Calling Line Identification (ANI/CLI). You create a user account for each of the phone numbers from which calls will be accepted. You create a remote access policy to support these ANI/CLI connections. 


What option should you enable on the Authentication tab of the remote access profile for the policy? 

a. Unencrypted authentication

b. Encrypted authentication

c. Unauthenticated access

d. MD5-challenge authentication

22. You are the network administrator for your enterprise. All of the employees of the enterprise are housed in the same building with a separate network segment configured for each department. A project team in the marketing department is working on a publicity plan for a new product soon to be announced. Management wants to ensure that details about the new product are only available to those employees who developed the new product and the members of the marketing project team. You decide to implement Internet Protocol Security (IPSec) policies to protect information being exchanged among employees in these two groups. 


How should you configure authentication, encryption, and key exchange settings to protect the data with the lowest processing overhead?

a. Use Secure Hash Algorithm, 56-bit Data Encryption Standard, and Diffie-Hellman Group 2.

b. Use Message Digest 5, Triple Data Encryption Standard, and Diffie-Hellman Group 2.

c. Use Secure Hash Algorithm, Triple Data Encryption Standard, and Diffie-Hellman Group 1.

d. Use Message Digest 5, 56-bit Data Encryption Standard, and Diffie-Hellman Group 1.

23. You work with the S&S IT staff members to develop disaster protection policies for the stayandsleep.com Active Directory domain. As part of the policy, you recommend that the system state data be backed up twice a day on each Windows 2000 domain controller. The server services running on one domain controller include Certificate Services, the Domain Name System (DNS), Windows Internet Name Service (WINS), and the Cluster Service. 


Which of these services has a database you should also include in the backup procedures because it is not part of the system state data?

a. Cluster Service

b. DNS

c. WINS

d. Certificate Services

24. You are designing a remote access solution for a corporation. You recommend that a computer running Windows 2000 Advanced Server be configured as a remote access server. Client computers include computers running Windows 2000 Professional and computers running Windows NT 4.0 Workstation. The solution should provide the most secure form of authentication that can be used by all the client computers for dial-up connections. Also, users must be able to encrypt the data that is sent between the clients and the remote access server. 


Which authentication protocol should you recommend as part of the remote access solution?

a. MS-CHAP

b. PAP

c. MD5-CHAP

d. MS-CHAP v2

25. You have been hired as a network architect by the Information Services (IS) department chairperson of a college. You learn that the college has a Windows NT 4.0 domain to which three computers running Windows 2000 Server have been added. Fifteen members of the faculty request that they be given a means of accessing the computers on campus from their home offices. You recommend that Routing and Remote Access be enabled on two of the computers running Windows 2000 Server and that the computers be configured as remote access servers. 


You learn that most of the computers that the faculty members need to access use TCP/IP as the networking protocol, but a few use NWLink. The faculty members use laptop computers running Windows 2000 Professional on which only TCP/IP is installed. 

What should you recommend that the network administrators do to allow the faculty members to access all servers when they dial in to the remote access servers?

a. Install TCP/IP and NWLink on the remote access servers.

b. Install TCP/IP on all the servers.

c. Install NWLink, in addition to TCP/IP, on all the laptop computers.

d. Enable support for multilinking on the remote access servers.

26. You implement a domain-based Distributed File System (Dfs) root named "Employee Handbook" on a computer running Windows 2000 Advanced Server at the corporate office of GoShop to provide access to an employee handbook and related medical benefits information. You configure a root replica on a computer running Windows 2000 Advanced Server at each distribution center. What should you do to provide access to Employee Handbook for clients running Windows 98? 

a. Publish the Dfs root in Active Directory.

b. Configure a replication policy.

c. Have the users connect to \\goshop.com\Employee Handbook.

d. Have the users connect to Employee Handbook on a specific server that hosts a root replica.

27. As a consultant, you learn that BCD Train has acquired an existing training center from another enterprise that is closing down its training business. The training center has 10 employees who will become employees of BCD Train. You learn that BCD Train's management does not want to fully incorporate the computers at this location into BCD Train's Active Directory immediately. However, these employees should be given dial-up access from their laptop computers running Windows 2000 Professional to the network at the headquarters office of BCD Train. 


You learn from the IT staff members that the dial-up connections should be assigned a Domain Name System (DNS) domain name when the computers are connected to the corporate network. You recommend that a computer running Windows 2000 Server on which Routing and Remote Access is enabled be configured as a remote access server at headquarters. A Dynamic Host Configuration Protocol (DHCP) server is installed at headquarters on the same subnet as the remote access server. The DHCP server is configured with a scope of addresses for its local subnet and the DNS domain name is configured as one of the options for this scope. 

What should you recommend that the IT staff members do to insure that the client computers are assigned a DNS domain name when the new employees dial in to the remote access server from their laptop computers? 

a. Configure the System properties of the remote access server with the DNS domain name in the DNS suffix field.

b. Configure the remote access server to obtain leases from the DHCP server for the dial-up connections.

c. Configure the TCP/IP properties of the remote access server's local area network (LAN) interface with the DNS domain name in the "DNS Suffix for the connection" field.

d. Add the DHCP relay agent protocol to the remote access server and add the Internal interface to the DHCP relay agent protocol.

28. You are planning remote access support on computers running Windows 2000 Advanced Server for GoShop buyers. You plan to limit access to the remote access server or servers to only the buyers, so you create a Windows security group to which you assign the user accounts for each buyer. Where should you recommend that remote access servers be installed and how should you control access to the servers? 

a. Install a remote access server at each distribution center. Create a remote access policy on each remote access server and manage access by configuring settings in the remote access profile associated with the remote access policy.

b. Install a remote access server at the corporate office. Create a remote access policy on the server and manage access by configuring the conditions of the remote access policy.

c. Install a remote access server at each store. Install a computer running Windows 2000 Advanced Server and the Internet Authentication Service (IAS) at the corporate office. Create a remote access policy on the IAS server and manage access by configuring settings in the remote access profile associated with the remote access policy. Configure the remote access servers as clients of the IAS server.

d. Install a remote access server at the corporate office and at each distribution center. Install a computer running Windows 2000 Advanced Server and the Internet Authentication Service (IAS) at the corporate office. Create a remote access policy on the IAS server and manage access by configuring the conditions of the remote access policy. Configure the remote access servers as clients of the IAS server.

29. As a consultant, you learn that the IT teams at FI-Print plan to implement the Dynamic Host Configuration Protocol (DHCP) server service on computers running Windows 2000 Advanced Server as part of the implementation of Windows 2000. You learn that all existing routers can be configured to relay BOOTP messages. What should you recommend regarding the number of DHCP servers and their locations for FI-Print? 

a. Install 19 DHCP servers: two in Dallas, one in Boston, one in San Diego, and one at each of the 15 remote TS offices.

b. Install 2 DHCP servers: both in Dallas.

c. Install 15 DHCP servers: one in each of the remote TS offices.

d. Install 3 DHCP servers: one in Dallas, one in Boston, and one in San Diego.

30. As a consultant, you are assisting the IT teams at FI-Print and PSC not only in upgrading their network infrastructure and implementing Active Directory, but also in planning for an implementation of Exchange 2000. What should you recommend regarding the minimum number and location of computers running Exchange 2000 Server? 

a. Install 3 Exchange servers at headquarters, one for each division. Use one Exchange server for both the Western division and PSC. Use a second Exchange server for both headquarters and the Central division. Use the third Exchange server for the Eastern division only.

b. Install 4 Exchange servers including one in Dallas for headquarters and the Central division, one in Boston for the Eastern division, one in San Diego for the Western division, and one in Boise for PSC.

c. Install 20 Exchange servers including one at headquarters, one at the main office of each division, one at each remote TS office, and one in Boise for PSC.

d. Install 5 Exchange servers including one at headquarters, one at the main office of each division, and one in Boise for PSC.

31. You are a member of the IT team at the main office of the Central division of FI-Print. You manage RAS1, a computer running Windows 2000 Server that is configured as a remote access server. You want to limit remote access clients to resources on RAS1 and on DB1, a computer running Windows 2000 Server. What procedure should you use to limit access to these two servers from remote access clients?

a. In the Routing and Remote Access console, create a static route to DB1.

b. In the Routing and Remote Access console, modify the properties of the interface used for remote access.

c. In the remote access profile defined for the remote access policy that applies to these clients, create an output filter.

d. In the remote access profile defined for the remote access policy that applies to these clients, create an input filter.

32. You are responsible for designing a Dynamic Host Configuration Protocol (DHCP) server implementation for GoShop. You learn that the existing routers can be BOOTP-enabled. Where should you recommend that DHCP servers be installed? 

a. Install one DHCP server at each distribution center.

b. Install all DHCP servers at the corporate office.

c. Install a DHCP server at the corporate office, at each store, and at each distribution center.

d. Install one or more DHCP servers at the corporate office and one at each store.

33. You are designing a virtual private network (VPN) solution for your corporation. Management has decided that only 15 employees should have access to the VPN. You recommend that a domain local security group named VPN-Access be created in the corporation's Windows 2000 domain. VPN-Access should contain the user accounts of the 15 employees. You recommend that Routing and Remote Access be enabled on a computer running Windows 2000 server and that the computer be configured as a VPN server. You recommend that the option "Control access through remote access policy" be enabled for each of the user accounts in VPN-Access and that the default remote access policy be deleted. 


What else should you recommend that the network administrators do to limit access to the VPN to only members of VPN-Access?

a. Create a remote access policy and set the condition Windows-Groups to VPN-Access in the policy.

b. Create a remote access policy and configure the permissions of the remote access policy object to allow Read only to VPN-Access.

c. Create a remote access policy and configure the remote access profile associated with the policy to allow access only to VPN-Access.

d. Configure the remote access server to use only EAP-TLS authentication.

34. As a consultant, you assist the IT staff members at BCD Train in designing a network infrastructure to support the corporation's implementation of Windows 2000. You recommend that BCD Train use the private Internet Protocol (IP) address range 192.168.0.0/16 internally with a single subnet mask for all locations. What subnet mask should you recommend to accommodate both the existing and planned locations?

a. 255.255.255.128

b. 255.255.252.0

c. 255.255.254.0

d. 255.255.248.0

35. As a consultant for FI-Print, you learn that customers have requested a replacement for the current process in which they use FTP to upload files containing financial data for processing by FI-Print. You recommend that FI-Print implement a virtual private network (VPN) using the Layer Two Tunneling Protocol (L2TP) with Internet Protocol Security (IPSec) on a computer running Windows 2000 Advanced Server. 


How should you configure authentication, encryption, and key exchange settings in the IPSec policy governing the VPN to insure that the data is protected with the highest level of security?

a. Use Secure Hash Algorithm, Triple Data Encryption Standard, and Diffie-Hellman Group 2.

b. Use Secure Hash Algorithm, 56-bit Data Encryption Standard, and Diffie-Hellman Group 1.

c. Use Message Digest 5, 56-bit Data Encryption Standard, and Diffie-Hellman Group 2.

d. Use Message Digest 5, Triple Data Encryption Standard, and Diffie-Hellman Group 1.

36. As a consultant for BCD Train, you recommend that the Domain Name System (DNS) server service be installed on DNScorp, a computer running Windows 2000 Server at the corporate office, in preparation for the implementation of Active Directory. You also recommend that a standard primary zone with the same name as the Active Directory domain for BCD Train be created on this server. This name is registered for use on the Internet. 


After getting input from the IT staff members at the corporate office and at each of the cities in which training centers are located, you determine that employees at each business office primarily use resources on computers in their own city. On occasion, employees need to access resources at the corporate office. They do not need to access resources in other cities. You also learn that it is important to limit the amount of traffic across the T1 lines connecting each office to the Internet. 

What recommendation should you make regarding the placement of domain controllers and computers running the DNS server service for BCD Train?

a. Install the DNS server service on a computer running Windows 2000 server at each business office. Create a zone that contains resource records only for the computers at that location. Delegate control of this zone from the DNS server at the corporate office to the appropriate local DNS server. Configure four computers as domain controllers at the corporate office.

b. Install the DNS server service on a computer running Windows 2000 server at each business office. Create a standard secondary zone on each of these computers for the existing standard primary zone. Configure each of these computers to use DNScorp as a master name server. Configure two computers as domain controllers at the corporate office.

c. Install the DNS server service on a computer running Windows 2000 server at each business office. Configure each of these computers as a caching-only server. Configure these computers to use DNScorp as a forwarder. Configure a computer at each business office and at each training center as a domain controller.

d. Configure DNScorp as a domain controller. Convert the standard primary zone to an Active Directory-integrated zone. Configure a computer running Windows 2000 Server at each business office as a domain controller for the Windows 2000 domain. Install the DNS server service on these computers.

37. You are a member of the IS team responsible for the network infrastructure and servers that belong to the Windows 2000 domain for the MedDev operations in the United States. You and the other IS team members need to be able to manage the network from home when emergencies arise. Each IS team member will be assigned a laptop that runs Windows 2000 Professional to use from home. You configure VPN1, a computer running Windows 2000 Advanced Server on which Routing and Remote Access is enabled, as a virtual private network (VPN) gateway. You want to support connections using the Point-to-Point Tunneling Protocol (PPTP), you want to enable mutual authentication between the client computers and VPN1, and you want to support data encryption. 


How should you configure the remote access policy for this server?

a. Define the NAS-Port-Type as Virtual.  Enable support for MS-CHAP v2.

b. Define the NAS-Port-Type as Ethernet.  Enable support for MS-CHAP.

c. Define the NAS-Port-Type as Ethernet.  Enable support for MD5-CHAP.

d. Define the NAS-Port-Type as Virtual.  Enable support for MD5-CHAP.

38. As a consultant, you learn that a long-term contract has been signed with a customer that will require that FI-Print employees at one of the TS remote offices in each division collaborate on a special project for this customer. The data needed for the project will be stored on a computer at the headquarters office. You recommend that a virtual private network (VPN) be configured on a computer running Windows 2000 Advanced Server at headquarters once the remote TS offices are configured with Internet access via a local ISP. You recommend that the VPN use the Point-to-Point Tunneling Protocol (PPTP) with support for data encryption and mutual authentication between the VPN server and client computers. 


What authentication protocol should you enable in the remote access policy for the VPN connections?

a. Microsoft Challenge Handshake Authentication Protocol Version 2

b. Message Digest 5 Challenge Handshake Authentication Protocol

c. Password Authentication Protocol

d. Microsoft Challenge Handshake Authentication Protocol

39. As a consultant, you learn that the IT staff members at the Fort Worth, Texas, business office of BCD Train want to automate the assignment of Internet Protocol (IP) addresses for classrooms in one of the training centers that is not housed with their business office. They also want to provide redundancy for the Dynamic Host Configuration Protocol (DHCP) server at the business office. You recommend that they install the DHCP Server service on the computer running Windows 2000 Advanced Server at the training center. You recommend that the new DHCP server be configured with two scopes of addresses, one for the training center and one for the business office. You also recommend that a scope for the training center be added to the DHCP server at the business office and that the local router interface on the training center router be BOOTP-enabled. You recommend that a computer running Windows 2000 Server be configured as a DHCP relay agent at the business office. 


What should you recommend that the IT staff members configure correctly to maximize the possibility that DHCP clients at the business office will contact the DHCP server on their own subnet before attempting to contact the remote DHCP server? 

a. Class options on the DHCP server at the business office.

b. The boot threshold for the DHCP relay agent.

c. The hop count threshold for the DHCP relay agent.

d. A superscope on the DHCP server at the business office.

40. You have been retained as a network consultant by an advertising agency. The agency has offices in eight cities throughout Europe. While analyzing the current network and the agency's plans for integrating Windows 2000 into its existing Windows NT 4.0 network, you learn that the agency plans to acquire another advertising firm with two offices. The computers used by the firm being acquired include servers running Novell NetWare 4.11 and client computers running Windows 98 and the Novell NetWare client. The owners of the agency report that the new offices will continue to use their existing hardware and software, but employees of these offices must have access to directories in a shared folder on a computer at the headquarters office of the agency. This computer will be upgraded to Windows 2000 Server. 


What should you recommend be installed on the upgraded server to allow the employees to access data in the shared folder? 

a. Directory Services Manager for NetWare (DSMN)

b. Microsoft Directory Synchronization Services (MSDSS)

c. File and Print Services for NetWare (FPNW)

d. Gateway (and Client) Services for NetWare (GSNW)

41. As a consultant for BCD Train, one of your first tasks is to define the company's computing administration model. How should you characterize the manner in which Information Technology (IT) is managed at BCD Train? 

a. Centralized IT

b. Outsourced IT

c. Centralized IT with Decentralized Management

d. Decentralized IT

42. You have been working with a consultant to design and implement a Windows 2000 domain for GoShop. There is a computer (DHCP-Corp) running Windows NT 4.0 and the Dynamic Host Configuration Protocol (DHCP) server service that assigns IP addresses to client computers at the corporate office. After the new Windows 2000 domain is created, you upgrade DHCP-Corp to Windows 2000 Server and add the computer to the Windows 2000 domain. Users report that their client computers are getting error messages reporting that a DHCP server cannot be located. 


What step should you take to enable the clients to locate the DHCP server? 

a. Stop and restart the DHCP server service on DHCP-Corp.

b. Remove and reinstall the DHCP server service on DHCP-Corp.

c. Add the computer account for DHCP-Corp to the security group DnsUpdateProxy.

d. Authorize DHCP-Corp in Active Directory.

43. As a consultant for BCD Train, you learn that Exchange 2000 Server will be implemented on at least one Windows 2000 server before all of the computers for employees are upgraded to Windows 2000 Professional. The employees' computers are configured with a NetWare client from Novell to facilitate access to the employees' home directories. 


What step should you recommend that the IT staff members take to allow users on the NetWare client computers to access their mailboxes on the Exchange server? 

a. Configure a unique internal network number for the Exchange server.

b. Configure a unique external network number for the Exchange server.

c. Set the frame type for NWLink on the Exchange server to 802.3.

d. Install File and Print Services for NetWare on the Exchange server.

44. You learn from management that S&S may acquire another company with hotels in France within the next six months. This company already has an Internet presence, so you recommend that S&S create a second tree in the forest for this company. You want to insure that the servers in the forest root domain are configured correctly to be able to incorporate the new domain if multiple sites are also configured. 


Which Active Directory partition must you insure can be replicated between sites using Remote Procedure Calls (RPCs)?

a. Global catalog

b. Schema

c. Configuration

d. Domain

45. As a consultant, you recommend that the IT team at FI-Print delegate a subdomain of the Domain Name System (DNS) domain fi-print.com to a computer running Windows 2000 Advanced Server and the DNS server service. The root domain of Active Directory will be named adir.fi-print.com. You also recommend that DNS10, one of the existing BIND servers in Dallas, be configured as a secondary name server for the zone adir.fi-print.com to assist the internal clients that use DNS10 to find computers defined in adir.fi-print.com. 


Which feature of DNS is supported both on the existing BIND servers and on Windows 2000 DNS servers? 

a. Incremental zone transfers

b. Service resource records

c. Dynamic DNS

d. Negative caching

46. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. While analyzing the current network and the company's plans for integrating Windows 2000 into its network, you learn that support for remote access is planned with the Sales Force Automation project. When phone lines are available, the sales representatives in the United States should be able to use the multilink feature from their laptops running Windows 2000 Professional. You recommend that Routing and Remote Access be enabled on a computer running Windows 2000 Server and that the computer be configured as a remote access server. You also recommend that support for the Bandwidth Allocation Protocol (BAP) be enabled on the server and on the client computers. 


What step should the network administrators take to insure that the client computers can call additional phone numbers as needed if lines are available? 

a. Enable support for round robin on the remote access server.

b. Define phone numbers for each port in the Ports object in Routing and Remote Access on the remote access server.

c. Enable support for callback on the remote access server.

d. Define phone numbers for all links in the list of alternate phone numbers for each client connection.

47. You manage the servers for the Sales department of your corporation. The Information Technology department implemented Active Directory for the corporation with permissions compatible only with Windows 2000 servers. All users in the corporation have been given user accounts in the corporation's Windows 2000 mixed-mode domain. There are three Windows 2000 domain controllers and two Windows NT 4.0 Backup Domain Controllers (BDCs) in the domain. The servers and laptop computers in the Sales department run Windows NT 4.0 and cannot be upgraded to Windows 2000 until the completion of a current project. When employees of the Sales department dial in to RAS10, the Routing and Remote Access Service server that is running Windows NT 4.0 Server for their department, they are not able to consistently make a successful connection. The latest service packs are installed on RAS10. 


What step should you or your domain administrator take to enable the users to consistently make a successful connection to RAS10?

a. Add the computer accounts for the BDCs to the "RAS and IAS Servers" group.

b. Add the group Everyone to the "Pre-Windows 2000 Compatible Access" domain group.

c. Configure support for Microsoft Handshake Authentication Protocol version 2 (MS-CHAP v2) on RAS10.

d. Add the computer accounts for the Sales department's laptops to the "Pre-Windows 2000 Compatible Access" domain group.

48. You are planning the process of adding support for Internet Protocol (IP) addresses for GoShop. Each POS terminal and computer at all company locations will require an IP address. You recommend that the private network identifier (ID) 172.16.0.0/12 be used throughout GoShop. What is the minimum subnet mask you should implement to support all existing locations?

a. 255.255.192.0

b. 255.255.0.0

c. 255.255.224.0

d. 255.255.128.0

49. You are planning the implementation of the new web site for goshop.com. What authentication method should you use to support the corporation's goals for the site?

a. Basic

b. Anonymous

c. Integrated Windows

d. Digest

50. You have been hired as a network consultant by the Information Services (IS) department chairperson of a college. You learn that a Windows 2000 domain has been implemented at the college. You also learn that an additional domain controller is being added to the subnet where computers in the biology research lab are installed. The IS chairperson reports that all traffic between this domain controller and the domain controller installed on the IS department subnet should be encrypted. 


What should you recommend about the use of Internet Protocol Security (IPSec) to protect this traffic?

a. Use an IPSec policy that includes a rule configured for tunnel mode. Configure the rule to use Kerberos for authentication.

b. Use an IPSec policy that includes a rule configured for tunnel mode. Configure the rule to use certificates for authentication.

c. Use an IPSec policy that includes a rule configured for transport mode. Configure the rule to use certificates for authentication.

d. Use an IPSec policy that includes a rule configured for transport mode. Configure the rule to use Kerberos for authentication.

51. The Finance manager of S&S wants to maximize protection for the computers on which corporate financial information is stored, so she requests that the IT staff members configure a separate subnet for the computers in her department. For those management employees who also need to access the data but who are not in the Finance department, you recommend that a static route to that subnet be configured on their computers. The subnet ID defined in the static route is 172.30.192.0/18. 


Which range of IP addresses is supported by this entry in the routing table?

a. 172.30.192.1 through 172.30.223.254

b. 172.30.192.1 through 172.30.199.254

c. 172.30.192.1 through 172.30.207.254

d. 172.30.192.1 through 172.30.255.254

52. You install the Domain Name System (DNS) service on a computer running Windows 2000 Server and connect to the server in the DNS console. You do not create any zones on this computer because you want to use it as a caching-only server. You also want the server to cache information about name resolution requests that cannot be resolved. What value should you ensure is greater than zero to enable support for this feature?

a. The registry value NegativeTimeCache

b. The Expire time for the DNS server

c. The Retry time for the DNS server

d. The time value in the cache.dns file

53. As a consultant, you recommend that the Domain Name System (DNS) server service be installed on the domain controllers running Windows 2000. You learn that the DNS server service is currently configured on the Windows NT 4.0 server at each S&S hotel. What should you recommend about the configuration of the Windows NT 4.0 DNS servers once Active Directory has been implemented at S&S?

a. Configure the Windows NT 4.0 DNS servers as secondary servers for the zone defined for the DNS domain used as the Active Directory domain name.

b. Remove the DNS server service from the Windows NT 4.0 servers.

c. Configure the Windows NT 4.0 DNS servers as caching-only servers and configure them to use the Windows 2000 DNS servers as forwarders.

d. Configure the Windows NT 4.0 DNS servers as caching-only servers.

54. As a network manager for an enterprise, you are helping members of the Management Information Systems (MIS) staff plan an upgrade from Windows NT 4.0 servers to Windows 2000 servers. You learn that one of the computers running the Windows Internet Name Service (WINS) has a failed disk controller and has been removed from service. However, static entries for 50 computers running Windows NT Workstation 4.0 had been defined on that server and are still in the databases of 2 other WINS servers that have been upgraded to Windows 2000 Server. A new private Internet Protocol (IP) addressing scheme is being implemented, and you need to insure that the existing static records are updated properly. 


What feature of WINS should you use to allow the static records to be updated?

a. Extinction timeout

b. Block records

c. Migrate on

d. Manual tombstoning

55. You learn that the IT staff members are considering establishing an extranet web site to facilitate the ordering and invoicing of computer and networking hardware for S&S. You work with them to determine the configuration of a screened subnet they plan to create in order to allow external access to the extranet servers while protecting access to the internal network. You propose that they implement the following server services in the screened subnet: Dynamic Host Configuration Protocol (DHCP), Domain Name System (DNS), Windows Internet Name Service (WINS), and Microsoft Proxy Server. They want to minimize the number of computers used for the services without compromising security. 


Which service should you recommend they install on its own separate computer?

a. DHCP

b. WINS

c. DNS

d. Proxy Server

56. You have recently been retained as a network consultant for a web-based information resource enterprise that specializes in publishing medical research data. You learn that management has approved the acquisition of a cluster of four servers running Windows 2000 Advanced Server. Management asks you to determine which service should be installed on the cluster to benefit from the load balancing feature of Windows 2000. 


What service should you recommend be installed on the clustered servers to take advantage of load balancing? 

a. WINS

b. DHCP

c. Proxy Server

d. DNS

57. You learn that GoShop recently purchased another company with three stores in Fargo, North Dakota. GoShop already has a distribution center in Fargo. Since the new company has an Internet presence at www.fmwshopping.com, your manager decides that a new domain should be created for the acquired company in a new tree in the Active Directory forest of GoShop. The IT staff members of the F&T division who work at the Fargo distribution center will manage the fmwshopping.com domain. Domain controllers for fmwshopping.com will be installed at a store in Fargo, at the distribution center, and in Springfield. A 56 Kilobit per second (Kbps) connection will be installed between the Fargo distribution center and each store in fmwshopping.com. 


Where should you recommend that the Primary Domain Controller (PDC) Emulators for goshop.com and fmwshopping.com be placed?

a. Place the PDC Emulator for goshop.com in Springfield. Configure the domain controller for fmwshopping.com in the store in Fargo as the PDC Emulator.

b. Place the PDC Emulators for both domains at the distribution center in Fargo.

c. Place the PDC Emulators for both domains in Springfield.

d. Place the PDC Emulator for goshop.com in Springfield. Place the PDC Emulator for fmwshopping.com in the Fargo distribution center.

58. You are a member of the IT team for the Central division of FI-Print. The consultant who is helping design the Active Directory architecture and network infrastructure for your enterprise recommends that the DNS zone for FI-Print's Active Directory domain be an Active Directory-integrated zone. The consultant has also recommended that a domain controller that is also running the DNS server service be installed at the main office for each division. You are tasked with determining where to install additional DNS servers for your division and how to configure them. 


What should you recommend for the Dallas office and the remote TS offices of the division?

a. Configure a computer running Windows 2000 Server as a caching-only DNS server at each remote TS office and at the Dallas office. Configure these DNS servers to use the domain controller at the Dallas office as a forwarder.

b. Configure a computer running Windows 2000 Server as a secondary DNS server for the FI-Print zone at each remote TS office and at the Dallas office.

c. Configure a computer running Windows 2000 Server as a secondary DNS server for the FI-Print zone at each remote TS office. Configure a computer running Windows 2000 Server at the Dallas office as a caching-only DNS server.

d. Configure a computer running Windows 2000 Server as a caching-only DNS server at each remote TS office and at the Dallas office.

59. You are a member of the IT staff at the headquarters office of BCD Train. You learn that a member of the finance team in the business office located in Kansas City has been given permission to work from home two days a week. This employee must submit confidential financial information to the headquarters office. You configure a virtual private network (VPN) using the Layer Two Tunneling Protocol (L2TP) and Internet Protocol Security (IPSec) to provide authentication and encryption services. The employee will access the VPN through an Internet Service Provider (ISP) in Kansas City. 


What protocols and ports must you enable on the firewall to support the IPSec traffic? (Choose three.)

a. Transmission Control Protocol (TCP) port 389

b. User Datagram Protocol (UDP) port 500

c. IP protocol 51

d. IP protocol 50

e. IP protocol 47

f. User Datagram Protocol (UDP) port 139

60. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. After analyzing the current network and the company's plans for integrating Windows 2000 into its network, you recommend that a single Windows 2000 domain be created for each country. What recommendation should you make regarding the number of sites and the number and location of global catalog servers?

a. Three sites, one for each country, with one domain controller in the domain created for the United States configured as a global catalog server.

b. A single site with one domain controller in each domain configured as a global catalog server.

c. Three sites, one for each country, with one domain controller in each site configured as a global catalog server.

d. A single site with one domain controller in the domain created for the United States configured as a global catalog server.

61. You are helping the S&S IT staff members determine how to allocate services among the new computers running Windows 2000 that will be installed at headquarters as well as how to size the computers appropriately. Which combination of server services can they implement on a single server without a significant impact on memory resources?

a. Domain Name System (DNS) and Routing and Remote Access configured for remote access

b. Domain Name System (DNS) and Network Address Translation (NAT)

c. Internet Authentication Server (IAS) and Microsoft Proxy Server

d. Dynamic Host Configuration Protocol (DHCP) and Windows Internet Name Service (WINS)

62. You are one of the network designers for your enterprise. Your enterprise plans to implement an Active Directory infrastructure. Your network contains computers that run UNIX and the DNS Server service. Your design team has decided to maintain the existing DNS servers. To support Active Directory, the team will delegate responsibility for a zone for the Active Directory subdomain to ADDns1, a computer running Windows 2000 Advanced Server. The server Srv1 is the primary DNS server for the existing DNS domain of your enterprise. 


What records for ADDns1 must you define on Srv1 to insure that requests to Srv1 for computers in the Active Directory zone can be resolved? (Choose two.)

a. A name server record

b. A service locator record

c. An address record

d. A start of authority record

e. A canonical name record

63. You have been hired as a network consultant by the Information Services (IS) department chairperson of a college. You are to analyze the existing network at the college and recommend modifications that should be made. You learn that there are three computers running Windows 2000 Server that are configured as network routers. Each computer serves as a router for three subnets. RouterABC is connected to SubnetA, SubnetB, and SubnetC. RouterCDE is connected to SubnetC, SubnetD, and SubnetE. RouterEFG is connected to SubnetE, SubnetF, and SubnetG. You recommend that the Routing Information Protocol (RIP) for Internet Protocol (IP) be added to all three computers. You then develop a procedure for the network administrators to follow when configuring RIP. 


What is the first step you should include in the procedure to configure each router to insure that computers on SubnetA can communicate with computers on SubnetG?

a. For each interface configure the IP address of other routers connected to a common segment as default gateways.

b. Delete all static routes.

c. Define the interface or interfaces that should use RIP.

d. Enable router authentication.

64. You have recently been hired as the network architect for an enterprise that has manufacturing facilities and offices in three countries. You work with the Directory Services design team to determine the appropriate Domain Name System (DNS) configuration for an Active Directory implementation that is currently in the planning stage. You learn that the enterprise uses a proxy server to access computers on the Internet. Internal communications are done over leased digital lines. 


You work with members of the Directory Services design team to set up a test lab to emulate the planned production environment. You install the DNS Server service on three computers running Windows 2000 Server: DNSSrv1, DNSSrv2, and DNSSrv3. You configure DNSSrv1 to host the DNS domain company.com. DNSSrv2 will host the DNS domain europe.company.com. DNSSrv3 will host the DNS domain asia.company.com. The design team plans to create three Active Directory domains using these DNS domain names. 

What steps should you take to enable all three DNS servers to resolve names for all of the computers in the Windows 2000 domains?

a. Create a root zone on DNSSrv1, DNSSrv2, and DNSSrv3.   Configure the cache.dns file on each DNS server with name server records for the other two DNS servers.

b. Create a root zone on DNSSrv1.  Configure the cache.dns file on DNSSrv2 and DNSSrv3 with name server records for DNSSrv1.

c. Create a root zone on DNSSrv1.  Configure the cache.dns file on DNSSrv1 with name server records for DNSSrv2 and DNSSrv3.

d. Configure the cache.dns file on DNSSrv1 with name server records of the computers that maintain the root DNS domain for the Internet.  Configure the cache.dns file on DNSSrv2 and DNSSrv3 with name server records for DNSSrv1.

65. You are planning remote access support on computers running Windows 2000 Advanced Server for the buyers. You plan to enable Routing and Remote Access on a computer running Windows 2000 Advanced Server at the corporate office to provide support for the buyers. You want to configure the DHCP allocator service on the remote access server with a static range of addresses from the subnet identifier (ID) 172.16.32.0/19. You plan to reserve 20 addresses for use with remote access. 


Which range of addresses defines the host IDs from which you can select the addresses?

a. 172.16.32.1 through 172.16.47.254

b. 172.16.32.1 through 172.16.35.254

c. 172.16.32.1 through 172.16.63.254

d. 172.16.32.1 through 172.16.39.254

66. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. After analyzing the current network and the company's plans for integrating Windows 2000 into its network, you recommend that a single Windows 2000 domain be created for each country. You also recommend that Domain Name System zones be Active Directory-integrated zones to take advantage of Active Directory replication. 


What recommendation should you make regarding the configuration of the Domain Name System (DNS) zones? 

a. Configure a DNS zone for the Active Directory root domain on a domain controller in the root domain that is running the DNS server service. Delegate a subdomain for the appropriate Active Directory domain for each country to a computer that is running the DNS server service in that country and promote the computer to a domain controller for the appropriate domain. Convert the DNS zones to Active Directory-integrated zones. Configure each domain controller in the forest that is running the DNS server service to host a zone for each domain in the forest.

b. Configure a DNS zone for the Active Directory root domain on a domain controller in the root domain that is running the DNS server service. Delegate a subdomain for the appropriate Active Directory domain for each country to a computer that is running the DNS server service in that country and promote the computer to a domain controller for the appropriate domain. Convert the DNS zones to Active Directory-integrated zones.

c. Configure a single DNS zone on a domain controller in the root domain that is running the DNS server service. Create subdomains for each Active Directory domain in this zone. Install the DNS server service on a domain controller in each Active Directory domain. Convert the zone to an Active Directory-integrated zone.

d. Configure a domain controller in the root domain that is running the DNS server service with a DNS Active Directory-integrated zone for each Active Directory domain in the forest.

67. You have recently been hired as the network architect for a corporation that has manufacturing facilities and offices in four countries. You work with the Directory Services design team to determine the appropriate Domain Name System (DNS) solution for an Active Directory implementation. The forest root domain, corp.com, is already established. The DNS zone for corp.com is an Active Directory integrated zone. The DNS server service is installed on three of the five domain controllers configured for corp.com - DC1, DC2, and DC3. The zone corp.com is the only zone hosted on DC1, DC2, and DC3. 


The next step in the implementation of Active Directory is to establish a child domain for the facilities in Europe. The domain name for this domain is europe.corp.com. You recommend that the DNS zone for europe.corp.com also be configured as an Active Directory-integrated zone and that the DNS server service be installed on DCEU1, the domain controller for europe.corp.com. Authority for europe.corp.com will be delegated to DCEU1. You recommend that the Preferred DNS server field in the TCP/IP properties for each domain controller be configured with that domain controller's address. 

What should you do to insure that DCEU1 can efficiently resolve requests for names in the domain corp.com?

a. Configure DC1, DC2, and DC3 as alternate DNS servers for DCEU1.

b. Configure DC1, DC2, or DC3 as a master name server for DCEU1.

c. Configure DC1, DC2, or DC3 as a forwarder for DCEU1.

d. Configure DC1, DC2, and DC3 in the root hints of DCEU1.

68. You have recently been hired as the network architect for a corporation that has manufacturing facilities and offices in three cities in the United States. While analyzing the existing network, you learn that the company recently acquired a new facility in Miami, Florida. There is a computer named WINSB running Windows 2000 Advanced Server and the Windows Internet Name Services (WINS) at the new facility. 


In the corporation's facility in Denver, Colorado, the server WINSA is running Windows 2000 Advanced Server and WINS. All of the client computers in the Denver and Miami facilities are clients of their local Dynamic Host Configuration Protocol (DHCP) server. Employees in Denver and Miami will need to access computers in both cities, so you recommend that each DHCP server be configured to assign the address of the local WINS server as the primary WINS server and the remote WINS server as the secondary WINS server for addresses leased to clients. The offices will be connected by a 256 Kilobit per second (Kbps) line, so you want to minimize the amount of traffic used for WINS replication. 

What should you recommend as the replication configuration for WINSA and WINSB?

a. Configure WINSA and WINSB as push and pull partners of each other.  Configure WINSA to request changes beginning at 6:00 p.m. and every twelve hours after that.  Configure WINSB to request changes beginning at 7:00 p.m. and every twelve hours after that.

b. Configure WINSA as a pull partner of WINSB.  Configure WINSB as a push partner of WINSA.  Configure WINSB to request changes beginning at 6:00 p.m. and every twelve hours after that.

c. Configure WINSA as a push partner of WINSB.  Configure WINSB as a pull partner of WINSA.  Configure WINSA to request changes beginning at 6:00 p.m. and every twelve hours after that.

d. Configure WINSA and WINSB as push partners of each other.  Configure updates to occur after every 30 changes.

69. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. After analyzing the current network and the company's plans for integrating Windows 2000 into its network, you recommend that a single Windows 2000 domain be created for each country. 


You learn that one issue of concern to the management team at MedDev is that each manufacturing facility maintains its own patient database and there is no enterprise-wide database for information about all patients. Since there are patients who could receive medical devices from more than one of the manufacturing facilities, the management team members request that you design a database of core patient information from all of the manufacturing facilities. Also, proposed regulations by the federal government of the United States governing the exchange of information with insurance companies and other health care providers must be taken into consideration. You propose that a domain local security group be created in the domain in which the server hosting the database resides. This group should be assigned the share permission Change for the shared folder in which the database is stored. 

What security strategy should you propose to manage update access to this database?

a. Add the user accounts of those who need to update the database to the domain local group.  Assign the domain local group NTFS Modify permission to the database.

b. Create global security groups in each domain. Add user accounts of those who need to update the database to the global group in the appropriate domain.  Create a universal security group that contains the global groups that need access to the database.  Assign the domain local group NTFS Read and Write permissions to the database.  Make the universal group a member of the domain local group.

c. Create a universal security group in each domain. Add user accounts of those who need to update the database to the universal group in the appropriate domain. Assign the domain local group NTFS Modify permission to the database. Make the universal group from each domain a member of the domain local group.

d. Create a universal security group in each domain. Add user accounts of those who need to update the database to the universal group in the appropriate domain. Assign the domain local group NTFS Read and Write permissions to the database. Make the universal group from each domain a member of the domain local group.

70. You are the network architect for a manufacturing enterprise. The computers on your network run Windows 2000 Server and Windows 2000 Professional. About 100 employees travel frequently and need access to the network from their laptop computers. You plan support for a virtual private network (VPN) on a computer on which Routing and Remote Access has been enabled. You plan to use the Point-to-Point Tunneling Protocol (PPTP) and to limit the network adapter card that is used for VPN access to allow only PPTP traffic. 


For what Internet Protocol (IP) protocol and port numbers should you allow access in the input and output filters for the VPN interface in the Routing and Remote Access console?

a. IP protocol number 47 and TCP port 1723

b. IP protocol number 89 and UDP port 500

c. IP protocol number 47 and TCP port 1701

d. IP protocol number 50 and UDP port 500

71. You own a network consulting company based in the United States. You specialize in servicing customers in the garment manufacturing industry. All of your customers require that their design department data be carefully protected. Two of your major customers are Acme Attire and Great Garments. Both companies are planning revisions to their current network infrastructure to support electronic commerce applications. Acme Attire has fifteen facilities throughout the United States. Great Garments has twenty facilities throughout the United States, France, Japan, and Latin America.


When designing network solutions for these customers, what factor would be a greater influence on design decisions for Great Garments than on design decisions for Acme Attire?

a. Authentication mechanisms

b. Encryption levels

c. Government regulations

d. Server placement

72. You are the network architect for an enterprise that has offices in ten cities throughout Canada. The traffic on the subnet at the office in Toronto has increased dramatically, so you recommend that a new router be added in Toronto to create another subnet. At the same time, you want to implement an internal Internet Protocol (IP) addressing scheme that uses addresses from the private IP range 192.168.0.0/16 to replace the addresses from the public address range that is currently used for computers at the Toronto office. Addresses are currently assigned by a computer running Windows 2000 server on which the Dynamic Host Configuration Protocol (DHCP) server service is installed. 


What feature of DHCP can you use to support the existing addresses as well as migrate to the new addresses? 

a. Variable length subnet masks

b. Supernetting

c. Automatic Private IP Addressing (APIPA)

d. Superscopes

73. You are a member of the IT staff for BCD Train's office in Omaha, Nebraska. There are three training centers in Omaha, one of them is housed with the business office. You plan to install the Domain Name System (DNS) Server service on the computer on which the images for classes are stored at each training center. There is a DNS server at the business office that hosts a zone for BCD Train. 


How should you configure DNS to provide name resolution services for students who access resources on the Internet but minimize the amount of wide-area network (WAN) traffic used by DNS?

a. Configure the DNS server at each training center as a caching only server and as a forwarder.

b. Configure the DNS server at each training center as a caching only server. Configure each of the training center DNS servers to use the DNS server at each business office as a forwarder, and configure each of the training center DNS servers as a slave server.

c. Configure the DNS server at each training center as a secondary server for the BCD Train zone. Configure the DNS server at the business office as a master name server for the DNS servers at the training centers. Configure the DNS server at each training center to use the DNS server at the business office as a forwarder.

d. Configure the DNS server at each training center as a secondary server for the BCD Train zone and as a forwarder.

74. As a consultant, you learn that FI-Print management has agreed to purchase a new network-interface print device for each FI-Print office as part of the acquisition of new hardware for Windows 2000. However, users running Windows 2000 Professional must be able to send jobs to the existing UNIX-based plotters and printers. What should you recommend that members of the IT teams do to provide access to the existing plotters and printers? 

a. Install Services for UNIX, version 2, on computers running Windows 2000 Professional.

b. Install Print Services for UNIX on computers running Windows 2000 Professional.

c. Install Services for UNIX, version 2, on computers running Windows 2000 Advanced Server.

d. Install Print Services for UNIX on computers running Windows 2000 Advanced Server.

75. You are the network architect for your enterprise. You are responsible for developing procedures to be used by the network administrators for troubleshooting problems with both Domain Name System (DNS) servers and Windows Internet Name Service (WINS) servers. The DNS and WINS server services are installed on computers running Windows 2000 Server. Each standard primary DNS zone is configured to use a WINS server to resolve NetBIOS names, as needed. You need to document how to analyze data returned from the nslookup utility to determine if a record returned by nslookup is from a WINS server. 


What features of the information that is returned by nslookup can an administrator use to determine which records are being provided by a WINS server?

a. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as authoritative and the Time-to-Live value will be shorter on subsequent requests.

b. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as non-authoritative and the Time-to-Live value will be the same on subsequent requests.

c. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as non-authoritative and the Time-to-Live value will be shorter on subsequent requests.

d. Records returned in response to the nslookup request that were obtained from a WINS server will be marked as authoritative and the Time-to-Live value will be the same on subsequent requests.

76. You have been hired as a network consultant by the business manager of a group of physicians who own and operate clinics in five cities, a main clinic and four satellite clinics. All of the computers in use at the clinics are running Windows 2000 Professional or Windows 2000 Server and belong to a Windows 2000 mixed-mode domain. You learn that each clinic maintains its own patient data in a local database. Twice a day, the patient information is uploaded to a central database at the main clinic. Three or four times a day, employees at the satellite clinics need to reference information in a medical information database that is stored at the main clinic. 


You recommend that a computer running Windows 2000 Server at each clinic be configured as a router. You recommend that Dial-on-Demand connections be configured between the Windows 2000 router at each satellite clinic and the Windows 2000 router at the main clinic to help minimize communication costs. You recommend that the routing protocol "RIP version 2 for Internet Protocol" be installed on the routers at all five clinics. 

What configuration should you recommend to allow the routers to share Routing Information Protocol (RIP) routes but avoid the overhead of RIP multicasts over the demand-dial connections?

a. Configure RIP for autostatic update mode on the demand-dial interfaces.

b. Enable ICMP router discovery.

c. Configure RIP for periodic update mode on the demand-dial interfaces.

d. Configure a static route to the remote router for the user account used for the demand-dial interfaces.

77. You learn that the only access to the corporate network from each Stay and Sleep hotel is from the computer running Windows NT 4.0 Server. You also learn that managers at each hotel need access to the corporate network, but the IT staff members do not want to configure each of the computers used by managers with a modem. You recommend that Routing and Remote Access be enabled on the new computer running Windows 2000 Server at each hotel. 


What should you recommend regarding the configuration of the new server to provide access to the corporate network for managers?

a. Configure the computer as a Network Address Translation (NAT) server.

b. Configure the computer as a demand-dial router.

c. Configure the computer as a Virtual Private Network (VPN) server.

d. Configure the computer as an Internet Connection Sharing (ICS) server.

78. After analyzing the current network and the company's plans for integrating Windows 2000 into its network, you recommend that the remote access server at the corporate office be replaced with a computer running Windows 2000 Server. You recommend that the Routing and Remote Access Service (RRAS) be enabled on the server and that it be configured as a remote access server. 

On what computer or computers should you recommend that S&S define a remote access policy or policies to govern communication between each hotel and the remote access server? 

a. On the remote access server

b. On the Windows NT 4.0 server at each hotel

c. On each user's computer

d. On a domain controller

79. After analyzing the current GoShop network infrastructure, you recommend that domain controllers be located in Springfield, at each distribution center, and at each store. What should you recommend regarding the configuration and placement of Domain Name System (DNS) servers? 

a. Configure the DNS zone for goshop.com as an Active Directory-integrated zone. Install the DNS server service on each domain controller.

b. Configure the DNS zone for goshop.com as a standard primary zone on a DNS server in Springfield. Install the DNS server service on a computer running Windows 2000 Advanced Server at each distribution center and configure each of these computers to host a standard secondary zone for goshop.com.

c. Configure the DNS zone for goshop.com as a standard primary zone on a DNS server in Springfield. Install the DNS server service on a computer running Windows 2000 Advanced Server at each store and configure each of these computers to host a standard secondary zone for goshop.com.

d. Configure the DNS zone for goshop.com as an Active Directory-integrated zone on a domain controller running the DNS server service in Springfield. Install the DNS server service on a computer running Windows 2000 Advanced Server at each store and configure each of these computers as a caching-only server. Configure the computer at each store to use the DNS server in Springfield as a forwarder.

80. As one of the IT team members in the Boston office of FI-Print, you are responsible for planning the implementation of a new Internet Protocol (IP) addressing scheme for remote access. You plan to enable Routing and Remote Access on a computer running Windows 2000 Advanced Server to provide support for the CCS supervisors at customer locations. You want to configure the DHCP allocator service on the remote access server with a static range of addresses from the subnet identifier (ID) 192.168.32.0/21. You plan to reserve 20 addresses for use with remote access. 


Which range of addresses defines the host IDs from which you can select the addresses?

a. 192.168.32.1 through 192.168.39.254

b. 192.168.32.1 through 192.168.95.254

c. 192.168.32.1 through 192.168.47.254

d. 192.168.32.1 through 192.168.63.254

81. You are one of the network administrators for your corporation. The corporation contracts with 200 independent sales representatives who need access to internal corporate resources via the Internet. They use an application that relies on NetBIOS computer names, so you decide to install a Windows Internet Name Service (WINS) server in your corporate screened subnet. What ports must you enable on the firewall to support NetBIOS communications? (Choose three.) 

a. 389/tcp

b. 161/upd

c. 138/upd

d. 137/tcp and 137/udp

e. 445/tcp and 445/udp

f. 139/tcp

82. You are a member of the IS team responsible for the network infrastructure and servers that belong to the Windows 2000 domain for the MedDev operations in the United States. At the Topeka facility, there are six buildings, each connected to the other buildings by routers. Your team members decide to install a computer running Windows 2000 Advanced Server configured as a domain controller in each building. 


What feature should you insure is configured in Windows 2000 Professional and Server to maximize the probability that client computers will contact a domain controller in their own building rather than one in a different building?

a. The priority field of each service (SRV) resource record

b. Round Robin

c. Subnet Prioritization

d. The weight field of each service (SRV) record

83. You learn from management that S&S may acquire another company with hotels in France within the next six months. This company already has an Internet presence, so you recommend that S&S create a second tree in the forest for this company. You want to insure that the servers in the forest root domain are configured correctly to be able to incorporate the new domain. 


What roles should you insure are installed on separate domain controllers?

a. Global Catalog and Primary Domain Controller (PDC) Emulator

b. Infrastructure Master and Global Catalog

c. Schema Master and Domain Naming Master

d. Schema Master and Infrastructure Master

84. You are the network architect for a manufacturing corporation. The servers on your network run Windows 2000 Advanced Server and belong to an Active Directory domain. Employees use computers running Windows NT 4.0 Workstation that belong to the same domain. Each employee's user account is configured to use a roaming profile, and the home directories of all employees reside on servers. You belong to a project team that is planning the rollout of Windows 2000 Professional. The current computers used by employees will be replaced with new computers. You recommend that the Remote Installation Service (RIS) be used to automate deployment of Windows 2000 Professional as well as required applications to the new computers. 


How should you recommend that RIS be used to automate the deployment process as well as minimize the amount of network traffic generated by the deployment effort?

a. Configure a computer running Windows 2000 Advanced Server as a Dynamic Host Configuration Protocol server and a RIS server. Create an image of Windows 2000 Professional and the required applications using the Remote Installation Preparation Wizard.

b. Configure a computer running Windows 2000 Advanced Server as a Dynamic Host Configuration Protocol server and a RIS server. Create a CD-based image and an answer file. Use a Group Policy object to assign the required applications to the client computers.

c. Configure one computer running Windows 2000 Advanced Server as a Dynamic Host Configuration Protocol server. Configure a second computer running Windows 2000 Advanced Server as a RIS server. Create an image of Windows 2000 Professional and the required applications using the Remote Installation Preparation Wizard.

d. Configure one computer running Windows 2000 Advanced Server as a Dynamic Host Configuration Protocol server. Configure a second computer running Windows 2000 Advanced Server as a RIS server. Create a CD-based image and an answer file. Use a Group Policy object to assign the required applications to the client computers.

85. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. You learn that the long-range plan at MedDev is to replace all existing servers with servers running Windows 2000 Advanced Server. You also learn that SQL Server 7.0 is to be implemented on a computer running Windows 2000 Advanced Server that has one network adapter card. Until all of the new servers are installed, the current servers running NetWare 3.12 will remain in use. Users who work on computers running Windows 98 and a NetWare client from Novell will need to access one of the databases on the SQL server. 


What should you do to allow the NetWare client computers to access the database on the SQL server?

a. Set the frame type for NWLink on the SQL server to 802.3

b. Install File and Print Services for NetWare on the SQL server.

c. Configure a unique external network number for the SQL server.

d. Configure a unique internal network number for the SQL server.

86. Your enterprise installs the Windows Internet Name Service (WINS) on 6 computers running Windows 2000: NYWINS1, NYWINS2, and NYWINS3 are in the New York office and LAWINS4, LAWINS5, and LAWINS6 are in the Los Angeles office. There is a 56 Kilobits per second (Kbps) connection between the offices in New York and Los Angeles that is operating at about 85% of capacity. You insure that the option "Replicate only with partners" is set on each WINS server. 


How should you configure the WINS replication partnerships?

a. Configure each WINS server in Los Angeles as push and pull partners of the other 2 WINS servers in Los Angeles.  Configure each WINS server in New York as push and pull partners of the other 2 WINS servers in New York.  Configure NYWINS1 and LAWINS4 as push and pull partners of each other.

b. Configure NYWINS1 as push and pull partners of NYWINS2, NYWINS3, and LAWINS4.  Configure LAWINS4 as push and pull partners of NYWINS1, LAWINS5, and LAWINS6.

c. Configure each WINS server as push and pull partners of the other 5 WINS servers.

d. Configure NYWINS1 and LAWINS4 as push and pull partners of each other. Configure NYWINS2 and LAWINS5 as push and pull partners of each other. Configure NYWINS3 and LAWINS6 as push and pull partners of each other. Configure each WINS server as push and pull partners of the other WINS servers in its city.

87. You are a member of the IS team responsible for the network infrastructure and servers that belong to the Windows 2000 domain for the MedDev operations in Ireland. You are documenting the procedures that system administrators should use to monitor the Domain Name System (DNS) service. What utility should they use to both test DNS and fix DNS problems? 

a. Netdiag

b. hostname

c. nbtstat

d. netstat

88. You are the network architect for your corporation. One of the branch offices of the corporation uses a T1 line to connect to the headquarters office. You decide to assign addresses to computers at the branch office from a computer running Windows 2000 Server and the Dynamic Host Configuration Protocol (DHCP) server service at the headquarters office. You have three computers running Windows 2000 Server and the Domain Name System (DNS) server service. One of the DNS servers is at the branch office and two are at the headquarters office. All of the DNS zones are configured to accept dynamic updates. The DHCP server is configured to send dynamic updates. 


Where should you define the list of DNS servers to which the DHCP server will send dynamic updates? 

a. In the Properties dialog box of the DHCP server in the DHCP console.

b. In the DHCP scope options.

c. In the TCP/IP properties of the DHCP server.

d. In the Properties dialog box of the DHCP scope in the DHCP console.

89. You are the network architect for an enterprise that has offices in ten cities in the United States. The traffic on the subnet at the office in Bismarck has increased dramatically, so you recommend that a new router be added in Bismarck to create another subnet. You recommend that half of the client computers on the existing subnet be moved to the new subnet. You designate a subnet ID of 190.6.32.0 with a subnet mask of 255.255.248.0. You also recommend that a Dynamic Host Configuration Protocol (DHCP) server be installed to manage addresses for computers in Bismarck. 


What range of addresses should you have the network administrator configure for the DHCP scope that will contain addresses for clients on the new subnet?

a. 190.6.32.1 to 190.6.47.254

b. 190.6.32.1 to 190.6.39.254

c. 190.6.32.1 to 190.6.63.254

d. 190.6.32.1 to 190.6.32.254

90. As a consultant for an advertising agency, you are helping your client design a network infrastructure to support a new web site. The agency has implemented an Active Directory domain and plans to use computers running Windows 2000 Advanced Server to support the web site and related resources. Members of the agency report that the content they would like to use for the web site currently resides on 4 servers. You recommend that a Distributed File System (Dfs) hierarchy be created to provide access to the existing content. You also recommend that a virtual directory that references the Dfs hierarchy be created as part of the web site. 


What steps should you take when configuring the Dfs root to provide redundancy in case the original server on which the Dfs root is created becomes inoperable?

a. Create a domain-based Dfs root and create replicas of each child node in the hierarchy.

b. Create a standalone Dfs root and create one or more root replicas.

c. Create a standalone Dfs root and create replicas of each child node in the hierarchy.

d. Create a domain-based Dfs root and create one or more root replicas.

91. You are a network administrator for a corporation whose headquarters are in the United States. The corporation recently acquired a manufacturing facility in Paris, France. You need to design an Internet Protocol Security (IPSec) policy to protect data being transferred between headquarters and a group of research scientists at the new facility. What authentication protocol and encryption algorithm should you use? 

a. Secure Hash Algorithm and 40-bit Data Encryption Standard

b. Secure Hash Algorithm and 56-bit Data Encryption Standard

c. Message Digest 5 and Triple Data Encryption Standard

d. Message Digest 5 and 56-bit Data Encryption Standard

92. You are the network administrator for your enterprise. Your management recently signed an agreement with a business partner that will require that employees of the partner access data on your network. You decide to provide access via an extranet configured on a computer that resides in a screened subnet. The computer is running Windows 2000 Server and the Internet Information Service. You learn that the partner's employees use a variety of web browsers. You plan to allow mutual authentication between the server and clients and to protect passwords exchanged during the security negotiation process. You plan to manage access to the data by using NTFS permissions. 


Which authentication mechanism should you implement for the web site defined for the extranet?

a. Digest Authentication

b. Basic Authentication

c. Certificate-based Authentication

d. Integrated Windows Authentication

93. As a consultant for BCD Train, you learn that the IT staff members want to implement the Dynamic Host Configuration Protocol (DHCP) service as part of the implementation of Windows 2000. You learn that only one or two classrooms at each training center need dynamically-assigned Internet Protocol (IP) addresses. You also learn that redundancy is a key criteria to be considered in the DHCP implementation. 


You recommend that: 

One computer running Windows 2000 Server and the DHCP Server service should be installed at each business office. Configure a scope on this server for the business office and one for each training center in the same city as the business office. These scopes should manage 80% of the addresses in the address range associated with each scope. 

Two computers running Windows 2000 Server and the DHCP Server service should be installed at headquarters. Configure a scope on each server for headquarters and a scope for each training center and business office. Each of these servers should manage 50% of the addresses for headquarters and 10% of the addresses for each of the other scopes. 

One computer running Windows 2000 Server on the subnet for each training center should be configured as a DHCP relay agent. 

What should you recommend about the configuration of each DHCP relay agent to insure redundancy?

a. Configure each relay agent to forward DHCPDISCOVER requests to the DHCP server at the nearest business office and to one of the DHCP servers at headquarters. Add the Local Area Connection interface to the DHCP relay agent protocol and configure the interface to forward requests immediately.

b. Install two network interface cards (NICs) in the relay agent computer. Add the interfaces to the DHCP relay agent protocol. Configure one interface to forward DHCPDISCOVER requests to the DHCP server at the nearest business office. Configure the other interface to forward requests to one of the DHCP servers at headquarters.

c. Configure each relay agent to forward DHCPDISCOVER requests to the DHCP server at the nearest business office immediately. Configure each relay agent to forward requests to one of the DHCP servers at headquarters after a short delay.

d. Configure each relay agent to forward DHCPDISCOVER requests to the DHCP server at the nearest business office. Configure the DHCP server at each business office as a DHCP relay agent to forward requests to the DHCP servers at headquarters if the local DHCP server service does not reply to the request.

94. You are a member of the IT team at the headquarters office of FI-Print. You need to test whether or not one of the UNIX servers that hosts a standard primary zone is processing zone transfer requests successfully. What utility can you use from your computer running Windows 2000 Professional to simulate a zone transfer so you can capture the data with Network Monitor? 

a. netdiag

b. nslookup

c. netsh

d. ipconfig

95. As a consultant for S&S, one of your first tasks is to define their computing administration model. How should you characterize the manner in which Information Technology (IT) is managed at S&S? 

a. Centralized IT

b. Decentralized IT

c. Centralized IT with Decentralized Management

d. Outsourced IT

96. As a consultant for FI-Print, what should you recommend regarding the number of Active Directory sites that should be created? 

a. A single site

b. Four sites - one per division and one for PSC

c. Three sites - one per division with PSC in the site for the Western division

d. Two sites - one for FI-Print, another for PSC

97. You have been hired as a network consultant for a corporation. You learn that their network includes three computers running Windows 2000 Server and the Windows Internet Name Service (WINS). Each WINS server is located on a separate subnet. There are computers running Windows 2000 Professional that are configured as WINS clients on these three subnets as well as four other subnets. You recommend that the network administrators select the option "Enable automatic partner configuration" on the Advanced tab of the Properties dialog box of the Replication Partners node in the WINS console for each server. 


What else should you recommend that the network administrators do to ensure that the WINS servers discover each other and self-configure?

a. In the WINS console for each WINS server, configure a static mapping for each of the other two WINS servers.

b. Configure the routers between the subnets on which the WINS servers are located to support multicasting.

c. Configure a WINS proxy agent on each subnet on which there is no WINS server.

d. In the WINS console for each WINS server, add the other two WINS servers as replication partners from the context menu of the Replication Partners node.

98. Your enterprise has implemented Active Directory. The Active Directory forest consists of two domains: corp.com and research.corp.com. You install the Dynamic Host Configuration Protocol (DHCP) Server service and the Remote Installation Service (RIS) on RIS10, a computer running Windows 2000 Server that is a member of research.corp.com. Your user account, JoeJones, is a member of the group Domain Admins in research.corp.com and a member of RIS10\Administrators. Tom's user account, TomThompson, is a member of the group Domain Admins in corp.com. Sandra's user account, SandraSmith, is a member of the group Enterprise Admins in corp.com. 


Which user or users can authorize the DHCP and RIS services on RIS10 in Active Directory by default? (Select all that apply.)

a. JoeJones can authorize RIS.

b. JoeJones can authorize DHCP.

c. TomThompson can authorize DHCP.

d. SandraSmith can authorize RIS.

e. TomThompson can authorize RIS.

f. SandraSmith can authorize DHCP.

99. You are a member of the IS team responsible for the network infrastructure and servers that belong to the Windows 2000 domain for the MedDev operations in Ireland. Management has recently opened a branch office that houses employees of the Sales and Marketing department. The IS manager asks you to give these employees access to the Internet. However, she does not want you to install a Dynamic Host Configuration Protocol (DHCP) server or a Domain Name System (DNS) server at that office since there will not be anyone from the IS department onsite. One computer running Windows 2000 Server at the office is configured with a dial-up connection to the Internet. The other computers at the office are assigned Internet Protocol (IP) addresses by Automatic Private IP Addressing (APIPA). 


What step should you take on the server with Internet access to provide access to the Internet for the employees at the remote office?

a. Modify the properties of the existing connection.

b. Use Add/Remove Programs to add the proxy server component.

c. Enable Routing and Remote Access.

d. Install a dynamic routing protocol.

100. You have been hired as a network consultant by the Chief Information Officer (CIO) of an enterprise that manufactures automobile parts in factories throughout the world. You learn that the enterprise has computers running Windows 2000 Server, Windows 2000 Professional, Windows 95, and OS/2 with LAN Manager 2.2c in one of the factories. The computers are all on the same subnet. You need to insure that applications on the OS/2 client that use NetBIOS names are able to resolve the NetBIOS names to IP. You recommend that the Windows Internet Name Service (WINS) be installed on one of the computers that is running Windows 2000 Server. 


What step should you suggest that the network administrator take to enable applications on the computer running OS/2 to resolve names to IP addresses from the WINS database?

a. Create an LMHOSTS file on the computer running OS/2 with an entry for the WINS server.

b. Configure one of the computers running Windows 2000 Professional as a WINS proxy.

c. Configure a static mapping for the OS/2 client in the WINS database.

d. Configure the IP address of the WINS server in the TCP/IP parameters of the OS/2 client.

101. You are the network architect for your company. Your network consists of four subnets, as shown in the attached diagram. Your Dynamic Host Configuration Protocol (DHCP) servers are DHCP-A and DHCP-B. Computers that are to be clients of these DHCP servers have recently been added to SubnetC and SubnetD. You direct the network administrators to configure both DHCP servers with a scope of addresses for these subnets. 


On which two router interfaces should the administrators enable BOOTP forwarding so workstations on SubnetC and SubnetD can obtain leases from the DHCP servers? (Choose two.) 
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a. 192.168.3.1

b. 192.168.2.1

c. 192.168.4.2

d. 192.168.1.1

e. 192.168.2.2

102. As a consultant, you recommend that FI-Print implement an Internet Protocol (IP) addressing scheme based on the private IP network identifier (ID) 192.168.0.0/16 for the computers running Windows 2000 at FI-Print locations. You learn that the computers at PSC are currently using public IP addresses, and you recommend that they be reconfigured to use the private network ID 172.16.0.0/12 with a maximum of 500 computers per subnet. What subnet mask should you recommend that PSC use to support 500 computers per subnet? 

a. 255.255.254.0

b. 255.255.240.0

c. 255.255.248.0

d. 255.255.252.0

103. You are a network architect for your corporation. You learn that the corporation has acquired a company that does business as a marketing research facility. The computers at the office that houses the research facility currently access the Internet through a 56 Kilobit per second (Kbps) line to an Internet Service Provider (ISP). The ISP hosts a File Transfer Protocol (FTP) server that allows employees of the facility to share files with research partners. 


Most of the employees at the new facility are researchers who do their research on web and FTP sites throughout the Internet. They report that access to these sites is often slow. You learn that the employees primarily use 10 key web sites for data. Managers of your corporation ask you to rework the network at the new facility to improve access times to the key sites and to move the FTP services from the ISP to the new office. A budget has been approved to upgrade the servers at the new office to Windows 2000 Advanced Server and to purchase additional software, as needed. The client computers will continue to use Windows 98. 

What Microsoft technology should you recommend?

a. Windows Load Balancing

b. Internet Connection Sharing (ICS)

c. Proxy Server

d. Network Address Translation (NAT)

104. You are a member of the IT team at the San Diego office of FI-Print. Users report the time it takes to access resources on the local network has increased lately. All of the computers are on the same subnet, 192.168.64.0/21. You and the other team members decide to purchase a new router to supplement the existing routers. You plan to subdivide the current subnet identifier (ID) into 6 subnets. What is the minimum subnet mask you can use to support 6 subnets? 

a. 255.255.255.0

b. 255.255.252.0

c. 255.255.255.128

d. 255.255.254.0

105. You are responsible for formalizing the support procedures for the laptop computers used by buyers in each division. A consultant has recommended that a Dynamic Host Configuration Protocol (DHCP) server be installed at the corporate office, at each distribution center, and at each store. You want to insure that the laptop computers are assigned a lease that expires in a shorter time than the leases assigned to other computers throughout the enterprise. 


What feature of the Windows 2000 DHCP server service should you implement to provide the necessary configuration parameters for the laptop computers?

a. Superscopes

b. Reservations

c. Option classes

d. Automatic Private IP Addressing (APIPA)

106. You have been hired as a consultant to assist MedDev in designing an Active Directory architecture and network infrastructure. You are planning the implementation of the servers in Mexico and Ireland that will be configured as dial-on-demand routers. These computers will access a dial-on demand router in Topeka, but users will need access to multiple subnets, including one on which the host addresses range from 192.168.10.129 to 192.169.10.190. You are documenting the procedure needed to configure access to the destination 192.168.10.128 from the computers in Mexico and Ireland by using a static route. 


What value should an administrator define as the subnet mask to define this route?

a. 255.255.255.128

b. 255.255.255.240

c. 255.255.255.224

d. 255.255.255.192

107. You have recently been hired as the network architect for a corporation that has manufacturing facilities and offices throughout the United States. While analyzing the existing network, you learn that the current backup procedure for domain controllers running Windows NT Server 4.0 is to do a normal backup each Friday and Tuesday and an incremental backup each of the other days, including weekends. The domain controllers will be upgraded to Windows 2000 Server to create a Windows 2000 domain. You want to insure that the domain controllers can be recovered if any key system data becomes corrupt. You develop procedures to use a batch file to run the ntbackup utility with the systemstate switch. 


Which two types of backup should you use in the batch file when saving system state data? (Choose two.)

a. Normal

b. Copy

c. Daily

d. Differential

e. Incremental

108. As a consultant, during your analysis of the current network at BCD Train and the company's plans for integrating Windows 2000 into its network, you determine that Group Policy objects should be defined to manage settings for client computers. With the current network topology and traffic, there are times when links between office locations and the headquarters office have little available bandwidth. When planning your Group Policy strategy, you must plan for the impact of applying group policy across slow links. 


Which two types of group policy settings will always be applied, even across a slow link? (Choose two.) 

a. Folder Redirection

b. Security Settings

c. Administrative Templates

d. Logon/Logoff and Startup/Shutdown Scripts

e. Internet Explorer Maintenance

109. While analyzing the current network and the company's plans for integrating Windows 2000 into its network, you learn that upper management wants to insure that only specific individuals are able to access the corporate remote access server from each hotel. You recommend that the remote access server at the corporate office be replaced with a computer running Windows 2000 Server. You recommend that a new remote access policy to govern connections from the hotels be defined to allow only smart card authentication. 


What authentication protocol should you recommend that the IT staff members enable to support smart card authentication for remote access?

a. Microsoft Challenge Handshake Authentication Protocol Version 2 (MS-CHAP v2)

b. Challenge Handshake Authentication Protocol (CHAP)

c. Extensible Authentication Protocol (EAP)

d. Microsoft Challenge Handshake Authentication Protocol (MS-CHAP)

110. You are a member of the IS team responsible for the network infrastructure and servers that belong to the Windows 2000 domain for the MedDev operations in the United States. You are planning to install Srv1, a computer running Windows 2000 Server, at one of the branch offices of MedDev in the United States. Srv1 has two network adapter cards, one connected to the Internet (named External) and one connected to the internal network at the branch office. You plan to use the Network Address Translation (NAT) protocol to provide Internet access to client computers at the branch office. You select the option "Resolve IP addresses for clients using Domain Name System (DNS)" when configuring the properties for NAT. 


What step must you take to enable name resolution for Internet resources for the client computers that use NAT to access the Internet?

a. You must install the DNS service on Srv1.

b. You must ensure that External is configured with the address of a DNS server.

c. You must configure each client with the address of a DNS server.

d. You must install the DNS service on another computer at the office.

111. As a consultant for an advertising agency, you are helping your client design a network infrastructure to support a new web site. The agency has implemented an Active Directory domain and plans to use computers running Windows 2000 Advanced Server to support the web site and related resources. You recommend that they store the identical web site content on 4 servers and use the Network Load Balancing (NLB) feature of Windows 2000 to balance the incoming requests across the 4 servers. In testing, you notice that applications that use the ASP session object often lose the client session. 


What feature of NLB should you enable to avoid the client sessions being lost?

a. Filtering mode-single host

b. Affinity

c. Multicast support

d. Load weight

112. As a consultant, you learn that, although PSC, the new acquisition, will be managed independently of FI-Print, there are 10 employees who will be reassigned from PSC to FI-Print in six months. You also learn that additional acquisitions are being planned and that employees of some of the companies that will be acquired may work directly for FI-Print in the future. You recommend that separate Windows 2000 domains be created for FI-Print and PSC, and you want to insure that the user accounts for the employees who will be reassigned will be updated properly when moved from one domain to another. 


What role should you insure is configured on a different domain controller from the domain controller that is the infrastructure master for each domain?

a. Primary Domain Controller (PDC) Emulator

b. Relative Identifier (RID) Master

c. Global Catalog Server

d. Schema Master

113. You are responsible for the configuration of routers for your corporation. The corporation has ten branch offices that connect to the main office via demand-dial routers. The demand-dial routers are computers running Windows 2000 Server on which Routing and Remote Access is enabled. You need to configure all communication between one branch office and the main office to use Internet Protocol Security (IPSec) in tunnel mode. 


How should you configure IPSec to use tunnel mode between these locations?

a. By configuring the properties of the interface used for demand-dial routing.

b. By configuring the properties of a filter used by a rule in an IPSec policy.

c. By configuring the general properties of an IPSec policy.

d. By configuring the properties of a rule defined for an IPSec policy.

Karney Corp. Case study:

Company Profile and History 

Karney Corp. is a manufacturer of high-quality plastic goods. In operation for more than 25 years, the company has grown on a slow but steady basis to its current form. Over the years, computer networking has been implemented on an ad hoc basis and includes NetWare, NT, and UNIX-based systems. Although various companies have assisted Karney with its computing needs, none have done an adequate job of putting the pieces together.

CEO Interview 

“I have a great group of people here and I think they would do even better if only we could get a decent network system up and running. More than anything, I want you to get it right this time.”

CFO Interview 

“We have some budget considerations. If we can make use of any existing hardware or software, I think we should.”

IT Manager Interview 

“To be honest, we will be relying heavily on you for your expertise. I have some ideas, but I will need you to tell me if we can do it.” 

Systems Infrastructure

Background 

Karney Corp. has recently chosen to migrate its existing systems to Windows 2000. Karney Corp. has four offices all located in Boston. The main office has 800 users, while the remaining offices have less than 100 users each. Karney hires approximately 10 people every year, but the upcoming year will be one of exceptional growth. The IT staff had previously mandated that all servers should be at the main office for centralized administration. The HR department is located in one of the remote sites, and the Sales staff in another. The final location is a manufacturing site. The network not only includes basic file and print applications, but also messaging, database, and line-of-business applications that run 24x7 for the manufacturing location. Client workstations range from Macintosh computers to old 486 PCs to the latest Pentiums. PC operating systems include various flavors of Windows, as well as NetWare clients and Linux systems. Site 2, however, has standardized on Windows 98. 

Upon investigating the infrastructure, you find that currently there is a single domain with one PDC and three BDCs, as well as a UNIX system that is running a custom application that will remain in use after the upgrade. TCP/IP is being used in the offices, and all addresses have been statically assigned. IT would like to change to dynamic addresses for convenience. 

There are currently six servers in the following breakdown:

	PRIVATE

	
	
	
	
	

	Server
	CPU
	RAM
	HD
	Operating System
	Role

	MedPDC
	PentiumII 300
	192MB
	3x10GB
	NT 4.0
	PDC

	MedBDC1
	PentiumII 300
	128
	3x10GB
	NT 4.0
	BDC

	MedBDC2
	PentiumII 300
	128
	3x10GB
	NT 4.0
	BDC

	MedApp
	PentiumII 266
	512
	3x10GB
	NT 4.0
	E-mail/SQL

	MedNW4
	Pentium 166
	64
	4GB
	NetWare 4.01
	File server

	MedServ
	RS/6000 (603e)
	128
	4GB
	AIX
	Customer app server


Three routers are currently in use at the main office, with one router at each of the remote locations for connectivity with the main office. Name resolution is currently being handled using WINS and HOSTS files for access to the UNIX machine. The UNIX server is capable of being used as a DNS server and came with the DNS BIND version 4.3 software. The links between remote offices currently are using T1 connections, but the new location will be set up for Frame Relay with a CIR of 512 k burstable to 1.544 Mbps. The T1 connections are all set up to use the same network ID with different host addresses for the interfaces that connect them. A separate network ID will be required for the Frame, as it will be provided by a separate provider. The four routers in the main office are rated for 200 users per segment, with each having two LAN interfaces. 

CEO Interview

“As far as I’m concerned, the acceptable amount of downtime for this network is zero. We are very dependent on the network to do our work, and any downtime is lost money. I will authorize any redundancy you see fit, but if the network is down for any extended period, I will be very unhappy.”

CFO Interview

“I have heard that we will need to purchase something called a router that is fairly expensive. We also will be dumping quite a few machines. Is there no way to avoid spending the money on all this new equipment? I would really like it if there was some way to salvage some of the older machines and avoid the costs of these routers.”

IT Manager Interview

“We have been happy with NT, but would like to make use of the Internet more effectively. I have given access to the Internet on a very limited basis, and only through the use of dial-up access for certain users who must have it, not the entire network. I would like to see access for everyone, not just a select few. 

I would also like to have better access to all resources for end users. My other main concern is resource availability—all users accessing what they need when they need it, while maintaining tight security. 

The NetWare system is on the way out. We have already migrated the data over to one of the NT systems, and we would like to use these systems for something else. I have had the staff create a physical and logical map of the network that will likely help.”

HR Interview

“I think we need to do something about speed; logon is incredibly slow. I have spoken to some of the other people in the other offices and have found that the main office is fine in this regard, but all of the other sites are slow logging on to the network and accessing the software. If you can do anything here, you would have my undying thanks.”

Sales Interview

“I would like to allow my sales staff the ability to access the network from the road, but IT says this will create a security problem for them. Right now, we are copying the information onto laptops so the salespeople can take them with them, but sometimes they need access to information we haven’t copied over. No matter how much I argue, I seem to arrive at a dead end with IT. They tell me that even if there were no security issues, there would still be a matter of long-distance calls. But while I’m on the wish list, I would also like to be able to provide my customers with some sort of customer-to-business link across the Internet and maybe even with our suppliers.”

Technical Challenges and Considerations

Karney Corp. has indicated that Internet access, security concerns, domain construction, DNS, DHCP, and WINS construction will be your responsibility. You will also recommend any redundancy. Virtually the entire construction of the network has been left up to you. 

Growth and Expansion Plans

Due to rapid growth, Karney has decided to open a fifth office and expects to have an additional 200 employees located in the new office. The new office will be in Seattle for West Coast operations. Other than this new office, no other expansion is expected within the next 18 months.

114. Which would be the most secure method for connecting to the Internet? 

a. NAT

b. ICS

c. Proxy Server 2.0

d. Hardware-based firewall

115. After installing the network and Active Directory, you notice that the Windows 98 and 2000 clients receive an address of 169.254.x.x, while the Windows 95 computers receive 0.0.0.0 as their address. Which of the following statements are true? 

a. Active Directory needs to be installed on all machines. 

b. DHCP needs to be reconfigured for superscopes. 

c. Active Directory needs to be reconfigured.

d. WINS needs to be reconfigured.

116. As part of your design, you have chosen to use Proxy Server 2.0. Which of the following ways can you restrict access through Proxy Server packet filtering? (Choose all that apply.) 

a. Protocol ID.

b. User ID. 

c. Direction.

d. Number of hops. 

e. Local port.

f. Size of transfer. 

g. Remote port.

h. Local host.

i. Time.

117. Based on the CEOs comments, which of the following will satisfy his fault-tolerance requirements? (Choose all that apply.) 

a. RAID 1 system drives and RAID 5 data drives

b. Redundant WAN links

c. Cluster servers

d. Redundant DHCP servers

e. Tape backups

118. As part of the design for fault tolerance, you have implemented Cluster Server on two of the systems at the head office. Which of the following statements is not true regarding Cluster Server? 

a. Shared SCSI disks must be formatted for NTFS

b. Servers can be either Intel or Alpha

c. Only hardware RAID is supported in Windows 2000 Clustering

d. Servers within a cluster must be in the same domain

119. To preserve the use of some of the older client machines, you have decided to implement Terminal Server. Some of these machines are laptops and will also be connecting from home, so you have chosen to implement a VPN for these clients. Which of the following statements are not true regarding the Windows 2000 VPN protocols? 

a. L2TP uses IPSec to provide security, while PPTP is reliant on MPPE

b. NT 4.0 directly supports PPTP/L2TP

c. Both IPSec and L2TP can be used to implement a tunnel

d. Windows 9x machines will be unable to use IPSec VPNs

120. Which of the following would be a benefit to installing DNS on one of the Windows 2000 servers that would not be available on other DNS servers? 

a. DNS could make use of the incremental zone transfers

b. DNS could be configured to support dynamic updates

c. DNS could be configured to do secure updates and be replicated to all other domain controllers with little configuration

d. DNS would support SRV records on Windows 2000

121. To provide redundant links to the remote regional offices, which of the following should you implement? 

a. Add additional WAN connections

b. Make the secondary WAN connections a higher metric on the routing table

c. Use static or auto-static entries on dial-on-demand interfaces

d. Make primary WAN connections a higher metric on the routing table

122. Karney has decided to centrally administer all DHCP addresses at HQ from a single DHCP server. Which of the following requirements must be met for routers to pass the information for the clients to the DHCP server? 

a. Routers should support RFC 1542

b. Routers should support RFC 821

c. Routers should support RFC 1112

d. Routers should support RFC 2125

VECTORONE Case Study:

Company Profile and History

VECTORONE Company is a consumer financing company specializing in the financing and leasing of automobiles and recreational vehicles. VECTORONE Company is headquartered in Atlanta, Georgia and has three additional corporate offices located in Chicago, New York, and Houston. In addition to their corporate offices, VECTORONE Company supports over 50 satellite offices distributed across the four main corporate locations. Each corporate office hosts about 150 employees, while their remote offices host about five employees each.

The current IT support is centralized in the Atlanta office, but each corporate office has a LAN manager and three technical support technicians who respond to helpdesk requests for their location. The Atlanta office has three tech support technicians, two Novell engineers, an IT manager for the location, and the director of Information Technology. All technical support technicians are familiar with the Novell network operating system and the Windows 95 operating system. Their exposure to Windows 2000 has been minimal.

Staff Interviews

CEO—Marcus Thello

“VECTORONE Company is a growing organization dedicated to the needs of the consumer. We have experienced a steady 15% growth every year, and our stockholders are optimistic about our future growth. Several business partnerships we are in the process of finalizing could accelerate the growth of the company by about 10%.”

Chief Operating Officer (COO)– Jenny Winthrop

“VECTORONE Company is growing quickly, and we need to be able to hire employees as fast as our organization grows. Systems support needs to be fast and efficient so that our new employees are not twiddling their thumbs for the first two weeks of their employment waiting for a computer.”

Director of Information Systems—Barry Minskin

“We need solutions. The legacy systems we have been running for years can no longer keep up with the needs of today’s users. We need more flexibility, better administration, and more efficient support.”

Systems Infrastructure

Wide Area Network

The VECTORONE Company wide area network (WAN) consists of one Frame Relay circuit to each corporate location. There is one Private Virtual Circuit from Atlanta to each corporate location. Atlanta has a full T-1, while all other locations are limited to 512 K of bandwidth.

Remote access from the satellite offices is provided through a Novell dial-in server in each location. This connectivity provides IPX/SPX communications over RAS, but is limited to 28.8 K of bandwidth per connection.

Network

VECTORONE Company current runs a Novell NetWare 4.11 network. They have two Novell servers in each corporate office (Atlanta, Chicago, New York, Houston) providing file and print sharing on the network, as well as dial-in capability for the remote offices in that region. There are approximately 900 employees, all of whom are running Windows 95 on their desktop computers. Connectivity between the Novell servers and the Windows 95 clients is provided through the NetWare client using IPX/SPX. 

There are no Windows NT/2000 domains on the network, and TCP/IP is not in use. 

Host Connectivity

The organization also hosts a mainframe computer in the Atlanta location that stores all information related to the processing of loans, leases, or financing. This is the core data store of the company. Clients access the mainframe through a third-party IPX/SPX to SNA gateway located in the Atlanta office. This gateway is no longer supported by the manufacturer and does not support TCP/IP.

Internet Connectivity

There is currently no company-provided Internet connectivity for the corporate offices; however, a deal has been made with a national DSL provider to install a DSL circuit in each satellite office to provide Internet connectivity for all 50 small offices. The company plans to install a T-1 Internet connection in the Atlanta office prior to the Windows 2000 deployment.

Security Requirements

VECTORONE Company uses sensitive material in its day-to-day operations that must be secured. Most of this information is stored on the mainframe, which contains credit reports, financing information, and consumer contact information. This information must remain secure.

Staff Interviews

Chief Executive Officer (CEO)—Marcus Thello

“The systems currently in place have served us well, but don’t seem to offer the flexibility and features we require. Internet access, remote access, and availability of the mainframe are probably the greatest needs. Second would be workstation issues. It seems we spend way too much time rebooting and reinstalling workstations because they don’t work correctly.”

COO—Jenny Winthrop

“The Human Resources department is the group that suffers the most due to inadequate computer resources. Most companies have database-driven systems that can assist HR with payroll, employee/benefit management, and recruiting needs, but our current systems are too limited in their ability to integrate with those types of systems.”

“The other issue is the speed of access that the satellite offices are forced to use for remote connectivity. A modem dial-up line is typically adequate for access to the mainframe, but not nearly fast enough for e-mail and file sharing.”

Chief Financial Officer (CFO)—Cindy Salinger

“We run a small accounting application that runs on one of the Novell servers. The application is no longer supported and does not integrate with TCP/IP-based systems that would add functionality. The system needs to be replaced with a TCP/IP-based enterprise-class accounting system.” 

“We have also had issues with IT response time. Sometimes a new employee starts and does not even get a computer for two to three weeks.”

Director of Information Systems—Barry Minskin

“Here are the biggest issues as I see it:

1. Internet connectivity should be provided through the corporate office.

2. The current SNA gateway needs to be replaced, because the manufacturer no longer supports them, and they need to be restarted every couple of days when they stop functioning.

3. The workstations (Windows 95) just don’t operate efficiently. Users constantly complain of crashes and errors when multitasking between several different applications.

4. Remote access is not nearly fast enough for what the satellite offices require.

5. We need an interactive, highly available Web site where dealers and consumers can request financing online, and publishing can be done by various departments within the organization.

6. Regional LAN managers have more control than they need. They should have rights over their own location, but not rights to all network resources.”

Technical Challenges and Considerations

VECTORONE Company needs to deploy Windows 2000 through their enterprise to replace many of the legacy systems in use, as well as the Novell NetWare network that does not offer the full functionality they would like. The greatest challenges include:

1. How do they upgrade Novell NetWare 4.11 to Microsoft Windows 2000?

2. What type of domain do they implement, and how many do they need?

3. How do they implement TCP/IP throughout the entire company?

4. What services do they need to access the Internet?

5. What is the best remote access solution for the satellite offices going forward?

6. How do we provide a platform for corporate Web development?

7. How do I assign control of certain resources to certain people without granting them access to everything?

8. How do I make the deployment of machines to new employees fast and efficient?

Growth and Expansion Plans

The growth of the organization is a consistent 15% per year. However, even with minimal growth, it is difficult for the IT staff to deploy workstations and system services as fast as the company needs them. A quicker way of deploying workstations is definitely needed.

VECTORONE Company plans to replace all the Windows 95 desktops with Windows 2000 desktops over the next year, but replacement of desktops will be gradual.

One of the driving marketing campaigns is the Internet site. The organization wishes to build and host a dynamic e-commerce Web site that consumers and dealers can use to get instant quotes and financing terms, along with special programs and service offerings. This site must be fault tolerant and have the ability to handle large connection loads, for they are predicting the load will be high during telemarketing initiatives and fax mailings.

123. How should VECTORONE Company design its Windows 2000 forests and domains? 

a. One forest and four domains

b. One forest and one domain

c. Two forests and one domain in each forest

d. Four forests with one domain in each forest

124. What protocols should VECTORONE Company implement on the desktop to prepare for Windows 2000 and the impending Internet access? 

a. IPX/SPX

b. NetBEUI

c. TCP/IP

d. SNA

125. What Windows 2000 services can be implemented to assist VECTORONE Company in its migration of file and print resources from a Novell platform to a Windows 2000 platform? (Choose all that apply.).

a. File and Print Service for NetWare

b. Conversion Service for NetWare

c. Gateway Services for NetWare

d. NDS Migration Tool for Windows 2000

126. What would be the best way for VECTORONE Company to provide dynamic TCP/IP addressing to its clients in the four corporate locations? The solution should be efficient, and not affected by WAN outages. 

a. Place one DHCP server in the Atlanta office configured with four different scopes, then configure all routers with a DHCP Helper address

b. Place one DHCP server in the Atlanta office configured with one superscope, then configure all routers with a DHCP Helper address

c. Place one DHCP server in each of the four locations configured with one scope

d. Place one DHCP server in each of the four locations configured with one scope, and attach a modem for backup replication to the master DHCP server in the Atlanta office

127. What services are necessary to provide name resolution to both existing Windows 95 and new Windows 2000 clients on the VECTORONE Company network that will prepare the clients for Windows 2000 Server and Active Directory? 

a. DNS only. 

b. WINS only. 

c. DHCP and WINS. 

d. DNS and WINS. 

128. VECTORONE Company has 50 remote offices with approximately five employees in each office. Once DSL is installed in each location, how will they provide Internet access to all machines in the office using Windows 2000? The solution should be cost effective. 

a. Install a Windows 2000 Professional machine with two network interfaces, and use Network Address Translation (NAT) within the Routing and Remote Access Service to route Internet traffic between the workstations and the DSL connection.

b. Install a Windows 2000 Server machine with two network interfaces, and use NAT within the Routing and Remote Access Service to route Internet traffic between the workstations and the DSL connection. 

c. Install a Windows 2000 Professional machine with two network interfaces, and use Internet Connection Sharing to route traffic between the workstations and the DSL connection. 

d. Install a Windows 2000 Server machine with two network interfaces, and use Internet Connection Sharing to route traffic between the workstations and the DSL connection. 

129. What is the best way for VECTORONE Company to implement DNS within its new network strategy that will minimize administration and provide fault-tolerant name resolution services? 

a. Install one stand-alone primary DNS server and one stand-alone secondary DNS server in Atlanta. 

b. Install one stand-alone primary DNS server in Atlanta and one stand-alone primary DNS server in each of the three corporate offices. 

c. Install one primary stand-alone DNS server in Atlanta and one secondary stand-alone DNS server in each of the three corporate offices. 

d. Install one Active Directory integrated DNS server in each corporate location. Use the local DNS server as a primary and the Atlanta DNS server as the secondary.

130. What is the best way for VECTORONE Company to implement WINS within its new network strategy that will minimize administration and provide fault-tolerant name resolution services? How should the WINS servers be set up to replicate? 

a. Install one WINS server in each corporate office and set up all servers as push/pull partners with every other server. 

b. Install one WINS server in each corporate office and set up the Atlanta server to be a push/pull partner with the three other servers. Set up the other three servers to be push/pull partners with only Atlanta.

c. Install one WINS server in each corporate office and set up a push/pull circle so that Atlanta is a push/pull partner with Houston, Houston is a push/pull partner with Chicago, Chicago is a push/pull partner with New York, and New York is a push/pull partner with Atlanta. 

d. Install two WINS servers in Atlanta to serve as a primary and backup. 

131. How should VECTORONE Company provide remote access to its 50 remote offices in a cost-effective way that will solve its response time issues? 

a. Set up a Windows 2000 Server within the Atlanta office as a Routing and Remote Access Server, and configure it to provide virtual private networking (VPN) service; then configure remote clients with the VPN client. 

b. Set up a Windows 2000 Server within each remote location as a VPN Networking server and configure remote clients with the VPN client. 

c. Set up one workstation in each remote office for dial-up connectivity to the network, and use RRAS to route workstation traffic. 

d. Install a Frame Relay circuit in each location, and make each remote location a subnet within the corporate network. 

132. How should VECTORONE Company provide fast, fault-tolerant access to its mainframe computer for the clients in all four corporate offices that is cost-effective and will leverage the existing WAN? 

a. Install one SNA server in each location and use TCP/IP for client-to-server and server-to-host access. 

b. Install two SNA servers in Atlanta and use TCP/IP for client-to-server access and SNA (or channel connections) for server-to-host connections.

c. Install one SNA server in Atlanta and one SNA server in each location, and use TCP/IP for all connectivity between each server and the host computer. 

d. Install one SNA server in each location and one Proxy server in Atlanta connected directly to the mainframe. Use TCP/IP from client to server, and NetBEUI between SNA server and Proxy server. 

133. How will VECTORONE Company deploy a granular security model for administrators within the organization, providing local administrators full access to local resources without giving them access to the entire network? 

a. Create a domain within the Windows 2000 forest for each corporate location, and then assign administrator privileges to the administrator in that location. 

b. Create a Windows 2000 forest for each location, and assign Enterprise rights to each administrator for his or her location. 

c. Create an organizational unit (OU) within the Active Directory for each location, and delegate control of that object within Active Directory to the local administrator. 

d. Create a new namespace within the Active Directory for each location, and delegate control of that namespace within the Active Directory to the local administrator. 

134. What Windows 2000 Service will VECTORONE Company use to deploy its Web server? 

a. Internet Connection Sharing

b. Internet Information Server

c. Internet Commerce Server

d. Internet Web Server

135. What services can be used in conjunction with Windows 2000's Internet Server to deploy a highly available fault-tolerant Web site capable of high-volume traffic? 

a. Network Load Balancing and Windows Clustering

b. Distributed Server System and Commerce Services

c. Server Balancing and the Internet Application Center

d. Server Balancing and Dynamic Port Mapping

136. What is the minimal amount of servers VECTORONE Company can use to deploy its Web site consisting of Web pages and a database (SQL)? They will be using Network Load Balancing and Microsoft Clustering for fault tolerance. 

a. 2

b. 3

c. 4

d. 5

137. What is the best way for VECTORONE Company to allow different departments to upload files to portions of the Web site without giving them access to all files within the site? 

a. Create a Web site for each department, hosted on separate servers, and assign rights to each site based on the group that the site represents. 

b. Create a Web site for each department, hosted on the same server, and assign rights to the directories that hold the files based on the department a user works in. 

c. Create a file share on an internal server for each department. Then create a DFS root that incorporates all of those shares into its namespace. Use the DFS root as the root of the Web site. 

d. Create an FTP site for each department, and instruct the users to log in to the FTP site to upload their files. Use the File Replication Service to replicate the appropriate files to the Web site. 

138. How can VECTORONE Company simplify the deployment of workstations once it begins to deploy Windows 2000? 

a. Administrators no longer need to install the operating system. Windows 2000 installation is so easy; they only need to hand the CD to the user.

b. Using the Windows 2000 FTP Server, administrators can Xcopy entire machine images to an FTP location and quickly clone any machine. 

c. Administrators can use Remote Installation Services to quickly deploy Windows 2000 Professional on any machine.

d. Administrators can use Autoconfiguration Services to deploy Windows 2000 on any desktop within the network. 

139. Once the Windows 2000 network is deployed, how will the organization configure Windows 2000 to limit the amount of traffic across the WAN? 

a. Using Active Directory Users and Computers, the administrator can create organizational units (OUs) for each location. 

b. Using Active Directory Sites and Services, the administrator can create different sites for each location.

c. Using Active Directory Domains and Trusts, the administrator can create different domain partitions for each location. 

d. Using Active Directory Group Policy, routing algorithms can be added to different groups within the Active Directory to signify their location. 

140. How can VECTORONE Company use Windows 2000 technologies to speed the deployment of desktop machines to the organization? 

a. Deploy remote control software to make support more efficient. 

b. Install terminal server on every workstation to provide easier access to administrators. 

c. Implement the Remote Installation Service.

d. Purchase a third-party product. 

141. Which of the following are benefits of DNS integration with Active Directory?

a. Fualt tolerance is increased if there is more than one Active Directory integrated DNS Server on the network.

b. DNS security is enhanced for DNS record updates between servers.

c. If configured properly, only authorized clients can update their records.

d. All of the above.

142. You have recently upgraded your network to Windows 2000.  Security is imperative.  Which of the following will increase the security of your zone information as it is transferred between DNS Servers on the network?

a. On the Windows 2000 DNS Servers, check the box for Secure Zone Transfers.

b. Nothing.  By default Windows 2000 DNS Servers use encrypted zone transfers.

c. Create the DNS Servers on domain controllers and integrate DNS with Active Directory.

d. B and C.

143. Your DNS implementation must provide high levels of availability and fault tolerance.  Therefore, you plan to implement Clustered DNS Servers for your enterprise.  Which versions of Windows 2000 will provide clustering services?

a. Windows 2000 Advanced Server

b. Windows 2000 Datacenter Server

c. Windows 2000 Server

d. Windows 2000 Professional

144. Which of the following are valid technologies to protect WINS database information during Internet-based replication?

a. ISAKMP/Oakley

b. PPTP/MPPE

c. L2TP/IPSec

d. IPSec

145. You run a network with four segments and 620 WINS client computers.  Each segment is on its own side of a WAN link composed of 768K VPN connections.  You are considering many replication network plans, but have no firm plans.  What steps should you take to most easily configure WINS partnerships in the meantime?

a. Manually configure push/pull replication partnerships between all of the WINS servers on the network.

b. Configure all WINS servers to be pull partners of each other.

c. Configure the Windows 2000 RRAS service to allow IGMP forwarding.

d. Configure the WINS server to perform autodiscovery of WINS parterns.

146. You administer an enterprise with multiple subnets.  On your network are multiple UNIX servers that host NetBIOS resources and require that they are able to contact other computers that host NetBIOS resources in a distributed computing environment.  What can you implement to support the UNIX machines in their attempt to resolve NetBIOS names for computers located throughout the network?  Choose all that apply.

a. DHCP server.

b. DNS server

c. WINS proxy agent

d. RRAS server

147. You create a DFS root with a DFS link that refers to two separate file shares to provide load balancing.  The file shares are replicated using the File Replication Service.  How can you ensure that changes made to the access rights of one volume are replicated to the other?

a. Using the DFS API, create a custom application to copy the access control lists (ACLs) every time a change is made.

b. Replicated ACLs is native to the File Replication service; no additional steps are needed.

c. Using the DFS administrator program, set the replication service to “synchronize all file permissions” and “synchronize all share permissions” for replicated DFS links.

d. When making a change to the ACL of one share, manually make the same change to the other share.

148. You must deploy a highly active Web site for a client.  What is the best service available to deploy the application?

a. The Network Load Balancing service will be used to cluster several machines offering a unified Web presence to Internet users.

b. The File Replication Service (FRS) would be used to replicate a copy of the Web site to several different Web servers connected to the Internet.

c. The Distributed File System (DFS) would be used to replicate a copy of the Web site to several different Web servers connected to the Internet.

d. The Microsoft Clustering Service will be used to cluster several machines together, load balancing the incoming client requests across the entire cluster.

149. Users of a highly active e-commerce Web site with 27 Network Load Balancing clustered computers report declining response time.  What should you do to increase response time?

a. Add more servers to the cluster.

b. Connect the computers in the cluster to a Layer 3 switch.

c. Increase the affinity setting for each application in the cluster.

d. Create a second cluster and implement round robin DNS for load balancing between two virtual IP addresses.

150. Which of the following protocols are not used in Windows 2000 RRAS?

a. RIP v2

b. IGRP

c. OSPF

d. IGMP v2

151. Which of the following methods will improve security by encrypting and authenticating data and at the same time minimize processing power?

a. Configure IPSec to use 40-bit encryption and MD5 authentication.

b. Configure IPSec to use 56-bit encryption and the MD7 authentication.

c. Configure IPSec to use 40-bit DES encryption and the SHA authentication.

d. Configure IPSec to use 3DES encryption and SHA authentication.

152. You want to provide Internet access for your company without purchasing multiple IP addresses.  The organization has 20 employees, 12 workstations, and one file server.  What is the most efficient means of providing name servicing with minimal administrative control?

a. Network Address Translation

b. Internet Connection Sharing

c. Domain Name Service

d. DHCP

153. You are designing a NAT solution for your network with an IIS 5.0 Web server and Exchange Server.  Which of the following should be done to ensure that both servers will be operating after NAT is implemented?

a. Use ICS instead of NAT.

b. No address translation solution is possible when mail and Web servers are present on the same network.

c. Configure static ports with the IP addresses of the Web and mail servers.

d. Configure NAT to be a DHCP allocator and configure the Web and mail servers as DHCP clients.

154. Users complain of slow access to Web content during peak business hours.  Which of the following will improve performance?

a. Enable active caching.

b. Configure the registry to increase the priority of the Web proxy service.

c. Implement encryption on your Proxy server.

d. Enable passive caching.

155. Your company has a national office in New Mexico.  It also has regional offices in Tennessee and Oklahoma.  The Tennessee office is connected to New Mexico via a T1 line and the Oklahoma office is connected to the New Mexico office via a 56k Frame Relay line.  The company has a T3 connection to the Internet at the New Mexico location and the company’s security policy is that no computer may connect to the Internet using anything other than a T3 line.  What would allow all employees at all locations to take advantage of a centralized Web caching solution and also reduce the amount of bandwidth consumed on each of the WAN links?

a. Implement a proxy chaining solution.

b. Install a proxy cluster at the New Mexico office.

c. Install a proxy array at the New Mexico office.

d. Install a proxy server on each network segment at the New Mexico office.

156. Your Web server has a direct connection to the Internet.  Web publishing runs on the proxy server that is installed on the same installation of IIS 5.0.  After performing analysis, you find that hackers are using FRAG attacks to bring down the server.  How can you reduce your exposure to such attacks?

a. Enable filtering of IP fragments.

b. Add a packet filter for the PPTP (Call) protocol.

c. Disable dynamic packet filtering for the external interface of the proxy server.

d. Add a packet filter for the TCP FRAG protocol.

157. You want Internet users to download .XLS spreadsheets from your internal network, but grant them access to no other files.  You don’t have a Web site.  How can you best ensure maximum security?

a. Share the folders on the hard drive of the computer that contains the files and then let users access those files via SMB file-sharing protocol.

b. Enable NetBIOS by creating packet filters for NetBIOS port numbers.

c. Copy the files to the FTPROOT folder on the Internet Information Server on the internal network, and then use mappings so that users can request files via FTP on the FTP Server on that IIS computer.

d. Open all ports on the proxy server and allow all traffic to move through the proxy server and directly to the internal computer via mapped network drives.  Enable IP forwarding and use public IP addresses on the internal servers.

158. You are upgrading the hardware of your Proxy Server 2.0 computer.  The server has a complicated set of cache filters, packet filters, and permissions.  How can you avoid reconfiguring the proxy server with the new hardware you will be implementing?

a. Copy the proxy-related registry entries on the original server and then restore those registry entries on the new server.

b. Copy the entire proxy server folder and its subfolder to a network location, then copy the entire folder hierarchy to the new machine.

c. Use the Server backup button on the Properties dialog box of any of the proxy services to back up the configuration on the original proxy server.

d. Use the Server Restore button on the Properties dialog box of any of the proxy services to restore the server configuration file on the new server.

159. Your company has a central location and several branch locations.  The central location contains exclusively Windows 2000 computers, but remote locations still have NT 4.0.  After VPN implementation, you want to monitor all VPN servers in all locations.  How?

a. Review the AT commands.

b. Use Network Monitor.

c. Review the server Event logs in Event Viewer.

d. Turn on your VPN task monitors.

160. You are planning security for a corporate VPN network that will use only Windows 2000 VPN servers and Windows 2000 clients.  Which VPN protocol will ensure maximum security?

a. PPTP

b. L2TP/IPSec

c. PPP

d. IPX/SPX

161. Your network, on one campus, spans 8 buildings connected by a fiber-optic connection to a central operations center.  Each building contains a wireless connection used as a backup link.  With a Windows 2000 router in each building and both links active, which routing protocol would be best used?

a. None.  Use static addressing.

b. OSPF

c. RIP v1

d. RIP v2

162. You implement RADIUS.  What steps should be taken to improve security?

a. Place the IAS server and an authentication server on the same segment.

b. Secure communications between the IAS server and the authentication server using IPSec.

c. Install PCAnywhere so you can administer the server from home.  

d. Place the IAS server on a screened subnet.

163. You have configured your users to use IPSec for communication with the payroll department, but not for any other departments.  The payroll department is having connectivity trouble.  However, there is no difference between the payroll department’s network connection and the connections of the other departments.  Which of the following is most helpful to investigate the problem?

a. Event Viewer

b. System Monitor

c. Network Monitor

d. IPSECMON

164. Which of the following options is selected in the default rule in the Secur Server policy?

a. Accept unsecured communication, but always respond using IPSec.

b. Session key Perfect Forward Secrecy.

c. Allow unsecured communication with non IPSec-aware computer.

d. Do not accept unsecured communication.

165. Your company consists of two offices in cities located 140 miles apart.  You would like to connect the offices as efficiently as possible.  You have two computers, both with Pentium II 350 Mhz processors and 128 MB of RAM.  You plan to install Windows 2000 on each computer and make them gateways for each network.  What is the best solution for your company?

a. Make each gateway a VPN server and use PPTP/MPPE as the tunneling and security protocol.

b. Make each gateway a VPN server and use L2TP/IPSec as the tunneling and security protocol.

c. Use demand-dial routing and configure the servers to dial up a direct connection to the other server when requests for the remote network ID are received.

d. Install an ISDN line to recreate a dedicated connection between the offices.

166. You want to restrict your performance analysis for the DNS server to events that represent a “fault” state in your DNS server.  Which of these counters would provide you with the information you need to detect fault status information for your DNS server?

a. All the zone transfer-related counters.

b. All the WINS-related counters.

c. All the counters that indicate failure information for Query, Zone, and Secure Update.

d. All TCP-related counters.

167. Network performance has been sluggish recently.  NetBIOS and host name resolution has been deteriorating.  Which of the following will assess and prevent network service outages due to network growth?

a. Wait until failures before fixing them.

b. Place all network services on different subnets.

c. Performa Trend Analysis.

d. Consider combining network services.

168. You are planning on combining network services to optimize network bandwidth and Interservice communication.  Which of the following two services would be best to combine to maximize service performance?

a. WINS

b. DNS

c. Exchange 2000

d. SQL Server 2000

169. Which of the following protocols might you see in Network Monitor when using IPSec?

a. ESP

b. AH

c. TCP

d. ICMP

170. Which of the following are viable options for sharing a key between two servers—one of them Windows 2000 and the other Linux?

a. Windows 2000 default (Kerberos US protocol)

b. Windows 4.0 default (Kerberos US protocol)

c. Use a certificate from this certificate authority (CA)

d. Use this string to protect the key exchange (preshared key)

171. Which of the following options is selected in the default rule in the Secure Server policy?

a. Accept unsecured communication, but always respond using IPSec.

b. Allow unsecured communication with non IPSec-aware computer.

c. Do not accept unsecured communication.

d. Session key Perfect Forward Secrecy.

172. Which of the following protocols would be appropriate to use in conjunction with ESP in transport (End-to-End) mode?  Choose all that apply.

a. AH

b. HTTP

c. NAT

d. Telnet

173. The DHCP service can run on which of the following machines?  Select all that apply.

a. Windows 2000 Server in a Workgroup

b. Windows 2000 Professional Workstation that I part of a domain

c. Windows 2000 Server domain controller

d. Windows 2000 Professional Workstation that is part of a workgroup

174. Which of the following clients use the FQDN option to update DDNS upon startup, registering their names and addresses with the server?  Choose all that apply.

a. Windows 95

b. Windows 98

c. Windows NT 4.0

d. Window 2000

175. Which of the following methods are valid means of configuring Microsoft routing and remote access servers to assign IP addresses?

a. Set up a predefined scope of addresses configured on the RRAS server.

b. Set up RRAS to obtain addresses from the DCHP server.

c. Set up RRAS to obtain addresses from the BOOTP server.

d. Set up RRAS to assign addresses using APIPA.

Answer Key:

1. C

2. A

3. B

4. D

5. A,E

6. A

7. D

8. A,E

9. B

10. B

11. A

12. B

13. A

14. A

15. A

16. A

17. B

18. C

19. A,E

20. C

21. C

22. D

23. C

24. A

25. A

26. D

27. D

28. B

29. D

30. B

31. D

32. B

33. A

34. C

35. A

36. D

37. A

38. A

39. B

40. C

41. C

42. D

43. A

44. D

45. B

46. B

47. B

48. C

49. B

50. C

51. D

52. A

53. D

54. C

55. D

56. C

57. D

58. D

59. B,C,D

60. C

61. D

62. A,C

63. C

64. B

65. C

66. B

67. C

68. A

69. B

70. A

71. B

72. D

73. B

74. D

75. A

76. A

77. B

78. A

79. A

80. A

81. C,D,F

82. C

83. B

84. A

85. D

86. A

87. A

88. C

89. B

90. D

91. A

92. C

93. A

94. B

95. A

96. C

97. B

98. D,F

99. A

100. B

101. B,C

102. A

103. C

104. A

105. C

106. D

107. A,B

108. C

109. C

110. B

111. B

112. C

113. D

114. D

115. C

116. A,C,E,G,H

117. A,B,C,D,E

118. B

119. B

120. C

121. A,B,C

122. A

123. B

124. C

125. A,C

126. C

127. D

128. C

129. D

130. B

131. A

132. B

133. C

134. B

135. A

136. C

137. C

138. C

139. B

140. C

141. D

142. B

143. A,B

144. B,C,D

145. C,D

146. B,C

147. B

148. A

149. A

150. B

151. A

152. B

153. C

154. A,D

155. A

156. A

157. C

158. C,D

159. B,C

160. B

161. B

162. A,B,D

163. D

164. A

165. A

166. C

167. C,D

168. A,B

169. A,C,D

170. C,D

171. A

172. B,D

173. A,C

174. B,D

175. A,B

