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1. What type of group can contain users, Global groups, and Universal groups?

a. Nested 

b. User

c. Domain

d. Universal

2. You have recently installed several Windows 2000 Member servers on your network. Your boss has asked you to make a few of them domain controllers. What must you do to make these servers Domain Controllers?

a. Re-install Windows 2000 Server

b. Run Convert /DC

c. Run DCPROMO.exe

d. Run ADPROMO.exe

3. Your company, a graphics design firm, has a Windows 2000 network that consists of two physical sites, the Downtown office and the Midtown office. Each office has approximately 300 computers with around 7-8 domain controllers in each office. You have connected the offices with a 128 fractional T-1. Given the nature of your business, why should you divide your network into two sites?

a. Active Directory replication between buildings can be scheduled

b. Your backups can be scheduled independent of each other

c. Inter-site replication traffic is not compressed

d. All of the above

4. Which of the following are permissions for an OU that can be delegated to users in your organization?

a. Create new users

b. Create, change, and delete child objects

c. Update object properties

d. Create new groups

e. All of the above

5. Windows 2000 Advanced Server running on an Alpha based computer will be able to support how much RAM?

a. 4 GB

b. 8 GB

c. 16 GB

d. 32 GB

6. In your Windows 2000 network, you have manually created a connection object. Upon scanning the Active Directory schema, the KCC sees your connection object and realizes is can be made more efficient. What does the KCC do?

a. Delete the connection object and create a new one

b. Does nothing and incorporates it into the new schema

c. Recreates it

d. Adjusts it

7. Which of the following cannot be classified as an object class in Windows 2000 Active Directory?

a. Guest

b. Users

c. Laser printers

d. MailServer

e. All of the above

8. A new Vice-President has recently been hired in the San Francisco office, and needs to send some documents to some co-workers in Miami. You grant him permission to print to a printer physically located in Miami, and immediately, you ask him to test his ability to print to the Miami printer. However, he says he doesn't even see the printer in Active Directory. What should you do to allow him to print?

a. Have him verify TCP/IP connectivity to the Miami office

b. Have him install Active Directory on his machine

c. Force replication between the Miami and San Francisco offices

d. Verify the DNS entry is correct for the printer

e. Have him log off and log back into his computer

9. On David's Windows 2000 network, domain1, is an OU containing all of the printer objects. In order to ease administrative time, David decides to move all of the printer objects from the other domain on the network, domain2, to the domain1 printer OU. David tries repeatedly to move printer objects but is unsuccessful. What is the most likely reason why?

a. David does not have rights to move printer objects across domains

b. An OU cannot contain objects from another domain

c. David is not logged into a domain controller

d. Domain2 is running a different transport protocol than domain1

10. What table in the Active Directory database is used to store the data about the relationships between two objects?

a. Link Table

b. Relationship Table

c. Skelton Table

d. Schema Table

e. ObjectRel Table

11. What will a Windows 2000 Domain Controller, with a copy of Active Directory, do to its transaction logs?

a. Delete committed transactions out of the log file

b. Delete all transactions older than 24 hours

c. Delete all transactions older than 12 hours

d. Re-write transaction log files that are 2MB

12. Sam wants to migrate his Windows NT 4.0 to Windows 2000. What will his best strategy, as far as a migration policy, that will allow him to allow servers of each type to coexist and give him the flexibility to migrate on a schedule convenient to him?

a. Install a Windows 2000 server operating in mixed code and convert the NT 4.0 servers on a convenient time schedule

b. Upgrade all servers simultaneously to Windows 2000 and operate them in mixed mode

c. Install a Windows 2000 server in native mode and migrate the NT 4.0 servers on a convenient time schedule

d. He will have to build a Windows 2000 network separately and migrate data by restoring from tape

13. What service has the responsibility for re-routing replication traffic between domain controllers?

a. Knowledge consistency checker

b. Intra-site replication service

c. Inter-site replication service

d. Network Monitor

14. The increased scalability features of Windows 2000 server will allow a network designer the ability to?

a. Establish inter-domain trusts easier

b. Have one DHCP server for many domains

c. Break the 40,000 object limit in an active directory domain

d. Implement transitive trusts

15. Which policy is the least influential of Windows 2000?

a. Workstation GPO

b. Local GPO

c. Site GPO

d. Domain GPO

e. Organizational Unit GPO

16. When four trees establish two way transitive trusts between each other, they form a ______

a. Parent OU

b. Forest

c. Child OU

d. OU

e. Domain

17. When is the only time you would not need to establish site link bridges?

a. Your network is fully routed

b. All domain controllers are in one site

c. You are not running TCP/IP

d. You are running multiple protocols on your network

18. In a Windows 2000 domain, one computer is responsible for updating group to user references when group memberships are changed. This server is called the:

a. Infrastructure master

b. RID master

c. PDC Emulator

d. Schema Master

19. What is the quickest way to verify a server is acting as a domain controller?

a. Check for the database file in the systemroot\ntds folder

b. Check for the database file in the systemroot\sysvol folder

c. Check for the database file in the systemroot\ntdom folder

d. Reboot the server and watch for the domain controller warning at the logon prompt

e. Press Ctrl+Alt+Del and verify the logon prompt reveals the domain controller status

20. Which of the following are true of Kerberos trusts in Active Directory?

a. Transitive

b. Bidirectional

c. One-way

d. Transitional

21. Joe manages several sites all connected by slow WAN links. His company is fairly small and has little turnover. How can he manage his Active Directory replication to insure it is done efficiently but does not clog the WAN links?

a. Set a low interval and schedule replications every hour

b. Set a high interval and schedule replications every hour

c. Set a low interval and schedule replications at night

d. Set a high interval and schedule replications at night

22. What feature allows an administrator to be logged on under a non-administrative account, yet still be able to perform administrative functions?

a. Terminal Server

b. Dual Logon

c. Administrative Logon

d. Secondary Logon

23. Windows 2000 Professional supports upgrades from which of the following operating systems?

a. NT 4.0 Workstation

b. Windows 95

c. Windows 98

d. All of the above

24. What is the best way to determine if someone is trying to create users in a OU without permission?

a. After enabling the ‘Audit Directory Service Access Policy’, view the DACL

b. View the SID.txt file for an unauthorized user and see who the creator is

c. Check the properties of the unauthorized objects

d. Enable the ‘Audit Directory Service Access Policy’ and check the Security Access control list to see who is attempting to create users

25. A hierarchical arrangement of one or more domains with a single root name is called a ______

a. tree

b. forest

c. branch

d. OU

e. Domain

26. After installing Windows 2000 Professional on a machine with a valid IP address (209.57.24.252), you are able to join the domain, but unable to access the DNS names of computers on your network, both within your subnet and outside of the subnet. What should you check first?

a. Check to see if the network card is plugged in to the network

b. Check that the client computer has valid DNS servers entered in TCP/IP properties

c. Verify that you have rebooted the PC after configuring TCP/IP

d. Verify that an object has been created for the computer in Active Directory

e. Verify the entries are in your local LMHost file

27. What are the default time limits that a domain controller will wait before sending a change notice and initiating a replication sequence respectively?

a. 5 minutes, 5 hours

b. 5 minutes, 6 hours

c. 10 minutes, 5 hours

d. 10 minutes, 6 hours

28. You are migrating your NT 4.0 network to Windows 2000. You have registered your company name '123.com' with InterNIC. You also want to use 123.com as the Active Directory root name on your internal network. You will also be providing internet access to all the clients in your company. What is your best solution?

a. Create two separate domains.  When the clients need intranet resources they can log on to the internal domain and when they want to access the Internet they can log on to the external domain

b. Create two separate domains.  Configure the domains to have two one-way trusts established between them

c. One DNS server can be configured to resolve internal and external DNS names

d. Configure two DNS zones for 123.com:  One on each side of the firewall

29. Which of the following is not a valid update request type in Active Directory?

a. Modifying an object to be read-only

b. Renaming an object attribute

c. Moving an object to another domain

d. Copying an object into another domain

30. Which of the following are contained in the Integral subsystem in the Windows 2000 architectural model?

a. Execute service

b. Server service

c. Workstation service

d. Security subsystem

31. Your boss realizes you only have one domain controller on your network. He wants you to quickly add an additional domain controller to the network. What is the most efficient way to do this?

a. Install NT 4.0 as a domain controller, then upgrade it to Windows 2000

b. Build a Windows 2000 domain controller from an existing NT 4.0 domain controller

c. From Server manager, promote one of the existing member servers to a domain controller

d. Re-install Windows 2000 on a member server and configure it as a domain controller

e. Use Dcpromo.exe to make a member server a domain controller

32. If for some reason the owner of an encrypted file's private key is unavailable, how can the data still be accessed?

a. Have another user take ownership and use their private key

b. A user designate as the “Recover Agent” has a private key that can unlock all files

c. Compress the file.  This automatically reverses the encryption process

d. There is no way to recover the data

33. Your replication between two domain controllers is going via a manually created object on one of the domain controllers. What should you do when the connection object fails?

a. Do nothing.  The Knowledge Consistency Checker will establish any new connection objects needed to ensure complete replication

b. Force the replication to occur again

c. Manually recreate the object

d. Recreate the change to force another replication cycle

34. When an object is modified at the same time and the version numbers are the same, by the time the Active Directory has sent the change to the domain controller, which change will the domain controller apply?

a. The change with the earlier timestamp

b. The change with the later timestamp

c. The change from a user who has never updated the object

d. The change from a user who last updated the object

35. If you are unsure of a Windows 2000 server's domain name but know its TCP/IP address, how can you quickly resolve its domain name?

a. Type ping (IP address of the server)

b. Type NS lookup (IP address of the server)

c. Type focus (IP address of the server)

d. Type tracert (IP address of the server)

36. What Active Directory mechanism is responsible for resolving cross tree queries?

a. Local DNS server

b. Local domain controller

c. Domain controller of the cross tree

d. Global catalog domain controller

37. You need to restore one particular OU from your Active Directory backup, not the entire Active Directory. How do you only restore one OU and not the entire AD?

a. Perform a restore using the transaction logs to restore the data

b. Perform a recovery without restore

c. Perform an authoritative restore tagging the specific OU

d. Perform an administrative restore remarking the specific OU

38. Which partition on an AD domain controller contains information about other domain controllers and the services available on them?

a. Boot directory

b. Domain directory

c. Partial domain directory

d. Configuration

e. System directory

39. The domain controller that has a list of all objects in every domain is called ____________.

a. Domain server

b. Domain controller

c. Forest catalog provider

d. Global catalog server

40. What does DNS do to determine whether servers are running Active Directory?

a. Resolution of objects

b. Resolution of services

c. Resolution object query

d. Resolution query

41. Your company has a main office with five domain controllers configured in one site. There are also four branch offices with two domain controllers each. The branch offices are connected to the main office by 56k WAN links. Each branch office is configured with its own site. How can you configure link cost parameters so that the 56k WAN links are used to their maximum efficiency?

a. Set link costs between the main offices and the branch offices to 1

b. Set link costs between the main office and branch offices to 0

c. Set link costs between the main office and branch offices to 100

d. Set the link costs between two of the branch offices to 50 and the other two to 100

42. Your network has one tree and over a dozen domains. Users complain that about the time it takes to resolve object names in the Active Directory when accessing resources in another domain. What can you do to help speed up the resolution time?

a. Set up a cross-link trust between domains

b. Create an additional user object for each user in the other domains

c. Change the DNS server priority entries to the most suitable order

d. Create a new OU that contains all the users and the resources for all the domains

43. On a user's properties, which tab allows you to change the users password and other security options for that user?

a. General

b. Account

c. Security

d. Profile

44. Increasing the replication time between two domain controllers across a slow WAN link will make more efficient use of the link but will cause.

a. Slower user logons

b. Faster user logons

c. There will be no other effects

d. Increase in replication latency

e. Decrease in replication latency

45. The software connection bonding two or more sites together is called a ______.

a. Connection site link

b. Site connection link

c. Connection link bridge

d. Site link bridge

46. Sam, as part of his network administrative duties, regularly scans the DNS database on his Windows 2000 server. Lately he has noticed a lot of PTR resource records for client computers he knows are not turned on. What is the most likely cause?

a. The DHCP server service is not configured to perform dynamic DNS updates

b. The time to live for the PTR records is too long

c. The primary and secondary zones are not synchronized

d. The reverse lookup database is corrupt

47. What file does Active Directory use to determine which transactions have been committed to the database?

a. Checkpoint file

b. Transcat file

c. Schema file

d. Dblog file

e. Check file

48. Which of the following technologies is integrated with and supported by the Active directory in Windows 2000?

a. SNTP

b. LDAP

c. UDP

d. IPX/SPX

e. TCP/IP

49. How long does it take for the deletion of user accounts to be replicated throughout your Active Directory?

a. 1 minute

b. 10 minutes

c. Upon the normal replication schedule

d. Immediately

50. Which utility is used to create groups in Windows 2000?

a. Active Directory Domains and Trusts

b. Server Manager

c. User Manager

d. Active Directory Users and Computers

51. What type of DNS record does a server providing LDAP services need?

a. SRV

b. A-SRV

c. LDAP-A

d. MX

52. Which of the following is an improvement added to Windows 2000 Professional (as opposed to NT 4.0 Workstation)?

a. Support for CDFS

b. Plug and Play support

c. NTFS data compression

d. IE5 support

53. Your boss has recently bought an expensive color printer that is only to be used by a select few individuals. The entire user community should be able to print to all the other printers in the domain, just not the new color printer.  You create the new printer in an OU. What can you do to keep all the other users from printing to this printer?

a. Assign list access permission to the printer for the specific users

b. Have a different OU created for this printer

c. Give ownership to each of the uses that you want to access this printer and no one else

d. Create a new group named ColorPrinting

e. Block permission inheritance when you create the printer

54. In which section of the Security Settings extension will you be able to view the lifetime of a Kerberos v5 ticket?

a. Local Policies

b. Event Log

c. System Services

d. Account Policies

55. Mike wants to implement a Windows 2000 server for his network. He wants the version of Windows 2000 that will support the maximum amount of processors and memory. Which version of Windows 2000 should he choose?

a. Windows 2000 Professional

b. Windows 2000 Server

c. Windows 2000 Advanced server

d. Windows 2000 Data Center server

56. You want to add a new domain to your Windows 2000 network (native mode) running Active Directory? However, you are unable to perform this task, and you suspect you might not be logged on to the correct place. Where do you have to be logged on to to make this happen?

a. Domain Operations master

b. Operations master

c. Active Directory Operations master

d. Relative Identifier Operations master

57. What is the limit of far LDAP queries can go when attempting to locate objects in Active Directory?

a. Active Directory servers I the same tree

b. Active Directory servers in the same object

c. Active Directory servers in the same OU

d. Any Active Directory server running Dynamic DNS

58. What is used to generate the replication topology?

a. RPC

b. Active Directory Domains and Trusts

c. IP

d. KCC

59. Which type of group can only be used when Windows 2000 runs in Native mode?

a. Local Group

b. Universal Group

c. Domain Global Group

d. Domain Local Group

60. Which command opens the Backup and Restore Wizard?

a. backup.exe

b. NTBackup.exe

c. W2Kbackup.exe

d. W2000bckup.exe

61. Your corporate network is structured with two offices, San Francisco and San Mateo. The offices are connected to each other by a 56K WAN frame-relay link. You add a domain controller to the San Mateo office on Monday evening. On Tuesday, you decided to work from the San Francisco office and realize you can't see the new domain controller in Active Directory. What is the first thing you should check?

a. Default Gateway

b. DNS

c. IP address

d. Functional WAN link

62. If you want to create a set of set-up diskettes for a Windows 2000 server, you can run which command?

a. rdisk.exe

b. setupdisk a:

c. w2000 /s

d. makeboot a:

63. Which of the following approaches to optimizing read/write performance is most effective?

a. Place the operating system and Active Directory database on one physical disk and place the transaction log files on another

b. Place the operating system and transaction logs on one disk and the Active Directory database on another

c. Place the operating system on one disk and the transaction logs and Active Directory on another

d. Place the operating system, transaction logs, and Active Directory on their own physical disks

64. Which of the following are reasons to use a multiple domain model over a single domain model on a Windows 2000 network?

a. Centralized administrative control

b. Less administrative control

c. Distinct file-based permissions

d. Reduced replication traffic

65. You have installed Active Directory on your server.  How do you uninstall it and make it a regular member server?

a. Reinstall Windows 2000

b. Delete all objects in the Active Directory database on the server

c. Run depromo.exe

d. Delete the Active Directory service

66. What service, which was first introduced in NT 4.0, allows administrators take shares from diverse locations and incorporate them into one directory?

a. UDP

b. DFS

c. MSCS

d. FFS

67. Which command line utility can be used by a member of the Enterprise Administrators group to create to add new domains to a tree?

a. Ntdsutil

b. Domadd

c. Ntdomad

d. Domain

68. One of the great features of Active Directory is that it provides a single point of reference for resources all across the network. Users are able to find users, computers, printers and other resources in a more timely manner. This system is called:

a. NTFS

b. DFS

c. Indexing

d. Snap-Ins

69. You work for a company that owns the Internet Domain name, abc.com, and while setting up your Active Directory namespace, you must decide whether you are going to use your Internet Domain name or use a separate namespace, abc123.com. Your boss has told you use two separate domain names in creating your namespace. What should you do to avoid future problems in this two namespace setup?

a. Configure the firewall so your Active Directory doesn’t display the contents of your internal Active Directory information on ABC.com

b. Create additional domains for both namespaces

c. Create separate global catalogs for both domains

d. Purchase the domain name abc123.com

70. Active Directory replication is pretty much transparent to a user and administrator. As a matter of fact, Windows 2000 will automatically configure intra-site replication paths with a tool called the _____________.

a. DHCP Administrator

b. Domain Name Service

c. Knowledge Consistency Checker

d. Replicator service

71. Which of the following permissions will allow a user to create child OU's in a parent OU?

a. Read

b. Modify

c. Execute

d. Create child

72. Where is the Windows 2000 Recover Console accessed?

a. Command line

b. Boot Menu Option

c. Computer Management Snap-In

d. Control Panel

73. For the installation of Active Directory on a domain controller to be successful, what must exist on the network?

a. IIS

b. DNS

c. WINS

d. DHCP

74. During a new installation of Windows 2000 Server, what kind of server will be installed?

a. Site Controller

b. Server

c. Primary Domain Controller

d. Backup Domain Controller

75. Which server is responsible for adjusting an objects' SID when it has been moved from one domain to another?

a. Infrastructure operations master

b. Infrastructure operations server

c. Global catalog master

d. Global catalog server

76. Your assistant installs Windows 2000 on a Pentium 166 computer with 64 MB of RAM and 600 MB of hard drive space.  Why will the installation fail?

a. Processor

b. RAM

c. Hard drive space

d. The installation will be successful

77. In Windows 2000, executing scripts is greatly enhanced. What is the only time you can't have scripts execute automatically?

a. Computer startup

b. Computer shutdown

c. User logon

d. During normal operation

78. Organizational Units (OU's) are objects that can contain the following?

a. Other Organizational Units

b. Computer accounts

c. User objects

d. Group objects

79. The distinguished name for John Smith in the users object on the input.com domain is:

a. CN=John, Smith, CN=users, DC=input, DC=com

b. DC=com, DC=smith, CN=users, CN John Smith

c. DC=input, DC=com, CN=John Smith, CN=users

d. CN=users, CN=John Smith, DC=com, DC=input

80. A domain controller that validates a user logon on a Windows 2000 network may not contain all of the group information for the user in its Active directory database. How is this problem overcome?

a. An active directory synchronization is triggered to update the domain controller

b. The logon attempt is passed through to a domain controller that can handle the request

c. A global catalog server is queried by the domain controller to get the needed group information

d. The logon attempt will be denied and the user must log on to a different server

81. A group of objects in the Active Directory with the same type of attributes or characteristics is called:

a. Global Catalog

b. Container

c. OU

d. Class

82. Systems.com is the root name of a Windows 2000 domain.  A domain lower in the tree is named dallas.texas.usa.systems.com.  With which of the following domains will Dallas have transitive trusts?

a. usa.systems.com

b. houston.texas.usa.systems.com

c. canada.systems.com

d. systems.com

83. Your network has two sites, siteA and siteB, each site with one domain controller. Half of your users belong to the domain controller in siteA, and the other half of the users belong to the domain controller in siteB. When the domain controller in siteB goes down, what will the users' workstation  in siteA do when attempting to logon?

a. Have her log on locally

b. Log her into any domain controller it can find

c. Log her into the closest domain controller

d. The log on will be rejected; local access will be denied as well

84. Mark runs a small Windows 2000 network with only one server. The server has 8GB of disk space allocated for user folders. He is concerned that a few users will take up an excessive amount of space and fill up the hard drive preventing other users from saving their work. What is his best option to handle this?

a. Check each user folder size daily and delete files if the folder size is too big

b. Back up the user folders to a new tape every night and then delete their contents

c. Establish disk quotas and deny access to a user who exceeds their quota

d. Establish disk quotas and set auto-delete for files over one month old

85. On an object you inherited from a parent OU, You have read access. If you move the object to an OU which you do not have read access, what will your new permissions be?

a. Inherited permissions from the new OU

b. Inherited permissions from the original OU

c. List access

d. Read/Write access

86. Which tool allows administrators to enable users in one forest to access resources in another forest?

a. Active Directory Domains and Trusts

b. Server Manager

c. User Manager

d. Active Directory Users and Computers

87. When you update an object's attributes in Active Directory, what two values on the domain controller are updated?

a. High watermark vector _Up-to-date vector

b. Low watermark vector _Up-to-date vector

c. Replication watermark vector _High watermark vector

d. Up-to-date vector _OU Vector

88. What are the benefits of using multimaster replication?

a. Instant replication between domain controllers

b. Single point of failure

c. Redundancy

d. Optimized performance

89. You want to measure how much bandwidth your Active Directory replication is using going from the main office to the remote offices. What performance monitor counter will measure replication traffic?

a. DRA inbound bytes compressed

b. DRA outbound bytes compressed

c. DRA inbound bytes not compressed

d. DRA inbound bytes total

90. What type of DNS query can be referred to one DNS server by another?

a. Simple

b. Interactive

c. Recursive

d. Reverse

91. A group policy is stored in which of the following file types?

a. GPO

b. GPF

c. GTP

d. GPC

92. What is the maximum length of passwords in Windows 2000?

a. 14 characters

b. 32 characters

c. 64 characters

d. 128 characters

93. Of the following, a GPO cannot be assigned to which one of these?

a. Site

b. Domain

c. User

d. End-Point Object

94. By default, the tombstone for the deleted object will keep it in the database for 60 days before garbage collection permanently removes it.

a. True

b. False

95. Which of the following encryption systems is used on the EFS (Encrypting File System)?

a. DES-X

b. DES

c. DFS

d. EFS+

96. Which of the following best describes the multi-master replication model?

a. A domain controller in each domain has to be configured as a master and all replication tasks in a domain are controlled by it

b. One domain controller in each tree is configured as a master and handles inter-tree Active Directory replication

c. All domain controllers in a domain are masters and are equal in the replication model

d. One domain controller acts as the master, with the rest of the domain controllers acting as backups

97. Which of the file types are related to the Windows Installer application package?

a. .MWI

b. .MSI

c. .SMS

d. .ZAP

98. DNS is used as the primary means to resolve FQDN's to TCP/IP addresses. One of the best ways to insure fault tolerance on a Windows 2000 network is to configure a ___________.

a. Active directory

b. Standard secondary zone

c. Standard primary zone

d. Reverse lookup zone

99. Select two modes that can be used to install Terminal Services on the server.

a. Remote Administration Mode

b. Administration Mode

c. Application Server Mode

d. Remote Control Mode

100. Jan's user account is in the Sales Organizational Unit. Recently, she was promoted to a position in the marketing department and her user account was moved to the Marketing Organizational Unit. What will be true regarding her object permissions?

a. Sales OU inherited permissions will be lost.  Direct object permissions will be lost.  She will inherit permissions from the Marketing OU.

b. Sales OU inherited permissions will be kept.  Direct object permissions will be lost.  She will inherit permissions from the Marketing OU.

c. Sales OU inherited permissions will be lost.  Direct object permissions will be kept.  She will inherit permissions from the Marketing OU.

d. All permissions will be lost

101. Which of the following is not a valid name for an OU?

a. _NewUnit

b. \new

c. NewUnit

d. New

102. Your Windows 2000 network has eight servers. There are four servers in each building separated by a WAN link. You are worried that Active Directory replication traffic will consume an excess of WAN link bandwidth. What would be the best way to organize your server to prevent this?

a. Configure on server in each building to belong to the same site and the three other servers in each building to belong in separate sites.  Configure intra-site replication between the two computers across the WAN link and inter-site replication between the WAN link site and the two other sites.

b. Put all four servers in each building in their own site and configure inter-site replication between servers in a building and inter-site replication across the WAN link with the most powerful servers in each building.

c. Put all four servers in each building in one site.  Configure intra-site replication between the servers and inter-site replication across the WAN link during low network activity periods

d. Do nothing.  It is configured optimally as is.

103. In Windows 2000 you can assign permission to access a printer to several users at a time who are members of the same _______.

a. Local group

b. Transitive group

c. Distribution group

d. Security group

104. You are having a problem adding a new domain to your network tree. What is the most likely problem?

a. The new server is not running Active Directory

b. The new server was configured in passive mode

c. You are not a member of the Enterprise Admins group

d. You are not a member of the Enterprise Domains Admins group

105. Jerry belongs to three groups that all have access to a resource. His permissions are as follows: User-write; Group1-read; Group2-deny; Group3-full control. What are her effective permissions for this resource?

a. Read

b. Write

c. Full Access

d. Deny

106. What are the major classes of options in DHCP for Windows 2000?

a. Server Options

b. Scope Options

c. Class Options

d. Computer Options

107. Ann Bryant’s Windows 2000 network uses LDAP as part of its directory services. Her LDAP distinguished name is CN=Ann Bryant, CN=USERS, DC=Blue, DC=Com. If you were to search for Ann focusing at DC=Blue, her LDAP Relative Distinguished name would be:

a. CN=Ann Bryant, CN=Users, DC=Blue

b. CN=Ann Bryant, DC=Blue

c. CN=Ann Bryant, CN=Users, DC=Blue.com

d. CN=Ann Bryant, DC=Blue, DC=Com

108. How many non-primary WINS servers can you configure on a Windows 2000 client?

a. 2

b. 4

c. 8

d. 12

109. What is the type of namespace in which a child object's name includes the parent’s name?

a. Disjointed namespace

b. Jointed namespace

c. Contiguous namespace

d. Continuous namespace

110. An administrator needs to change some attributes, including the permissions, to some objects on the Domain Controller. Which computer does the administrator have to be logon into to perform these changes?

a. Domain controller

b. Any computer where the administrator can log in

c. Any computer

d. Only the PDC

111. What are the only types of groups on a Windows 2000 network that can be granted container object permissions?

a. Security groups

b. Built-in groups

c. Local groups

d. Global groups

112. Which component of Active Directory determines what actions a user can perform on an object and whether that object is viewable by the user?

a. Discrete access control list (DACL)

b. Auditing

c. Trust relationships

d. Discretionary access control list (DACL)

113. Users in a remote office are complaining about not being able to see a newly created printer object. What is the most likely reason for this?

a. The printer is not running TCP/IP

b. The printer is in a different tree

c. The trust relationship between the domains is broken

d. The WAN link is down

114. How does Windows 2000 handle the creation of new transactions when the disk where the log file resides is full?

a. Transactions are written to one of four available reserved log files

b. Transactions are written to one of two available reserved log files

c. Active Directory aborts the transaction

d. Transactions are written to other domain controllers with available disk space

115. What kind of software will allow different directory services to update each other?

a. NDS

b. Synchronization agent

c. Security principal

d. Security agent

116. Using the default configuration, what is the time limit for when a WINS client will attempt to renew its lease?

a. 2 minutes

b. 6 minutes

c. 12 minutes

d. 18 minutes

117. In your Windows 2000 network running in mixed mode with Active Directory, why are your printers, which are being shared from an NT 4.0 server, not showing up in your Active Directory?

a. The NT server permissions need to be changed to Full Control

b. Printer shares are not automatically published to Active Directory if on an NT server

c. Printer shares are on an NT server cannot be seen on a Windows 2000 network

d. The NT server is using NetBEUI

118. Robert’s network allows all 150 of his clients to access his Windows 2000 server. Also, he allows up to five simultaneous FTP connections via the Internet and up to 20 simultaneous HTTP connections. How many per-seat client access licensees will he need to purchase?

a. 150

b. 155

c. 170

d. 175

119. Which of the following is used by Active Directory to publish the addresses of servers?

a. NetBIOS Names

b. Hosts files

c. Zone Transfers

d. SRV RRs

120. Eric is a Network Administrator for a large corporation. He needs to create a new domain for a small research group in the Engineering Department. Since he administers the Engineering Domain, he wants the new domain subordinate to the Engineering Domain. What is his best choice for a domain structure?

a. Add the domain controller to the engineering domain

b. Create a child domain for the new group under the engineering domain

c. Create a separate tree for the new domain adjacent to the engineering domain

d. Create a new forest for the new domain to allow for expansion

121. How does a domain controller know if its copy of Active Directory is current?

a. Comparing the USN’s of all its objects to the values currently residing in Active Directory

b. Checking the modified time of all the objects

c. Check the USN of the database

d. Comparing the timestamp on the replication .Dgb file

122. Nathan is currently running a Windows 2000 network in mixed mode. He wants to assign a Global group from another Domain to a Global group in his Domain in order to give them access to a plotter in his Domain. One of the users in the other Domain tries and fails to access the plotter. What is the most likely reason?

a. In mixed mode, Global groups can only accept users and Global groups from their own domain

b. The users in the other Domain must reside in a Universal group to cross domains

c. Permissions can only be assigned to Domain Local groups

d. Global groups cannot reside in other Global groups

123. Tim is a network administrator on a large Windows 2000 network with many domains. He was tasked with creating a Group Policy Object for a group of users in a domain located in a site with many other domains. After implementing the policy, users in the other domains complained that when they log on they are affected by Tim’s policy. What is the most likely reason for the problem?

a. Tim added the other domains to the Group Policy Object

b. The users were added to Tim’s domain by the policy

c. The Group policy linked to the site affected all domains in the site

d. The Group policy object was corrupt and affected the other domains

124. Of the following, what types of domain controllers can a site contain?

a. One domain controller

b. Two domain controllers

c. One domain controller from one domain and one domain controller from another domain

d. Three domain controllers

e. All of the above

125. Several domains that do not share the same domain space can still be organized and connected through a hierarchical arrangement called a ___________.

a. Tree 

b. Container

c. Object

d. Forest

126. You have installed Windows 2000 Professional on your workstation, which used to run Windows 98. While trying to implement some security, you notice the drive is still using FAT32. Which of the following is the easiest procedure to convert your current disk's file system (FAT32) to NTFS 5.0?

a. Under Configure Server, select Convert File System

b. CONVERT c: /FS:NTFS

c. CHKDSK c: /FS:NTFS

d. SCANDISK c: /FS:NTFS

127. What can represent various partitions of the Active Directory database?

a. Schema

b. Domains

c. Global Catalog

d. Organizational Unit

128. If the DNS server used with Active Directory is not Dynamic DNS, what must the administrator do to make sure the DNS is current?

a. You must copy the changes from the Active Directory to the DNS server

b. You must copy the changes from the DNS server to the Active Directory

c. The records must be entered manually

d. Not relevant.  You must use Dynamic DNS with Active Directory

129. Julie is the administrator of a Windows 2000 network with three DNS servers. Her boss has been asking her to protect his network from server crashes. Julie realizes he is storing DNS Zone information in a text file on one of the DNS Servers. What is her best option to protect this data from a crash?

a. Replicate the file to another DNS server in another domain every hour

b. Install a RAID 5 device on the server

c. Designate a secondary server to maintain a read only copy of the file

d. Perform a regular backup process

130. What is the default lease period for IP Addressing from the Windows 2000 DHCP service?

a. 2 days

b. 4 days

c. 6 days

d. 8 days

131. For a Windows 2000 domain controller, what has to be installed on that server?

a. IIS

b. DHCP

c. Active Directory Service

d. TCP/IP

132. You have several users on your Windows 2000 network that you want to have the same desktop settings due to their identical job functions. What would be the best way to do this in Windows 2000?

a. Configure the desktops on each computer and then change the registry on each computer to deny the user the ability to make changes to the desktop

b. Put the users in a group and configure the group policy to redirect their desktop folder to a desktop folder you have created with the desired settings

c. Configure a computer policy for each computer that will force the desktop settings you desire

d. Execute a logon script for each user that will adjust their desktop settings

133. Which of the following are non-local domain policies applied to in Windows 2000?

a. Sites

b. Subnets

c. Organization Units

d. Domains

e. Domain Controllers

134. Because of some company changes, you need to change the root domain name in your Active Directory. How are you going to do this?

a. Remove Active Directory and recreate it

b. Change the root domain name in Active Directory

c. Use DNS Manager to change the root domain name

d. Use DNS Manager to change the root domain name and synchronize the DNS servers

135. Which of the following is the file which creates a domain controller?

a. WINNT.EXE

b. WINNT32.EXE

c. DCWINNT.EXE

d. DCPROMO.EXE

136. In Active Directory, implementing group policies can be cumbersome if a user has many layers of OU's in his Active Directory hierarchy. In an environment where a user has many layers of OU’s, what would be the best way to ensure the users' logon process is quick in regards to applying group policies?

a. Reduce the number of groups

b. Move the group policy as low as possible in the Active Directory hierarchy and limit the level of OU’s

c. Turn off the users’ group policy settings

d. Move the group policy as high as possible in the Active Directory hierarchy and limit the level of OU’s

137. Ryan needs to use the sysprep.exe program to duplicate a Windows 2000 server to 27 new servers. He wants to do the automated duplication and prepare the master computer image while he is at lunch. What switch can he use in conjunction with sysprep.exe to accomplish this?

a. –reboot

b. –auto

c. –quiet

d. –PnP

138. Once a Windows 2000 domain is switched from ____ to ____ mode, you cannot add NT domain controllers.

a. Active; Passive

b. Primary; Secondary

c. Mixed; Native

d. Open; Locked

139. Which option in the Client Installation Wizard do you use to access third-party tools?

a. Other Setup

b. Maintenance Setup

c. Troubleshooting Setup

d. Maintenance and Troubleshooting Setup

140. Your boss has asked you to verify the daily backup of the Active Directory database. How do ensure the database is being backed up?

a. Select ‘verify’ in the backup utility

b. Select ‘system state’ in the backup utility

c. Select ‘verify state’ in the backup utility

d. Select ‘confirm state’ in the backup utility

141. If you want to view all of the connection objects for a particular Windows 2000 server, where do you look?

a. NTDS setting object

b. Site object

c. Server object

d. Replication settings

142. Windows 2000 allows users to encrypt data on NTFS volumes using the 'Cipher.exe' utility. What switch would someone use when encrypting a folder to insure any files added later will automatically be encrypted?

a. /e

b. /d

c. /s

d. /l

143. In Windows 2000, several servers logically associated together and connected by high speed links are called ______.

a. Cluster

b. Site

c. Workgroup

d. Subnet

144. What group type will allow an administrator to assign any user to a group regardless of domain?

a. Global

b. Local

c. Universal

d. Domain

145. Which of the following can be classified as security principals?

a. Sales Local Group

b. CTCR.domain.com

c. CSCO_SWITCH2

d. Server 2

e. Printer5b

146. What is the level where Microsoft recommends administrative control should be assigned?

a. Site

b. Domain

c. OU

d. Forest

147. Mike sets up folders for a group of users and puts them in a parent folder called 'Sales'. He assigns read permission to the Salesman group for the folder 'Sales'. He wants each salesman to have full control over their own folder. How can he best accomplish this?

a. Assign full control permission for each user to the ‘Sales’ folder.  The user will automatically have full control over their own folder

b. Prevent permission inheritance on each user folder and assign that user full control to their folder

c. Deny access to the user folder for everyone except the user it is intended for

d. You will not be able o make changes to the child objects of the ‘Sales’ folder

148. Which is the "friendly name" for a user account that consists of a shortened version of the user name and domain tree where that account resides is called the:

a. Globally Unique Identifier

b. Relative Distinguished Name

c. Distinguished Name

d. User Principal Name

149. What kind of replication does a DNS Server perform when it only replicates new or modified resource records instead of the entire database?

a. Partial DNS replication

b. Incremental zone transfers

c. Push replication

d. Pull replication

150. The directory service module, part of the Local Security Authority, contains many components that work together to provide directory services. Which component of the DSM can use LDAP or other directory systems interfaces to provide these directory services to a Windows 2000 computer?

a. Directory system agent

b. Database layer

c. Extensible storage engine

d. Registry

151. You users are not able to find the server with Active Directory running -- the server is located in the same subnet as the users. Which of the following are possible explanations?

a. The default gateway is configured incorrectly on the clients’ computers

b. You need to add an SRV entry on the DNS Server for the Active Directory server

c. The Active Directory server is configured to not use dynamic DNS

d. The client computers are not configured to use dynamic DNS

152. As you were working on your Windows 2000 server, your domain controller crashes. Upon recover, which one of the following will Active Directory NOT perform as part of its database cleanup? 

a. Clear the Lost and Found container

b. Delete unused objects

c. Delete unused files

d. Defragment disks

153. Of the following, which cannot be accomplished by using Active Directory sites and services?

a. Group subnets within sites

b. Create subnets

c. Create sites

d. None of the above

154. Randall is the administrator of a Windows 2000 network for a local university. Each of the departments, which are in separate buildings on the campus, are connected via 56k lines. Dan has noticed his DNS server is handling lots of resolution requests and this additional DNS resolution traffic is overloading the 56k lines. What can Dan do to optimize his network?

a. Upgrade to T-1 lines

b. Separate each of the departments into separate domains

c. Upgrade the WAN links to ISDN speed

d. Configure a DNS server for each department and make it responsible for a zone relevant to its department

155. Which of the following containers is automatically created when the first domain is created on a Windows 2000 network?

a. Guest

b. Gateways

c. PrintServer

d. Users

156. You have four subnets: 1, 2, 3, and 4. 1 and 2 are connected by a DS3. 2 and 3 are connected by a 56k leased line. 3 and 4 are connected by an ISDN line. How would you arrange these subnets if you only wanted to create 2 sites?

a. Subnet 1 and 2 in one site.  3 and 4 in another.

b. Subnet 1 and 3 in one site.  2 and 4 in another.

c. Subnet 1 and 4 in one site.  3 and 4 in another.

d. Subnet 1, 2, and 3 in one site.  4 in another.

157. During automatic topology generation, Active Directory will create more inter-site connection objects than intra-site connection objects to increase replication redundancy throughout an Active Directory tree.

a. True

b. False

158. As a result of integrating DNS with Active Directory, which of the following fault tolerant measures is automatically implemented?

a. Automatic DNS zone database replication to name servers in a Windows 2000 domain

b. Automatic computer object replication across every server in a Windows 2000 domain

c. Automatic DNS zone transfers to domain controllers in other Windows 2000 domains

d. Stripe set partitions across name servers in a Windows 2000 domain

159. During the installation of the Active Directory, you are promoted to select the location of the database and log files for the Active Directory database. Select the recommended configuration.

a. Database and log files on the same partition

b. Database and log files on separate physical disks

c. Database and log files on separate servers

d. Database files on the system partition.  No log files installed.

160. Which of the following containers are not automatically created when the first domain is created on a Windows 2000 network?

a. Guest

b. Gateways

c. Computers

d. Users

e. Built-in

161. Which backup method backs up all marked files, but does not clear the marks?

a. Copy

b. Incremental

c. Daily

d. Differential

162. Which one of the following is not a requirement to run Active Directory on a Windows 2000 server?

a. DNS Dynamic update protocol

b. TCP/IP installed

c. NTFS

d. DHCP

163. The default trust relationship between parent and child objects in a contiguous namespace is:

a. One-way:  parent trusts the child domain

b. One-way:  child trusts the parent domain

c. Two-way:  parent domain and child domain trust each other

d. No trust relationship is created by default

164. Similar to a 'SID', Windows assigns a unique number to each object and it remains the same regardless if the object is moved or its name is changed. What is the name of this number and how big is it?

a. GUID, 32 bit

b. GUID, 128 bit

c. OBSID, 64 bit

d. OBSID, 128 bit

165. Which of the following is not one of the main functions of the Windows 2000 security infrastructure?

a. Store trust information for Active Directory

b. Security model implementation for all OU’s

c. Regulate inter-site Active Directory replication

d. Authenticate Active Directory access

166. You have created a group policy object for a group of users on your Windows 2000 network. The group policy is very unique and you want to insure that no other group policy objects have an effect on these users. What is your best method for insuring this?

a. Create a separate domain just for these users

b. Create a separate site just for these users

c. Take ownership of the user objects so that no other administrator or object can affect them

d. Select the no override option on the group policy so that no other policy can affect the users

167. Which of the following scenarios will generate the most WAN traffic?

a. 50 users with a domain controller

b. 25 users with a domain controller

c. 50 users without a domain controller

d. 25 users without a domain controller

168. Which best describes the use of Connection objects?

a. Intra-site replication

b. Inter-site replication

c. Creation of site objects

d. Bridging links together

169. Which of the following are reasons to use a multiple domain model over a single domain model on a Windows 2000 network?

a. Distinct domain level policies

b. Centralized administrative control

c. Decreased administrative control

d. Reduced replication traffic

170. A few of your fellow administrators have just been recently left your company, and your boss wants you to lockout their accounts immediately. What actions must you do, after locking out their accounts, to ensure the lockout occur immediately?

a. Force an Active Directory synchronization

b. Disable their access at the network level

c. Reboot the server

d. Nothing.  The lock out is immediate.

171. The KCC ensures a connection within a site will never make more than ____________ hops.

a. 3

b. 4

c. 5

d. 8

172. Which transport should be used if a site is not directly connected to the rest of the forest's network?

a. IP

b. RPC

c. SMTP

d. FTP

173. Bella sits down at a her computer, boots up and logs on to the computer. After a short time, she shares a folder on her computer and tells her boss, Valerie, to access the folder. Valerie attempts to connect to the folder but cannot resolve the host name Bella.corporation.com. What is the most likely problem?

a. Valerie’s computer is in a different OU than Bella’s

b. Valerie’s computer is not an object in Active Directory

c. Bella’s computer did not have permission to update Dynamic DNS and thus has no resource record

d. Valerie’s computer is not running TCP/IP

174. You administer a large, spread-out Windows 2000 network. There are several trees with several domains in each tree spread across several sites in the city. You do have one main office with half of the total objects in Active Directory located there. All of the outlying sites are connected to the main office by T1 lines. Where would you place your global catalog servers to minimize the time it takes to perform an Active Directory query to any object on the network?

a. Put a global catalog server on one domain controller in the main office

b. Put a global catalog server only on bridge-head servers in the larger sights

c. Put a global catalog server on every domain controller at every sight

d. Put a global catalog server on half of all the domain controllers

175. How is Inter-site replication different from intra-site replication?

a. Before issuing a change to other sites, there are higher default waiting times

b. Inter-site replication can use no less than a 512kbps link

c. Inter-site replication is not automatic

d. There is very little difference between the two
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1. C

2. C

3. A

4. E

5. D

6. B

7. C,D

8. C

9. B

10. A

11. A

12. A

13. A

14. C

15. B

16. B

17. A

18. A

19. A

20. A,B

21. D

22. D

23. D

24. D

25. A

26. B

27. B

28. D

29. D

30. B,C,D

31. E

32. B

33. A

34. B

35. B

36. D

37. C

38. D

39. D

40. B

41. C

42. A

43. B

44. C

45. D

46. A

47. A

48. A,B

49. D

50. D

51. A

52. B

53. E

54. D

55. D

56. A

57. A

58. D

59. B

60. B

61. D

62. D

63. D

64. D

65. C

66. B

67. B

68. B

69. D

70. C

71. A,C

72. B

73. B

74. B

75. A

76. C

77. D

78. A,B,C,D

79. B

80. C

81. D

82. A,B

83. B

84. C

85. A

86. A

87. A

88. C,D

89. D

90. C

91. A

92. D

93. C,D

94. A

95. A

96. C

97. B,D

98. B

99. A,C

100. C

101. B

102. C

103. D

104. C

105. D

106. A,B,C

107. D

108. D

109. C

110. B

111. A

112. D

113. C

114. B

115. C

116. A

117. B

118. A

119. D

120. B

121. A

122. A

123. C

124. E

125. D

126. B

127. A,B,C

128. C

129. A,C

130. D

131. C

132. B

133. C,D

134. A

135. D

136. D

137. C

138. C

139. D

140. B

141. A

142. A

143. B

144. B

145. A,B,D

146. C

147. B

148. D

149. B

150. A

151. A,B

152. A

153. D

154. B

155. D

156. A

157. B

158. B

159. B

160. A,B

161. B

162. D

163. C

164. B

165. C

166. D

167. C

168. A

169. D

170. D

171. A

172. C

173. C

174. C

175. C

