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Introduction

In composing The Encyclopedia of Espionage, Intelligence,
and Security (EEIS), our goal was to shape a modern
encyclopedia offering immediate value to our intended
readers by emphasizing matters of espionage, intelligence,
and security most frequently in the news.

Iu

EEIS is not intended as a classical “spy book,” filled
with tales of daring operations. Instead, within a frame-
work of historical overviews, EEIS emphasizes the scien-
tific foundations, applications of technology, and organi-
zational structure of modern espionage, intelligence, and
security. High school and early undergraduate students
can use this book to expand upon their developing aware-
ness of the fundamentals of science, mathematics, and
government as they begin the serious study of contempo-
rary issues.

EEISis also intended to serve more advanced readers
as a valuable quick reference and as a foundation for
advanced study of current events.

EEIS devotes an extensive number of articles to agen-
cies and strategies involved in emerging concepts of home-
land security in the United States. Faced with a daunting
amount of information provided by agencies, organiza-
tions, and institutes seeking to put their best foot forward,
we have attempted to allocate space to the topics compris-
ing EEIS based upon their relevance to some unique facet
of espionage, intelligence, or security—especially with
regard to science and technology issues—as opposed to
awarding space related to power of the agency or availa-
bility of material.

A fundamental understanding of science allows citi-
zens to discern hype and disregard hysteria, especially
with regard to privacy issues. Spy satellites powerful
enough to read the details of license plates do so at peril of
missing events a few steps away. With regard to elec-
tronic intercepts, the capability to identify what to care-
fully examine—often a decision driven by mathematical
analysis—has become as essential as the capacity to gather
the intelligence itself. Somewhere between the scrutiny of

Big Brother and the deliberately blind eye lie the shadows
into which terrorists often slip.

With an emphasis on the realistic possibilities and
limitations of science, we hope that EEISfinds a useful and
unique place on the reference shelf.

It seems inevitable that within the first half of the
twenty-first century, biological weapons may eclipse nu-
clear and chemical weapons in terms of potential threats
to civilization. Because informed and reasoned public
policy debates on issues of biological warfare and
bioterrorism can only take place when there is a funda-
mental understanding of the science underpinning com-
peting arguments, EEIS places special emphasis on the
multifaceted influence and applications of the biological
sciences and emerging biometric technologies. Future
generations of effective intelligence and law enforcement
officers seeking to thwart the threats posed by tyrants,
terrorists, and the technologies of mass destruction might
be required to be as knowledgeable in the terminology of
epidemiology as they are with the tradecraft of espionage.

Knowledge is power. In a time where news can over-
whelm and in fact, too easily mingle with opinion, it is our
hope that EEIS will provide readers with greater insight to
measure vulnerability and risks, and correspondingly, an
increased ability to make informed judgments concerning
the potential benefits and costs of espionage, intelligence,
and security matters.

I K.LEELERNER&BRENDAWILMOTHLERNER,EDITORS
CORNWALL, U.K.
MAY, 2003

How to Use the Book

The Encyclopedia of Espionage, Intelligence, and Secu-
rity was not intended to contain a compendium of weap-
ons systems. Although EEIS carries brief overviews of
specifically selected systems commonly used in modern
intelligence operations, readers interested in detailed in-
formation regarding weapons systems are recommended
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to Jane’s Strategic Weapon Systems, or Jane’s Defense
Equipment Library.

Although EEIS contains overview of significant his-
torical periods and events, for those readers interested in
additional information regarding the history of espionage
operations and biographies of intelligence personnel, the
editors recommend Jeffrey T. Richelson’s A Century of
Spies : Intelligence in the Twentieth Century (Oxford Uni-
versity Press, 1995), Vincent Buranelli and Nan Buranelli’s
Spy/Counterspy: An Encyclopedia of Espionage (New York:
McGraw-Hill, 1982), and Allen Dulles’, The Craft of Intelli-
gence (New York: Harper & Row, 1963).

The articles in EEIS are meant to be understandable
by anyone with a curiosity about topics in espionage,
intelligence, and security matters, and this first edition of
the book has been designed with ready reference in mind:

1 Entries are arranged alphabetically. In an effort to
facilitate easy use of this encyclopedia, and to at-
tempt order in a chaotic universe of names and acro-
nyms the editors have adopted a “common use”
approach. Where an agency, organization, or pro-
gram is known best by its acronym, the entry related
to that organization will be listed by the acronym (e.g.
FEMA is used instead of Federal Emergency Manage-
ment Agency). To facilitate use, the editors have
included a number of “jumps” or cross-referenced
titles that will guide readers to desired entries.

1 To avoid a log jam of terms starting with “Federal”
and “United States,” titles were broken to most accu-
rately reflect the content emphasized or subject of
agency authority.

“See Also” references at the end of entries alert the
readers to related entries not specifically mentioned
in the body of the text that may provide additional or
interesting resource material.

1 An extensive Glossary of terms and acronyms is
included to help the reader navigate the technical
information found in EEIS.

1 The Chronology includes significant events related to
the content of the encyclopedia. Often accompanied
by brief explanations, the most current entries date
represent events that occurred just as EEIS went
to press.

1 A Sources section lists the most worthwhile print
material and web sites we encountered in the compi-
lation of this volume. It is there for the inspired reader
who wants more information on the people and dis-
coveries covered in this volume.

1 A comprehensive general Index guides the reader to
topics and persons mentioned in the book. Bolded
page references refer the reader to the term’s full entry.

1 The editors and authors have attempted to explain
scientific concepts clearly and simply, without sacri-
ficing fundamental accuracy. Accordingly, an ad-
vanced understanding of physics, chemistry, or bio-
chemistry is not assumed or required. Students and
other readers should not, for example, be intimidated
or deterred by the complex names of biochemical
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molecules—where necessary for complete under-
standing, sufficient information regarding scientific
terms is provided.

1 To the greatest extent possible we have attempted to
use Arabic names instead of their Latinized versions.
Where required for clarity we have included Latinized
names in parentheses after the Arabic version. Alas,
we could not retain some diacritical marks (e.g. bars
over vowels, dots under consonants). Because there
is no generally accepted rule or consensus regarding
the format of translated Arabic names, we have
adopted the straightforward, and we hope sensitive,
policy of using names as they are used or cited in
their region of origin.

1 EEIS relies on open source material and no classified
or potentially dangerous information is included. Arti-
cles have been specifically edited to remove potential
“how to” information. All articles have been pre-
pared and reviewed by experts who were tasked with
ensuring accuracy, appropriateness, and accessibil-
ity of language.

1 With regard to entries regarding terrorist organiza-
tions, EEIS faced a serious dilemma. For obvious
reasons, it was difficult to obtain balanced, impartial,
and independently verifiable information regarding
these organizations, nor could EEIS swell to incorpo-
rate lengthy scholarly analysis and counter-analysis
of these organizations without losing focus on sci-
ence and technology issues. As a compromise in-
tended to serve students and readers seeking initial
reference materials related to organizations often in
the news, EEIS incorporates a series of supplemental
articles to convey the information contained in the
U.S. Department of State annual report to Congress
titled, Patterns of Global Terrorism, 2001. These arti-
cles contain the language, assertions of fact, and
views of the U.S. Department of State. Readers are
encouraged to seek additional information from cur-
rent U.S. Department of State resources and inde-
pendent non-governmental scholarly publications that
deal with the myriad of issues surrounding the nature
and activities of alleged terrorist organizations. A
number of governmental and non-governmental publi-
cations that deal with these issues are cited in the
bibliographic sources section located near the index.

Key EEIS articles are signed by their authors. Brief
entries were compiled by experienced researchers and
reviewed by experts. In the spirit of numerous indepen-
dent scientific watchdog groups, during the preparation of
EEIS no contributors held a declared affiliation with any
intelligence or security organization. This editorial policy
not only allowed a positive vetting of contributors, but
also assured an independence of perspective and an em-
phasis on the fundamentals of science as opposed to
unconfirmable “insider” information.

When the only verifiable or attributable source of
information for an entry comes from documents or infor-
mation provided by a governmental organization (e.g., the
U.S. Department of State), the editors endeavored to
carefully note when the language used and perspective
offered was that of the governmental organization.
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Although some research contributors requested ano-
nymity, no pseudonyms are used herein.
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1 LARRY GILMAN

RADAR—an acronym for RAdio Detection And Ranging—
is the use of electromagnetic waves at sub-optical fre-
guencies (i.e., less than about 10" Hz) to sense objects at a
distance. Hundreds of different RADAR systems have been
designed for various purposes, military and other. RADAR
systems are essential to the navigation and tracking of
craftatseaand inthe air, weather prediction, and scientific
research of many kinds.

pTiﬂCi]]lES. In basic RADAR, radio waves are transmitted
from an antenna. These outgoing waves eventually bounce
off some distant object and return an echo to the sender,
where they are received, amplified, and processed elec-
tronically to yield an image showing the object’s location.
The waves sent out may be either short oscillatory bursts
(pulses) or continuous sinusoidal waves. If a RADAR trans-
mits pulses it is termed a pulse RADAR, whereas if it
transmits a continuous sinusoidal wave it is termed a
continuous-wave RADAR.

On closer examination, the RADAR process is seen to
be more complex. For example, reflection of an echo by
the object one wishes to sense is anything but straightfor-
ward. Upon leaving a transmitting antenna, a radio wave
propagates in a widening beam at the speed of light (>
186,000 miles per hour [3 x 10® m/sec]); if it encounters an
obstacle (i.e., a medium whose characteristic impedance
differs from that of air and vacuum [> 377 Q), it splits into
two parts. One part passes into the obstacle and is (gener-
ally) absorbed, and the other is reflected. Where the re-
flected wave goes depends on the shape of the obstacle.
Roundish or irregular obstacles tend to scatter energy
through a wide angle, while flat or facet-like surfaces tend
to send it off in a single direction, just as a flat mirror
reflects light. If any part of the outgoing wave is reflected

at 180° (which is not guaranteed) it will return to the
transmitter. This returned or backscattered signal is usu-
ally detected by the same antenna that sent the outgoing
pulse; this antenna alternates rapidly between transmit-
ting pulses and listening for echoes, thus building a real-
time picture of the reflecting targets in range of its beam.
The energy the echoes receive is a small fraction of that in
the pulses transmitted, so the strength of the transmitted
pulse and the sensitivity of the receiver determines a
RADAR's range. By systematically sweeping the direction
in which its antenna is pointed, a RADAR system can scan
a much larger volume of space than its beam can interro-
gate at any one moment; this is why many RADAR anten-
nas, on ships or atop air-traffic control towers, are seen to
rotate while in operation.

Radio waves are not the only form of energy that can
be used to derive echoes from distant targets. Sound
waves may also be used. Indeed, because radio waves are
rapidly absorbed in water, sonar (SOund Navigation and
Ranging) is essential to underwater operations of all sorts,
including sea-floor mapping and anti-submarine warfare.

fipplications. Since World War Il RADAR has been deployed
in many forms and has found a wide application in scien-
tific, commercial, and military operations. RADAR signals
have been bounced off targets ranging in size from dust
specks to other planets. RADAR is essential to rocketry
and early-warning detection of missiles, air traffic control,
navigation at sea, automatic control of weapons such as
antiaircraft guns, aircraft detection and tracking, mapping
of the ground from the air, weather prediction, intruder
detection, and numerous other tasks. Few craft, military or
civilian, put to sea or take to the air without carrying some
form of RADAR.

In recent decades, development of the basic RADAR
principle—send pulse, listen for echo—has proceeded
along a number of interesting paths. By exploiting the
Doppler effect, which causes frequency shifts in echoes
reflected from moving objects, modern RADARs can tell
not only where an object is but what direction it is moving
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RADAR Detection Avoidance

in and how quickly. The Doppler effect also allows for the
precision mapping of landscapes from moving aircraft
through the synthetic-aperture technique. Synthetic-aper-
ture systems exploit the fact that stationary objects being
swept by a RADAR beam projected from a moving source
have, depending on their location, slightly different abso-
lute velocities with respect to that source. By detecting
these velocity differences using the Doppler effect, syn-
thetic aperture type RADAR greatly permits the genera-
tion of high-resolution ground maps from small, air-
borne RADARSs.

In many modern RADAR systems the need for a
mechanically moving antenna has been obviated by phased
arrays. A phased array consists of a large number of small,
computer-controlled antennas termed elements. These
elements, of which there are usually thousands, are
crowded together to form a flat surface. In transmit mode,
the elements are all instructed to emit a RADAR pulse at
approximately the same time; the thousands of outbound
waves produced by the elements merge into a single
powerful wave as they spread outward. By timing, or
phasing, the elements in the array so that, for example,
elements along the left-hand edge of the array fire first
while those farther to the right fire progressively later, the
composite wave formed by the merging of the elements’
lesser outputs can be steered in any desired direction
within a wide cone (in this example, to the right). Beam
steering can be accomplished by such a system millions of
times more rapidly than would be possible with mechani-
cal methods. Phased-array systems are used fora number
of applications; including the 71.5-foot (21.8-m) tall AN/
FPS-115 PAVE PAWS Early Warning RADAR Array Anten-
nas, which provide early warning of ballistic-missile at-
tack; shipboard systems such as the AN/SPY-1D, which is
about 15 feet (3 m) across and is mounted flush with the
upper hull of some warships; the Hughes AN/TPQ-37
Firefinder, a trailer-mounted system designed for tracking
incoming artillery and missiles and calculating their point
of origin; and many other real-world systems.

RADAR is a powerful weapon of war, but has its
weaknesses. For example, numerous missiles have been
developed to home in on the radio pulses emitted by
RADARs, making it very dangerous to turn on a RADAR in
a modern battlefield situation. Further, jamming and
spoofing (“electronic warfare”) have evolved rapidly along-
side RADAR itself. For example, an aircraft that finds itself
interrogated by a RADAR pulse can emit blasts of noise or
false echoes, or request that a drone or other unit emit
them, in order to confuse enemy RADAR. Finally, aircraft
have been built that are “low observable,” that is, which
scatter very little energy back toward any RADAR that
illuminates them. Low-observable or “stealth” aircraft are
built of radio-absorbent materials and shaped to present
little or no surface area perpendicular to RADAR pulses
approaching from most angles (except directly above and
directly below, the two least likely places for an enemy
RADAR to be at any given moment). What RADAR they do
reflect is deflected at low angles rather than returned to

the RADAR transmitter. The U.S. B-2 bomber and F-117A
and F-22 fighters are working examples of low-observable
aircraft.

BFURTHER READING:

BOOKS:

Edde, Byron. RADAR: Principles, Technology, Applica-
tions. Englewood Cliffs, NJ: PTR Hall, 1993.

Skolnik, Merrill I. Introduction to RADAR Systems. New
York: McGraw Hills, 2001.

SEE ALSO

Stealth Technology
RADAR, Synthetic Aperture

RADAR Detection Avoidance.

SEE Stealth Technology.

Synthetic aperture RADAR (SAR) is used for high-resolu-
tion mapping of the ground from moving aircraft or space-
craft. A stationary RADAR system’s angular resolution—
that is, the clarity with which it can distinguish two small,
side-by-side targets at a given distance—is determined by
the physical width (aperture) of its antenna. By appropri-
ate processing of the echoes received by a small, but
moving antenna, an angular resolution equivalent to that
of a much larger antenna can be synthesized—hence the
term “synthetic aperture RADAR” for such a system.

SAR exploits the Doppler effect, a property of waves
reflected (or emitted) by moving objects. If a wave is
reflected or emitted by an object approaching a receiver,
its frequency as perceived by the receiver is raised; if the
object is receding, its frequency is perceived by the re-
ceiver as lowered. Most people have noticed the Doppler
effect when a vehicle blowing its horn passes them at high
speed; the sound of the horn is high-pitched when the
vehicle is approaching, then drops when the vehicle passes
by. Basic SAR works as follows: first, a narrow, fan-shaped
radar beam is projected at right angles to the forward
motion of an aircraft (or other platform). Distant objects
cut across this side-looking beam as the aircraft moves in
a straight line. As an object first enters the beam, its
relative motion has acomponent that is toward the aircraft
and which Doppler-shifts its RADAR reflection to higher
frequencies. As the object passes through the centerline of
the beam, it ceases to get closer to the aircraft. At this
fraction of a second, its reflection ceases to be Doppler
shifted. Next, as the object passes through the trailing half
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of the beam, it begins to move away from the aircraft,
which Doppler-shifts its reflection to lower frequencies.
Thus, although reflections from all objects at a given
distance from the RADAR return to its antenna at the same
moment, reflections from objects ahead of the aircraft are
Doppler shifted to higher frequencies, and those from
objects trailing the aircraft are shifted to lower frequen-
cies. This effect can be used to distinguish objects inside
the beam, achieving an angular resolution that is higher
than the beam’s physical width.

SAR mapping was first demonstrated in 1953 and has
since been widely used by the military (with various re-
finements) for airborne battlefield surveillance. SAR has
also been used for satellite-based radar mapping of the
Earth and Venus.

BFURTHER READING:

BOOKS:

Edde, Byron. RADAR: Principles, Technology, Applica-
tions. Englewood Cliffs, NJ: PTR Prentice Hall, 1993.

Fitch, J. Patrick. Synthetic Aperture RADAR. West Hano-
ver, MA: Springer-Verlag, 2001.

SEE ALSO
RADAR

1 ABDEL HAKIM BEN NASR
1 BRIAN HOYLE

The nuclear explosions at Hiroshima and Nagasaki, Japan
on August 6 and 9, 1945, demonstrated the immense
power of the nuclear bomb. The effects of the explosion
were immediate. The radiation that was released by the
explosions, however, caused the deaths of many people
weeks, months, and even years later. It is this radiation-
induced biological damage that can ultimately claim more
lives than those lost in the blast of a nuclear weapon.

Radiation released in a nuclear explosion consists of
particles that have a high energy. When these particles
encounter biological material, in particular deoxyribonu-
cleic acid (DNA), they can break the DNA strands. The
breakage can be so severe that a cell’s repair machinery
cannot compensate. Because DNA is the blueprint for the
structure and all the activities that occur in cells, the
radiation-induced damage to DNA is lethal to the af-
fected cells.

Radiation exposure that does not kill cells outright
can cause sublethal damage that scrambles the sequence
of information contained in the DNA. As a result, when the
DNA is used to make proteins, proteins that are altered

Radiation, Biological Damage

from the intended forms will be made. These represent
mutations.

Mutations occur naturally at a very low rate. Using
special agents called mutagens can increase the frequency
of these mutations. lonizing radiation was the first mutagen
that efficiently and reproducibly induced mutations in a
multicellular organism. Radiation is often classified as
ionizing or non-ionizing depending on whether ions are
emitted in the penetrated tissues or not. Examples of
ionizing radiation include x rays, gamma rays, beta parti-
cle radiation, and alpha particle radiation (also known as
alpha rays). The ultraviolet radiation that is a component
of sunlight is an example of a nonionizing radiation.

Different types of radiation have different energies,
and so have different effects. With alpha radiation,
ionizations produce an intense but more superficial and
localized deposition of energy. The energy of x rays and
gamma radiation traverses deeper into tissues. This pene-
tration leads to a more even distribution of energy as
opposed to the more concentrated or localized alpha rays.

The different behaviors of different types of radiation
can be used to some extent to tailor the radiation to
selected cellular components. Experiments conducted on
animals have shown that repeated exposure to radiation
produces a higher frequency of mutations than a single
exposure to a higher level of radiation. In other words,
exposure to a low level of radiation can be damaging
over time.

The relative efficiencies of the different types of radia-
tion in producing mutations can be compared, and is
known as the mutagenic effect. Investigation of radia-
tion’s mutagenic effects on different tissues, cells, and
subcellular compartments is becoming possible by the
availability of techniques and tools that allow the precise
delivery of small doses of radiation and that provide better
monitoring of effects.

Cells that are irradiated release a form of oxygen that
is unstable, and which reacts with cellular components in
a way that is damaging. DNA can be damaged, as can
components called bases, which are assembled to form
DNA strands. As well, the reactive oxygen can damage
enzymes that function to repair damaged DNA. There is
evidence that radiation damage in one cell can be passed
onto neighbouring cells. Even the neighbouring cells may
be damaged genetically. Thus, radiation damage, espe-
cially due to low levels of radiation, may be more exten-
sive than previously assumed.

This increased risk of radiation damage is of concern,
as terrorist organizations such as al Qaeda have made
efforts to develop and deploy “dirty bombs”—conven-
tional explosives that release a payload of radioactive
material. In 2002, an American citizen was arrested for his
alleged involvement with al Qaeda to detonate a dirty
bomb inside the United States. The spray of radiation in a
mid-level dirty bomb could produce a relatively low level
of radiation over a fairly localized area. In a densely-
populated city, thousands of people could be exposed to
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harmful levels of radiation from an explosion from a
dirty bomb.
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One of the earliest military applications for radio was in
direction-finding (DF), which makes it possible to locate
the positions of enemy aircraft and ships using four major
components: an antenna, a receiver, a processor or proc-
essors, and a control and output system. Examples of
radio DF equipment in use at the beginning of the twenty-
first century include the OUTBOARD (Organizational Unit
Tactical Baseline Operational Area Radio Detection) sys-
tem of the U.S. Navy. Direction finding often uses triangu-
lation, which is based on laws of plane trigonometry.

Direction finding and triangulation. A direction finder can be
any electronic device used to locate a source of electronic
emissions such as a ship or aircraft. In everyday usage by
military, security, and intelligence services, direction find-
ing is virtually synonymous with radio DF. Direction find-
ing usually involves a radio receiver linked to a revolving
antenna, which scans for the strongest possible signal in
the area.

Assuming two stationary transmitters can be located,
direction finding can be used to locate one’s position by
means of triangulation. The latter is based on the trigono-
metric principle that, for any triangle, when one side and

two angles are known, the other angle and two sides can
be calculated. To establish the measure fortwo angles of a
triangle on Earth’s surface, it is necessary to use a survey-
ing device known as a theodolite, or some electronic
equivalent. The measured and known side of the triangle
is known as the baseline.

Eumpunen’rs of a DF system. The simplest DF system must
contain an antenna, receiver, at least one processor, and
control/output systems. The antenna must be versatile, so
as to address a variety of requirements, some of which
seem almost at cross-purposes to one another. It must be
omnidirectional, or capable of receiving input from 360
degrees, yet capable of pinpointing the locations of spe-
cific signals from the range of radio noise it receives.
Additionally, it must make possible the reception of sig-
nals over the widest possible area, yet receive these on an
ultra-accurate pencil beam. Given these various require-
ments, modern DF systems often use not one antenna but
an array, or they may make use of a phased-array antenna,
which can quickly change its pattern of radiation using
electronic means.

Receivers may be either single-channel, dual-chan-
nel, or N-channel. In a single-channel receiver, a switch
sequentially selects one antenna from an array, while in
the dual-channel model, switching may be used to select
pairs from three or more antennas. N-channel receivers
are capable of operating across multiple antennas without
the requirement of switching.

Once the signal is received, it is necessary to calculate
the location of the emitter by comparing signal properties
such as amplitude. For this operation, a processor is used.
With multiple or phased-array antennas, the operator may
need not a single processor, but an array of distributed
digital signal processors. With twenty-first century tech-
nology, it is possible for machines to perform a variety of
complex calculations in real time or near-real time. Lastly,
there is the control/output system, which includes a vari-
ety of subcomponents such as functions for the input and
preparation of data, as well as various other operations
requiring a workable interface between operator and
equipment.

Radio DF in hiSTUTU. The use of radio direction finding dates
back to World War |, when both the Allies and the forces of
the Central Powers used it to locate enemy positions on
the ground. The essential principles of direction-finding
were established at that time, well before radio entered
commercial use in the early 1920s.

During the interwar period, the British Royal Navy
used radio DF extensively with the aid of listening sta-
tions. The latter had been established in the wake of
escalating international conflicts, including the Italian in-
vasion of Ethiopia (which potentially threatened British-
controlled lands in east Africa) and the Spanish Civil War,
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during which ltalian submarines threatened British ves-
sels transporting supplies to Republican forces.

By the late 1930s, the British had begun using high-
frequency direction finding (HF/DF or “Huff Duff”) equip-
ment on their warships. This technology had benefited
from improvements by Canadian engineers, who created
a means of automatically recording the directional bear-
ings of transmissions by radio. During the Second World
War, the Royal Navy successfully used HF/DF to locate
German submarines in the north Atlantic.

Across the ocean, the U.S. Navy received help from
French scientists who had escaped the Nazi and Vichy
regimes, and who assisted Navy technicians in develop-
ing a means of visual imaging to record the bearings of a
vessel emitting transmissions. This equipment, tested in
1940 and operational by the latter part of 1942, also made
it possible to maintain a track on an enemy U-boat even
after the latter had stopped transmitting.

OF in the Cold War and modern era. The Germans
themselves made advances in antenna technology, but
because of their failure to accurately assess Allied DF
capabilities, the principal beneficiaries of these develop-
ments would later be their wartime adversaries. During
the 1950s and 1960s, the U.S. military adapted German
Woullenweber antenna systems for use in Vietham and
other theatres of the Cold War. The United States also
made used of the Wullenwebers (sometimes referred to
ascircularly disposed dipole antenna arrays or CDDAs) for
land-based electronic eavesdropping, taking advantage of
their wide operational range of 3,200 miles (5,150 km).
Today, abandoned Wullenwebers—nicknamed “rings of
poles,” “dinosaur cages,” or “elephant cages“—dot the
globe, an almost poignant visual symbol of the long-
vacated superpower conflict.

At the turn of the twenty-first century, radio DF equip-
ment was a standard feature of U.S. Navy vessels. By
2000, the OUTBOARD system had been in use on naval
vessels for many years, and was slated for an upgrade
through the Cooperative OUTBOARD Logistics Update
(COBLU) program. OUTBOARD made use of high-fre-
quency deck-edge antennas and VHF (very high frequency)
mast antennas, as well as a receiver that automatically
searched for, received, collected, and analyzed signals.
Thus, it combined the receiving and processing functions
in a single piece of equipment. Its control/output system is
capable of collecting processed cryptologic transmissions
and transmitting intelligence to other members of the
battle group via data links.
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RF, or radio frequency weapons, also known as directed-
energy weapons, use electromagnetic energy on specific
frequencies to disable electronic systems. The principle is
similar to that of high-power microwave (HPM) weapons,
only HPM systems tend to be much more sophisticated,
and are thus, more likely to be in the control of superpowers
or near-superpowers. RF weapons, by contrast, are simple
and low-voltage enough that they could be deployed by
smaller, less technologically enhanced forces.

The range of frequencies for waves in the electromag-
netic spectrum is from approximately 102 Hz to more than
10% Hz—in other words, from about 100 cycles per second
to about 10 trillion trillion. From the lowest frequencies to
about 10" Hertz is the range of long-wave radio, short-
wave radio, and microwaves. These carry broadcast radio,
television, mobile phone communications, radar, and even
highly specific forms of transmission such as those of
baby monitors or garage-door openers.

Because of regulation by the Federal Communica-
tions Commission (FCC), AM or amplitude modulation
broadcasts take place across a frequency range from 535
kHz (kilohertz, or 1,000 Hertz) to 1.7 MHz (megahertz, or
1,000,000 Hertz). The FCC has assigned the range of 5.9 to
26.1 MHz to shortwave radio, and 26.96 to 27.41 MHz to
citizens’ band (CB) radio. Above these are microwave
regions assigned to very high frequency (VHF) television
stations 2 through 6, then FM (frequency modulation)
radio, which occupies the range from 88 to 108 MHz.
Higher still are VHF channels 7 to 13, ultra-high frequency
(UHF) television broadcasts, and so on. At the highest
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microwave ranges—around 10" Hz—are transmissions
from spacecraft.

FCC regulation is necessary to maintain security,
privacy, and safety on the airwaves. If a broadcaster or
receiver strays outside of its assigned range, it can inter-
cept private communications, or potentially disrupt highly
sensitive transmissions. Among the most sensitive from a
safety perspective, are the communications between an
aircraft cockpit and the control tower, which could resultin
serious consequences if disrupted even for a few seconds.

High-power microwave weaponry is of such voltage
and intensity that it can actually shut off the computer
systems of an aircraft long enough that a pilot could
conceivably be unable to right the craft, causing a crash.
With an RF weapon, the intensity of the signal is smaller,
but if properly directed, it could potentially disrupt aircraft
communication systems long enough to bring down the
craft. It could cause the computers to reset, or disrupt
safety sensors, navigation systems, data recorders, or
control systems. Enough errors in these sensitive flight
components, particularly in the highly computerized air-
craft of today, might be enough to force a plane out
of the sky.

Concerns over RF interference dictate the prohibition
against cell phone, radio, or even laptop computer opera-
tion aboard a plane from the time of preparation for
takeoff until after it lands. Such relatively weak and in-
nocuous systems could interfere with vital flight commu-
nications; one can easily imagine the harm that could be
done by terrorists operating a directed and more powerful
system with malicious intent. Adding to the dangers of RF
weaponry is the fact that it could potentially be operated
from the ground, allowing the terrorist to attack and seek
cover in the process, and rendering the sacrifice of the
terrorist’s life unnecessary. Furthermore, RF weaponry,
like most means of electromagnetic warfare, is “clean,”
meaning that, unlike ordinary ballistic weaponry, it is
almost untraceable.
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The storage of radioactive waste generated by the use and
production of radioactive materials within the United States
remains a contentious national security issue. The secu-
rity of these materials, many taking thousands of years to
decay, requires not only security measures to prevent
tampering or theft, but also important considerations of
the physical environment of waste storage. Site selection
must ultimately be based upon minimizing the potential
for leakage and long-term environmental damage.

In the 1960s, nuclear power gained popularity as a
means of producing electricity for civilian use. During the
nexttwo decades, several nuclear power plants were built,
but there was little consensus about how to best dispose
of radioactive waste. Waste from plants, as well as from
military and defense operations, was usually stored on
site or in nearby storage facilities. Low-level waste, such
as that from hospitals, research labs, and power plants is
generally placed into containment facilities on-site. How-
ever, the disposal of high-level waste, materials that are
highly radioactive, remains more problematic. Spent nu-
clear fuels from power plants are sometimes shipped to
containment facilities, and sometimes stored in specially
constructed containment pools on-site. Radioactive waste
is thus, stored in various locations, governed by federal
regulations. Forty-three states in the United States, and
several Canadian provinces, currently have nuclear waste
storage facilities. In the late 1990s, the government pro-
posed plans for a central storage facility for high-level
waste at Yucca Mountain, Nevada. In May, 2002, the
United States House of Representatives approved a meas-
ure that would establish the site at Yucca Mountain, and
approval was pending as of June 2002. The proposed site
has sparked ongoing controversy over the environmental
impact of nuclear waste storage, much of which focuses
on the unique geological and environmental conditions of
the region.

When looking for a site for permanent storage of high
level waste, engineers and geologists took several factors
into consideration, including: water table, geological sta-
bility, rock composition, seismic (earthquake) activity, and
proximity to population areas. Furthermore, the site must
have a high probability of remaining undisturbed for tens
of thousands of years, or as long as the materials in
storage are radioactive. Yucca Mountain is located in a
rural region, with sparse population. Las Vegas, 100 miles
(160 km) from the site, is the nearest metropolitan area.
Within a 100-mile radius of the proposed site, there are
approximately 35,000 inhabitants. Thus, Yucca Mountain
is relatively secluded.

Yucca Mountain itself has a desert climate, receiving
less than six inches of rain per year. The lack of rain means
that cave systems within the mountain are dry, and that
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there is minute seepage from the surface of the mountain
to the deep water table 2000 feet (670 meters) below
ground. This ensures that waste stored in the mountain
would have fewer chances of polluting ground water if
specially engineered storage containers ever rupture. The
deep location of the water table at the site also means that
the cavity, or storage room, would lie equidistant from the
surface of the mountain to ground water stores—about
1000 feet, or 304 meters. This isolates the waste, and
removes the chance of accidental disturbance from future
drilling or other means of exploration.

Some aspects of the geological composition of the
mountain itself further makes Yucca Mountain a candidate
for a nuclear waste repository. Dense volcanic rock, as
well as thick and nearly impenetrable bedrock mean Yucca
Mountain’s interior is relatively stable, not very porous,
and resistant to water and heat. Under the most extreme
conditions, this deep and solid rock could help contain
minor seepage, as well as insulate the repository—possi-
bly making it as safe as a band of untapped uranium ore.

Yucca Mountain’s unique geology and environment
is unequaled by that of any of the nation’s other current
nuclear waste repositories, many of which pose a greater
potential threat to cities, drinking water, and their local
environments. Centralization could potentially lead to
tighter regulation of waste, better handling, and less envi-
ronmental damage.

While Yucca Mountain does meet much of the criteria
for a safe storage site, it is not a perfect location. The
region around Yucca Mountain contains several faults and
fractures (cracks in the Earth’s crust where movement
causes earthquakes), and is considered seismically active.
Earthquakes could change the patterns of water flow
inside the mountain, as well as endanger the integrity
of the storage cavities within the mountain. Increased
hydrothermal activity could promote seepage and water
contamination.

Researchers also explored the possibility of the stor-
age cavity filling with water, thus exposing the aquifer and
groundwater to radioactive contaminants. Geologists stud-
ied core samples and cave linings to determine the extent
to which minerals permeated the walls of the cavities. The
scientists found that there were only scant traces of opal
and calcite, telltale signs of flooding and water seepage, at
the lower levels of the mountain. Thus, the cavities did not
have a history of filling with water. A corresponding study
of the geological history of the mountain further con-
firmed the relative stability of the site’s water table, drain-
age, and seepage.

However, under Yucca Mountain is a deep aquifer. In
the desert region, the aquifer provides drinking and irriga-
tion water. As metropolitan centers, such as Las Vegas,
continue to grow, the aquifer might play a significant role
as a water resource forthe region. The nuclear storage site
would have to remain stable and well sealed for tens of
thousands of years in order to insure the continued safety
of the aquifer.

Radioactive Waste Storage

Part of the problem in designing high-level waste
storage facilities is the time span for which these sites
must remain secure and safe. Lab tests are inadequate to
insure the stability of the mountain, the fortitude of con-
tainers and casks, and the security of the site from acci-
dental intrusion for the tens of thousands of years neces-
sary for radioactive waste to be rendered harmless. Project
planners face not only design difficulties such as prevent-
ing accidents and mitigating environmental impact, but
also how to document the site in ways that will ensure that
people 10,000 years from now will recognize the hidden
danger of the mountain storage facility. People today have
only scant artifacts and generalized understanding of civi-
lizations and people that lived ten thousand years ago.

Geologists and other scientists disagree on the possi-
ble effect that the waste could have on the behavior of the
mountain itself. Some predict that heat generated by the
waste could alter the mountain’s geological and hydro-
logical behavior, causing rocks to crack and water to seep
into and out of the storage cavity in ways that we cannot
predict. Some raise concerns over the unpredictable na-
ture of seismic activity in the area. Other scientists assert
that the stable pattern of geological processes at Yucca
Mountain will remain unchanged, and that the site is
predictably stable. Geologists have to account for not only
the mountain’s history, but also predict its future in order
to insure the safety of the site for future generations.

While much of the scientific community’s assess-
ment of the safety of the Yucca Mountain project centers
on geology, public concerns focus on technology. Though
waste is currently stored in forty-three states, little of the
nation’s spent nuclear materials travel long distances. The
creation of the Yucca Mountain site would require that
waste be shipped by truck and rail to the central storage
facility. Engineers and researchers have developed safe
casks, or storage bins, which are impervious to accidents,
water, and fire specifically for shipping high-level waste,
but may people are discomforted simply by the perceived
risk (the threat that people feel is associated with a given
project, not the statistical risk) of shipping nuclear materials.

The controversy surrounding the proposed Yucca
Mountain waste repository is both political and scientific.
The perceived threat of nuclear materials heavily influ-
ences public opinion, and environmentalists are reticent
to trade many smaller environmental problems for a large
potential hazard. Some people cite the Yucca Mountain
facility as a means of centralizing the problem of nuclear
waste. Project proponents claim that the repository will
lessen environmental risk and keep volatile, dangerous
materials secure and controlled.
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The Federal Radiological Emergency Response Plan
(FRERP) is a blueprint for the response of the United
States federal government to a radiological emergency—
that is, a crisis involving the release of nuclear radiation.
Drafted by a Federal Emergency Management Agency
(FEMA) committee in 1985, FRERP is an agreement among
17 federal agencies, key among which are FEMA, the
Nuclear Regulatory Commission (NRC), the Departments
of Energy and Defense, and the Environmental Protection
Agency (EPA).

Roots of the FRERP

Fromthe time of its founding in 1970, EPA had responsibil-
ity for dealing with radiological emergencies, though an
orchestrated federal response to such situations still lay
many years in the future. In 1975, the General Services
Administration (GSA) offered the first such plan, but the
GSA, whose principal mission is the management of physi-
cal assets belonging to the government, was not the ideal
agency to oversee emergency responses. Following the
disaster at the Three Mile Island Nuclear Power Plant in
1979, President James E. Carter issued an executive order
creating such an agency, FEMA.

In September 1980, Carter issued another executive
order in which he called on FEMA to create a “national
contingency plan” that would coordinate federal agen-
cies’ responsibilities and authorities in the event of a
nuclear accident. FEMA in March 1982 established the
Federal Radiological Preparedness Coordinating Commit-
tee, which consisted of representatives from federal agen-
cies with responsibilities for responding to radiological
emergencies. The purpose of the committee was to coor-
dinate federal planning and preparedness activities, and

to help state and local governments develop their own
coordinated plans.

At the same time, FEMA directed the EPA to develop
training for state and local officials in areas ranging from
decision making to radiation dose assessment. The agency
also tasked the Department of Energy (DOE) with put-
ting in place systems for emergency radiation detection
and measurement. FEMA also directed DOE to establish
a federal radiological monitoring and assistance plan.
Together with EPA, NRC, and other agencies, the DOE in
the early 1980s developed the Federal Radiological Moni-
toring and Assessment Center (FRMAC) to implement the
plan it developed. DOE maintains the FRMAC, but in the
event of an emergency, EPA would assume control in the
middle and latter phases of the crisis.

FRERP, other RERPs, and their evolution. The Federal
Radiological Preparedness Coordinating Committee com-
pleted the FRERP in 1985, and in 1987 the EPA published
its own RERP describing how it would support state and
local agencies in the event of a radiological emergency.
States have also developed their own RERPs. Following
the accident atthe Chernobyl Nuclear Power Plant in what
was then the Soviet Union (now Ukraine) in April 1986,
the Federal Radiological Preparedness Coordinating Com-
mittee revised the FRERP to include a response to in-
ternational radiological incidents that could affect the
United States.

The revised plan also incorporated responses to
smaller situations, such as lost radiation sources or lost
radioactive material. EPA was made the lead federal agency
in both international and lost-course incidents. In 1989,
EPA responded to such a situation, when it was discov-
ered that abandoned materials at the Radium Chemical
Company facility in New York City presented a radiological
hazard to the neighborhood.

During the 1980s, participating organizations took
part in two full-field exercises to prepare for a radiological
emergency. In June 1995, President William J. Clinton
signed Presidential Decision Directive (PDD) 39, which
directed the response of federal agencies to terrorist at-
tack. PDD 39 directed EPA to provide chemical and radia-
tion-related technical support to the Federal Bureau of
Investigation in the event of a terrorist incident. Additional
directivesin 1998 led to a revision of the EPA RERP in 2000.
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To Ronald Reagan, national security meant battling the
Soviet Union for world supremacy. Much more conserva-
tive than his predecessors, Reagan argued that interna-
tional instability of the world could be traced to Moscow
and he insisted that the United States needed to use
military force to protect its global interests. As a result of
these assumptions, the Reagan administration promoted
amassive buildup of both conventional and nuclear weap-
ons to close the gap that it presumed had developed
between Soviet and American forces.

Reagan had little foreign policy expertise. A popular
actor who had served as governor of California, he won
the presidency from Jimmy Carter in large part because
he promised to engineer a return to the glory days of
international respect for the U.S. To help achieve this goal,
Reagan revamped the national security system. Secretary
of State Alexander Haig served as the primary advisor on
foreign affairs, while National Security Advisor (NSA)
William Clark took responsibility for developing, coordi-
nating, and monitoring national security policy.

Reagan made another significant change by termi-
nating the policy of détente with the Soviet Union that had

Reagan Administration, United States Hational Security Policy

been pursued by his predecessors. He made this choice
out of his expressed belief that the inherent evil of Soviet
totalitarianism had created an “evil empire.” He repeat-
edly stated the American resolve to fight communist ag-
gression anywhere in the world. This determination would
lead the U.S. to confront communism in Grenada, El
Salvador, and Nicaragua, with the latter effort turning into
the Iran-Contra scandal.

Reagan’s actions were occasionally more moderate
than his words and the administration appeared reluctant
to be the first since World War 1l to fail to arrive at an
agreement on arms with the Soviets. President Carter had
negotiated the SALT Il treaty but Reagan believed that it
was fatally flawed. While agreeing to abide by the restric-
tions of the agreement as long as the Soviet Union did the
same, Reagan refused to submit it to the Senate for
ratification. In 1982, the administration announced the
outlines of a replacement arms control treaty. To show
displeasure with past agreements that merely reduced the
growth of each side’s arsenals instead of reducing the
total numbers of weapons, the Reagan administration
security team named the new arms control plan START
(Strategic Arms Reduction Talks). This new arms policy
was designed to bring about cuts in total American and
Soviet missiles and warheads, but the two sides were
unable to reach an agreement.

In 1983, Reagan escalated the nuclear arms race with
the Soviet Union by authorizing the Defense Department
to develop a Strategic Defense Initiative (SDI). Known to
its advocates and critics as “Star Wars,” SDI would in-
volve the development of a complex anti-missile defense
system employing laser and high-energy particle weap-
ons to destroy enemy missiles in outer space before they
reached their targets. By destroying weapons rather than
people, SDI would free defense strategy from the concept
of mutually assured destruction that had long governed
Soviet and American attitudes toward war. Although the
system was never built and many scientists doubted that it
could ever be constructed in the form proposed, the Sovi-
ets felt obligated to keep pace by launching their own SDI-
type development program.

By the end of Reagan’s presidency, his anti-Soviet
rhetoric had cooled. Under Mikhail Gorbachev, the Sovi-
ets pursued renewed détente and the Reagan administra-
tion responded positively. In 1987, the U.S. and U.S.S.R.
signed a treaty to eliminate intermediate range (300 to
3,000 miles) nuclear forces (INF). The agreement marked
the first time that the two nations had agreed to destroy an
entire class of weapons systems.

Reagan entered the White House with a campaign
promise to refurbish American defense capabilities and to
regain military superiority over the Soviet Union. He exited
the Oval Office after completing a treaty that served as the
first step toward the eventual end of the arms race. By
redirecting the thrust of national security policy, the Reagan
administration is widely credited with winning the Cold War.
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In the shadow of an American M-60 tank, two U.S. soldiers stand guard over three Grenadian prisoners. President Ronald Reagan ordered the invasion of
Grenada in 1983 in order to oust its Marxist government. APWIDE WORLD PHOTOS.
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Real R4 (RIRR)

The Real Irish Republican Army (Real IRA, or RIRA), also
known as the the True IRA, formed in early 1998 as a
clandestine armed wing of the 32-County Sovereignty
Movement, a “political pressure group” dedicated to re-
moving British forces from Northern Ireland and unifying
Ireland. The 32-County Sovereignty Movement opposed
Sinn Fein’s adoption in September, 1997, of the Mitchell
principles of democracy and nonviolence and opposed
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the amendment in December 1999 of Articles 2 and 3 of
the Irish Constitution, which laid claim to Northern Ire-
land. Michael “Mickey” McKevitt, who left the IRA to
protest its cease-fire, leads the group; Bernadette Sands-
McKevitt, his wife, is a founder-member of the 32-County
Sovereignty Movement, the political wing of the RIRA.

[]T[]dﬂiZﬂTi[lﬂ activities. The Real IRA has claimed to have
committed oris believed to be responsible fora number of
bombings, assassinations, and robberies. Many Real IRA
members are former Irish Republican Army (IRA) mem-
bers who left that organization following the IRA cease-
fire and who bring to RIRA a wealth of experience in
terrorist tactics and bomb construction. RIRA targets in-
clude British military and police in Northern Ireland and
Northern Ireland Protestant communities. RIRA is linked
to and understood to be responsible for the car bomb
attack in Omagh, Northern Ireland, on August 15, 1998,
that killed 29 and injured 220 persons. The group began to
observe a cease-fire following Omagh but in 2000 and
2001 resumed attacks in Northern Ireland and on the
UK mainland against targets such as MI6 headquarters
and the BBC.

RIRA’s size is estimated at 100 to 200 activists plus
possible limited support from IRA hardliners dissatisfied
with the IRA cease-fire and other republican sympathizers.
British and Irish authorities arrested at least 40 members
in the spring and summer of 2001, including leader
McKevitt, who is currently in prison in the Irish Republic
awaiting trial for being a member of a terrorist organiza-
tion and directing terrorist attacks.

Suspected of receiving funds from sympathizers in
the United States and of attempting to buy weapons from
U.S. gun dealers, RIRA also is reported to have purchased
sophisticated weapons from the Balkans. Three Irish na-
tionals associated with RIRA were extradited from Slovenia
to the UK and are awaiting trial on weapons procurement
charges.

As of April 2003, the U.S. Department of State no
longer listed the IRA as a foreign terrorist organization, but
did list the Real IRA. The RIRA operates in Northern Ire-
land, Irish Republic, and Great Britain.
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Reconnaissance is a term for efforts to gain information
about an enemy, usually conducted before, or in service
to, a larger operation. The French word entered the Eng-
lish language in 1810—not coincidentally, at a time when
British and other armies were at war with Napoleon’s
French forces. Reconnaissance is an important compo-
nent of military and intelligence activities, as well as
civilian undertakings designed to protect the public safety
from hazards both natural and manmade.

In the military or espionage environment, reconnais-
sance can take the form of activities by scouts or other
specialists. The use of what would now be called “human
intelligence” in a reconnaissance capacity dates back to
ancient times, when, according to the Christian Old Testa-
ment, 12 spies went into the land of Canaan to scout out
the territory. Today, reconnaissance is the work of special
units practicing a specialized craft.

Reconnaissance aircraft range from the U-2 and SR-
71 Blackbird to the E-2C Hawkeye and P-3 Orion. Addition-
ally, the skies bristle with reconnaissance satellites oper-
ated by the U.S. military, the National Security Agency,
and military or intelligence services of other nations. Even
some seagoing craft, most notably submarines, can serve
a reconnaissance function.

The major reconnaissance components of the U.S.
intelligence community are the National Reconnaissance
Organization and the National Imagery and Mapping
Agency. In the civilian realm are meteorological services
such as the National Oceanic and Atmospheric Adminis-
tration, which makes extensive use of reconnaissance
technology to map and forecast weather patterns. Addi-
tionally, the Department of Energy, Environmental Protec-
tion Agency, and other organizations conduct reconnais-
sance for radiological hazards and other forms of danger.
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Red was a Japanese naval code created during World War
I and used until the outbreak of World War Il. The Red code
used the additive encryption method. The code assigned
words and syllables numerical values. Before transmis-
sions, these numbers were encrypted a second time using
an additive codebook. The book contained a series of
numbers that were added to the original numerical mes-
sage in sequence. Each message contained a key that told
the receiver where to begin the additive sequence in the
book to decode the message. Cryptologists named the
code Red after the color of the folder in which deciphered
codes were bound.

In 1923, a United States Navy intelligence officer
located a copy of the 1918 Imperial Japanese Navy secret
operating code in the luggage of a visiting Japanese
attaché. The codebook was clandestinely photographed
and a special cryptology unit, known as the Research
Desk, was created to begin the task of monitoring and
deciphering intercepted messages. Atthe time, U.S. Navel
Intelligence monitored only ship-to-ship communications
and some radio transmissions in Asia and the Pacific. The
Research Desk team established intercept stations through-
out the Pacific and increased monitoring of Japanese
diplomatic and military transmissions.

Cryptologists worked for five years to fully translate
and break Red, the additive cipher that the 1918 codebook
contained. Intercepts continued to use the aging code,
facilitating the work of U.S. code breakers. In 1926, Lieu-
tenant Joseph J. Rochefort accepted the directorship of
the Research Desk. Rochefort was a skilled code breaker,
but also fluent in the Japanese language and undertook
much of the translation work for Red himself. Repeated
messages and phrases that appeared in several transmis-
sions helped code breakers recognize various additive
decipherments. Three years after the analysis of Red be-
gan, cryptologist Agnes Meyer Driscoll cracked the code’s
additive encryption key. With the additive key, and the
photographs of the original code book, any Red code
message could be deciphered.

The Japanese replaced Red with a more sophisti-
cated code on December 1, 1930. However, the new code,
called Blue, contained numeric patterns that so closely
resembled Red that Driscoll and her team were able to
decipher and translate Blue in only two years.
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Red Hand Defenders (RHD)

Red Hand Defenders (RHD) is an extremist terrorist group
formed in 1998 and composed largely of Protestant
hardliners from loyalist groups observing a cease-fire.
RHD seeks to prevent a political settlement with Irish
nationalists by attacking Catholic civilian interests in North-
ern Ireland. In July, 2001, the group issued a statement
saying it considered all nationalists “legitimate targets.”
RHD is acover name often used by elements of the banned
Ulster Defense Association and the Loyalist Volunteer
Force. In recentyears, the group has carried out numerous
pipe bombings and arson attacks against “soft” civilian
targets such as homes, churches, and private businesses,
including a bombing outside a Catholic girls school in
North Belfast. RHD claimed responsibility for the car-
bombing murder in March, 1999, of Rosemary Nelson, a
prominent Catholic nationalist lawyer and human rights
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campaigner in Northern Ireland, and for the murder of a
Catholic journalist in September, 2001.

The RHD may have up to 20 members acting in
Northern Ireland, some of whom have considerable expe-
rience in terrorist tactics and bombmaking.
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The Red Orchestra was the name given to a network of
communist, Soviet-affiliated spies during World War II.
The group provided intelligence to the Soviet govern-
ment, but also functioned as a resistance organization
against the Nazis. During its three years in operation, the
Red Orchestra smuggled key German secrets and docu-
ments to Allied forces, and rescued several political pris-
oners, mostly communist dissidents.

Leopold Trepper, a Polish-born Jew and communist
activist, joined the Soviet Red Army Intelligence Service in
the mid-1930s. He was later assigned to the Peoples Com-
missariat for Internal Affairs (NKVD), a fledgling Soviet
secret police and espionage agency. Before World War Il
began in Europe, Trepper established a network of com-
munist sympathizers and leftist political activists. When
the war began in 1939, Trepper turned his network into a
spy ring, bent on gathering Nazi secrets and other intelli-
gence useful to the Soviet army.

Trepper’'s network, the Red Orchestra, soon had oper-
ating divisions, orrings, in Nazi occupied France, Belgium,
Holland, and neutral Switzerland. Each ring had varying
successes. The French unit provided information to Resist-
ance fighters and infiltrated several Nazi offices in Paris,

Remote Sensing

stealing documents and radio equipment. Red Orchestra
agents infiltrated the German military intelligence Abwehr
headquarters in Paris and successfully tapped its phones.
This permitted agents to intercept intelligence informa-
tion transmitted directly from Berlin.

The greatest espionage achievement of the organiza-
tion, however, was that of the Swiss ring, nicknamed Lucy.
The Red Orchestra unit received leaked information and a
document relating to the Nazi plan to invade the Soviet
Union. These documents, which included the proposed
date for the launch of the offensive, were turned over to
the Soviet army and government, but were wholly ignored.

Trepper’s network began to crumble in 1942, when
several Red Orchestra agents were arrested in Belgium.
Later that year, the Gestapo tracked down Trepper himself
and arrested him in Paris. The Gestapo managed to find
and eliminate many Red Orchestra agents. Some rings
continued to operate throughout the war, but on a smaller
scale. Trepper escaped his Nazi captors and tried to re-
build his group, but by 1944 the Red Orchestra network
had been largely dissolved.
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1 WILLIAM C. HANEBERG

Remote sensing is the acquisition of information about an
object or phenomenon by a device located a considerable
distance from the object or phenomenon. The term was
coined in the mid-1950s by an Office of Naval Research
scientist to distinguish the information obtained from the
first generation of meteorological satellites from that which
had been traditionally obtained by airplane-based aerial
photography. In practice, however, information obtained
from high-flying reconnaissance aircraft such as the U-2
and SR-71 can also be considered to be a product of
remote sensing.

In addition to providing panchromatic (black and
white) and multispectral color images that resemble pho-
tographs, some modern remote sensing satellites contain
hyperspectral sensors that record information using doz-
ens or hundreds of reflected electromagnetic energy wave-
length bands that extend beyond the range of human
vision. The simplest kind of multispectral image consists
of red, blue, and green bands added together to form a
colorcomposite image. Image processing software can be
used, particularly with hyperspectral data, to identify the
chemical composition of rocks, vegetation type, soil or

| 13
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This LIDAR photo shows elevations at the World Trade Center site in New York on September 19, 2001. LIDAR is short for Light Detection and Ranging, a remote
sensing technique. ©@AFP/CORBIS.

water pollution, and other attributes that can be character-
ized in terms of spectral reflectance. Paired images can
also be used to stereoscopically construct digital elevation
models (DEMs), which can subsequently be transformed
into topographic maps or three dimensional terrain mod-
els from space.

Other satellites contain active sensors that generate
their own electromagnetic signals and record the reflec-
tions rather than passively recording reflected natural
radiation. Synthetic aperture radar (SAR), in particular, isa
useful tool because it can penetrate clouds and be used at
night. The length of a radar antenna is known as its
aperture and, in general, the resolution of a radar image is
proportional to antenna length. The term synthetic aper-
ture refersto atechnique in which the constant movement
of a satellite is combined with periodic radar pulses and
computer processing to achieve the same effect as would
be obtained by using a very large antenna. Pairs of SAR
images can be combined to produce interferometric (INSAR)
images that portray millimeter to centimeter scale changes
in the elevation of Earth’s surface. INSAR is becoming an
increasingly important tool for monitoring tectonic move-
ments of Earth’s crust, subsidence associated with heavy
groundwater pumping, and other geologic processes. It
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can also be used to construct digital elevation models.
Another active source remote sensing technique is light
detection and ranging (LIDAR), which is similar to radar
but uses a laser instead of radio waves to produce ex-
tremely detailed topographic maps and images.

It is generally understood that remote sensing satel-
lites must have a resolution of 5 meters (m) or less to be
useful for intelligence work. The Landsat 1 satellite,
launched by the United States in 1972 and from which
imagery was freely available, had a resolution of 80 m.
Landsat 7, launched in 1999 and still in service, has resolu-
tions of 15 m for panchromatic images, 30 m for its six
multispectral bands, and 60 m for its thermal band. The
French SPOT 5 satellite offers commercially available im-
ages ranging in resolution from 5 m for panchromatic to
20 m for infrared. Publicly available images with these
coarse resolutions are useful for such tasks as delineating
large-scale geologic features, evaluating inaccessible or
denied terrain, examining land use patterns, and inferring
levels of crop stress, but not for detailed intelligence work.
In recent years, however, commercial remote sensing
satellites have been able to obtain high-resolution images
that are of intelligence quality. The commercial QuickBird
satellite launched from Vandenberg Air Force Base in late
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2001, for example, provides commercially available im-
agery with 61 cm panchromatic and 2.44 m multispectral
resolution. The commercial IKONOS satellite, launched in
1999, can produce 1 m resolution color images.

Even the best publicly available imagery does not
approach the resolution provided by classified intelligence
satellites. The earliest KeyHole intelligence satellites (KH1
series), the first of which was launched by the United
States in 1960, had a resolution of 2 m. Photographic film
from KeyHole satellites was recovered using film drops
until 1972, when digital imaging and transmission were
instituted. The KH12 series is estimated to have a resolu-
tion of approximately 2 cm, although no images with this
resolution have been released. Intelligence-quality im-
ages with sub-meter resolution can be used to assess
details of troop or materiel movement, the progress of
construction projects, and war damage in denied or other-
wise inaccessible areas. Perhaps the most widely known
application of remotely sensed images for intelligence
work was the use of satellite and U-2 airplane photo-
graphs to detect the presence of Russian missiles in Cuba,
which led to the 1962 Cuban missile crisis.
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1 AGNIESZKA LICHANSKA

The retina is the neural part of the eye responsible for
vision and the pattern of blood vessels serving the retina is
as unique as a fingerprint.

The technology that scans the retina is known as
retinal scanning. The true target for the scan is the capil-
lary pattern in the retina. The process relies on generating
images of the retina using a low-intensity light source. In
the 1930s retinal capillary patterns were suggested to be
unique, but the technology used to exploit this informa-
tion was developed much later. Although military and
high-security use of photographic retinal scans began
decades earlier, by 1985, retinal scan technology became
available for computerized biometric identification and
commercial security use.

Retinal scans are just one of the biometric methods
using the eye for personal identification. Two years after
the first retinal scanner was developed in 1987, Leonard
Flom and Aram Safir patented the use of the iris as a
personal identifier. However, it was not until 1994 when
John Daugman developed the technology for iris scan-
ning that is became useful, and since then iris scanning
has begun to challenge the retinal scans. Currently a
number of companies claiming that they perform retinal
scanning, in reality are performing iris scans.

Retina scanning DTUCEdUTES. Retinal scans are based on the
presence of the fine network of capillaries supplying the
retina with oxygen and nutrients. These vessels absorb
light and can be easily visualized with proper illumination.
Retinal scans require close contact of user and scanner, a
perfect alignment of the eye with a scanner, and no move-
ment of the eye. The examiner is required to keep the
subject’s eye within half an inch of the instrument. The
subject must focus on a pinpoint of little green light (to
properly align the eye) and avoid blinking. A low-intensity
coherent light is then transmitted through the eye and the
reflected image of the retinal capillary pattern is recorded
by the computer.
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An executive demonstrates a retinal scanner used for identification at the International Air Transport Association security symposium in Atlanta in 2001. ApwiDE
WORLD PHOTOS.

Although retinal patterns are generally thought to be
constant during a person'’s life, they can change in case of
diabetes, glaucoma, retinal degenerative disorders or cata-
racts. Therefore, although retinal scans are nearly 100%
accurate they cannot be used as a universal security
measure without making allowances for normal changes.

An initial scan (enrollment) takes a minimum of five
scans and lasts approximately 45 seconds; subsequent
authentication scans are faster and take only 10-15 sec-
onds. An acquired image containing 320-400 reference
points is converted to a map of the retina and used to
identify a match from the templates encoded in the scan-
ner’'s software. Retinal images captured are extremely
small, only 35 bytes in size.

Retinal scans versus iris scans. Retinal scans are considered
to be too intrusive for a general security use and the
prolonged exposure to light emitted by the scanners might
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be harmful to the eye. As a result a strong competition to
the retinal scans was launched by iris scanning technol-
ogy. The number of companies offering iris scanning are
increasing. The main reason is the fact that the iris is also
unique and offers high confidence in identification. There
is only a chance of one in 107 that two irises will be
identical.

Iris scans use the characteristics more similar to fin-
gerprints than to the retinal vein pattern. The colored part
of the eye appears to be as unique as fingerprints and
retina. Scanning technology takes advantage of crypts,
furrows, ridges, striatations, ligaments, and collarette.
While 240 points are recorded, the image size is 512 bytes,
over ten times larger than a retinal scan. The main advan-
tage of the iris scans is the ability to perform them from a
distance of up to three feet and short time of scan of only
20 seconds initially, with subsequent identification requir-
ing only two seconds. Glasses and contact lenses do not
interfere with the scanning process and identification.
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Scanners. The technology for retinal scans has changed
in recent years. The initial large devices are now be-
ing replaced by smaller and more accurate instruments.
The first commercial retinal scanner was developed by
EyeDentify in 1984 with the launch of the Eyedentification
7.5 personal identification unit. One of the most recent
developmentsinthe areais a small mobile and easy to use
retinal scanner developed by Retinal Technologies from
Boston. Although it was initially developed for diagnostic
purposes it will be available as a security tool as well.

Fooling the retinal scanner is very difficult, as they
require intact retinas to complete a scan. Following death,
the retina degrades very quickly and thus cannot be used
in most cases for accurate post-mortem identification.
Although often a popular movie special effect, using a
retina detached from a cadaver would fail to pass notice
by modern scanning equipment. Likewise, surgical altera-
tion of the retinal pattern would be not only a dangerous
and extremely expensive process, but the changes intro-
duced would be readily detected by modern scanning
equipment.

In contrast to the retinal scanners, iris scanners are of
two main types: active and passive. The active system
works from 3 to 14 inches and also requires the user to
move forward and backwards so the camera is adjusted
properly. In contrast the passive system can work over
longer distances one to three feet. The main technology
developerisIridian Technologies, which holds the patents
to the concepts and technologies involved.

Security uses of retinal and iris scans. Biometric techniques
are used in identification and authentication. The features
used for the two processes can overlap or can be different.
Authentication requires high accuracy to ensure restricted
access. Retinal and iris scans offer high accuracy, and the
primary users of retinal scans are military and govern-
ment facilities, such as CIA, FBI, and NASA. Scans are
used to control access to high security areas. The technol-
ogy iscurrently spreading beyond these institutions and is
being used by Cook County Prisonin lllinois (to ensure the
identity of the prisoners) as well as General Dynamics (a
defense contractor).

Some of the Japanese banks use retinal scansin ATM
machines to prevent unauthorized use of the system.
Trials in the USA with biometric ATM security are using
iris recognition systems instead. However, in lllinois reti-
nal scans in conjunction with fingerprinting are used to
prevent welfare fraud.

Acceptance is growing for the iris recognition sys-
tems and they are now used by government agencies,
commercial companies, and in the public sector. Among
the government users are the U.S. Congress and the
Departments of Defense, State and Treasury. Commercial
companies that protect themselves by using iris recogni-
tion include Bank United, GTE, Hewlett Packard, Lockheed
Martin, and British Telecom. Other places with restricted
access areas, including airports, have acquired scanning

technologies in the wake of the September 11, 2001,
terrorist attacks upon the United States. Scanning tech-
nology systems were recently installed at Charlotte (North
Carolina), Amsterdam (Netherlands) and Frankfurt (Ger-
many) mainly for security purposes to check the employ-
ees and provide controlled access to the secure areas of
the airports. Studies are underway to test if scanning
technologies can be used to facilitate rapid check in and to
streamline border crossing. The Schipol Airport in Amster-
dam is one of the most recent airports to test the iris
recognition system. The details of an individual's iris
are stored on a special card and a subsequent check-
in is performed by a simple iris scan to confirm iden-
tity. Eight of the largest Canadian airports (Toronto,
Vancouver, Ottawa, Montreal, Halifax, Winnipeg, Calgary
and Edmonton) plan to install similar systems by the
end of 2003.

Scanning is also becoming part of security measures
for sports and entertainment venues. For example, organ-
izers at the 2002 Sydney Olympics used an iris scanning
system termed EyeTicket. Use of retinal scans outside the
high security areas is, in many areas, being replaced by
iris scanning, which is easier to perform, is less intru-
sive for the user, and provides adequately accurate
identification.
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Bio-Optic Synthetic Systems (BOSS)
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Reuuluﬁunaru Armed Forces
of Colombia (FARC)

The Revolutionary Armed Forces of Colombia (FARC) was
established in 1964 as the military wing of the Colombian
Communist Party. FARC is Colombia’s oldest, largest,
most capable, and best-equipped Marxist insurgency. FARC
is governed by a secretariat, led by Manuel Marulanda
(a.k.a. “Tirofijo"”) and six others, including senior military
commander Jorge Briceno (a.k.a. “Mono Jojoy”). FARC is
organized along military lines and includes several urban
fronts. In 2001, the group continued a slow-moving peace
negotiation process with the Pastrana administration that
has gained the group several concessions, including a
demilitarized zone used as a venue for negotiations.

Organization activities. FARC is responsible for bombings,
murder, kidnapping, extortion, hijacking, as well as guer-
rilla and conventional military action against Colombian
political, military, and economic targets. In March, 1999,
FARC executed three U.S. Indian rights activists on
Venezuelan territory after kidnapping them in Colombia.
Foreign citizens often are targets of FARC kidnappings for
ransom. The group has well-documented ties to narcotics
traffickers, principally through the provision of armed
protection.

FARC has approximately 9,000 to 12,000 armed com-
batants and an unknown number of supporters, mostly in
rural areas. FARC operates in Colombia with some activi-
ties in Venezuela, Panama, and Ecuador, while Cuba pro-
vides FARC some medical care and political consultation.
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Revolutionary Nuclei (RN) (also known as Revolutionary
Cells) emerged from a broad range of antiestablishment
and anti-U.S./NATO/EU leftist groups active in Greece
between 1995 and 1998. The group is believed to be the
successor to or offshoot of Greece’s most prolific terrorist
group, Revolutionary People’s Struggle (ELA), which, as
of mid-2002, had not claimed an attack since January
1995. Indeed, RN appeared to fill the void left by ELA,
particularly as lesser groups faded from the scene. RN’s
few communiqués show strong similarities in rhetoric,
tone, and theme to ELA proclamations. RN claimed an
attack in November, 2000.

l]ruanizatiun activities. Beginning operations in January
1995, RN has claimed responsibility for some two dozen
arson attacks and bombings against a range of U.S,,
Greek, and other European targets in Greece. In its most
infamous and lethal attack to date, the group claimed
responsibility fora bomb it detonated at the Intercontinen-
tal Hotel in April 1999 that resulted in the death of a Greek
woman and injured a Greek man. RN’s modus operandi
includes warning calls about impending attacks, attacks
targeting property rather than individuals; use of rudi-
mentary timing devices; and strikes during the late eve-
ning to early morning hours. RN last attacked U.S. inter-
ests in Greece in November 2000 with two separate
bombings against the Athens offices of Citigroup and the
studio of a Greek-American sculptor. The group also deto-
nated an explosive device outside the Athens offices of
Texaco in December 1999. Greek targets have included
court and other government office buildings, private vehi-
cles, and the offices of Greek firms involved in NATO-
related defense contracts in Greece. Similarly, the group
has attacked European interests in Athens, including
Barclays Bank in December 1998 and November 2000.

RN membership is believed to be small, probably
drawing from the Greek militant leftist or anarchist milieu.
The RN’s primary area of operation is in the Athens metro-
politan area, and it is assumed to be a self-sustaining
organization.
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Revolutionary Organization 17
November (17 November)

The Revolutionary Organization 17 November (a.k.a. 17
November) is a radical leftist group established in 1975
and named for the student uprising in Greece in Novem-
ber, 1973, in protest of the military regime. Seventeen
November has an agenda that is anti-Greek establish-
ment, anti-U.S., anti-Turkey, anti-NATO, committed to the
ouster of U.S. bases, removal of Turkish military presence
from Cyprus, and the severing of Greece's ties to NATO
and the European Union (EU).

[]rganizatiun activities. Seventeen November's initial at-
tacks were assassinations of senior U.S. officials and
Greek public figures. The group added bombings in the
1980s and, since 1990, has expanded targets to include EU
facilities and foreign firms investing in Greece. Seventeen
November adherents are known to use improvised rocket
attacks. In June, 2000, 17 November claimed responsibil-
ity for the murder of British Defense Attaché Stephen
Saunders.

Operating in or near Athens, Greece, the exact size of
17 November is unknown, but membership is presumed
to be limited to a small cadre.
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Revolutionary People’s
liberation Party/
Front (DHKP/()

The Revolutionary People’s Liberation Party/Front (DHKP/
C) was originally formed in 1978 as Devrimci Sol, or Dev
Sol, a splinter faction of the Turkish People’s Liberation
Party/Front. Renamed in 1994 after factional infighting, it
espouses a Marxist ideology and is virulently anti-U.S.
and anti-NATO. The organization finances its activities
chiefly through armed robberies and extortion. It also
operates as, or is known as Devrimci Sol, Revolutionary
Left, and Dev Sol.

Organization activities. Sincethe late 1980s, the DHKP/C has
concentrated attacks against current and retired Turkish
security and military officials. The group began a new
campaign against foreign interests in 1990. DHKP/C ad-
herents assassinated two U.S. military contractors and
wounded a U.S. Air Force officer to protest the Gulf War.
The group launched rockets at the U.S. Consulate in Istan-
bulin 1992. In early 1996, the group assassinated a promi-
nent Turkish businessman and others, its first significant
terrorist acts as DHKP/C. Turkish authorities thwarted DHKP/
C attempts in June, 1999, to fire light antitank weapons at
the U.S. Consulate. DHKP/C conducted its first suicide
bombings, targeting Turkish police, in January and Sep-
tember 2001. A series of safehouse raids and arrests by
Turkish police over the last few years have weakened the
group significantly.

The exact membership in the Revolutionary People’s
Liberation Party/Front is unknown. DHKP/C conducts at-
tacks in Turkey, primarily in Istanbul, and raises funds in
Western Europe.
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Revolutionary Proletarian
Initiative Nuclei (HIPR)

Revolutionary Proletarian Initiative Nuclei (NIPR) is a clan-
destine leftist extremist group that appeared in Rome in
2000. NIPR adopted the logo of the Red Brigades of the
1970s and 1980s—an encircled five-point star—for their
declarations. NIPR opposes Italy’s foreign and labor poli-
cies and claimed responsibility for the bomb attacks in
April, 2001, on a building housing a U.S.-Italian-relations
association and on an international affairs institute in
Rome’s historic center. NIPR claimed to have carried out a
May, 2000, explosion in Rome at an oversight committee
facility for implementation of the law on strikes in public
services as well as an explosion in February, 2002, on the
Via Palermo adjacent to the Interior Ministry in Rome.

Comprising about a dozen members, NIPR operates
mainly in Rome, Milan, Lazio, and Tuscany.
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Revolutionary United
Front (RUF)

Revolutionary United Front (RUF) is a loosely organized
guerrilla force seeking to retain control of the lucrative
diamond-producing regions of Sierra Leone. The group
funds itself largely through the extraction and sale of
diamonds obtained in areas of Sierra Leone that it con-
trols. During 2001, reports of serious abuses by the RUF
declined significantly. The resumption of the government’s
Disarmament, Demobilization, and Reintegration program
in May was largely responsible. From 1991 to 2000, the
group used guerrilla, criminal, and terror tactics, such as
murder, torture, and mutilation, to fight the government,
intimidate civilians, and keep U.N. peacekeeping units in
check. In 2000, they held hundreds of U.N. peacekeepers
hostage until their release was negotiated, in part, by the
RUF’s chief sponsor, Liberian president Charles Taylor.
The group also has been accused of attacks in Guinea at
the behest of President Taylor.

RUF’s strength is estimated at several thousand sup-
porters and sympathizers who operate in Sierra Leone,
Liberia, and Guinea. A UN experts panel report on Sierra
Leone asserted that President Charles Taylor of Liberia
provided support and leadership to the RUF. The UN has
identified Libya, Gambia, and Burkina Faso as conduits for
weapons and other materiel for the RUF.
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Revolutionary War, Espionage
and Intelligence

1 ADRIENNE WILMOTH LERNER

The American Revolution officially began with the signing
of the Declaration of Independence on July 4, 1776. How-
ever, the conflict between Britain and the American colo-
nies escalated to full-scale war from several orchestrated
acts of subversion against British authority. High taxation,
shipping restrictions, controls on employment and land
ownership, as well as lack of representation in British
government prompted resistance to British laws by Ameri-
can colonial citizens. The first shots of the Revolution are
said to be those that occurred during the Boston Massa-
cre, the British armed retribution for acts of sabotage
against British interests, including the events of the Bos-
ton Tea Party. The conflict ended with the Treaty of Paris in
1783, granting international recognition for the newly
independent United States. The Revolution marked the
beginning of a new era in international politics, shifting
the world balance of power and military might over the
next 230 years.

Formation of the United States
Intelligence Community

At the outbreak of war, the fledgling American govern-
ment had few resources, and was still divided by the
competing interests of rival colonies. Many leaders were
suspicious of establishing permanent, national militaries.
The American colonies had to recruit volunteers, train,
and arm soldiers, a daunting task for the new nation.
Colonial militias aided in training soldiers, and at the
outbreak of the war, American military command decided
to use their more limited forces in guerilla attacks against
the stronger, more formalized British army.

In addition to troop strength and weaponry, the Brit-
ish had the significant advantage of having a developed
strategic intelligence force within its military corps. The
British established a network of Loyalist spies and inform-
ants, many of whom were able to infiltrate and report on
American military formation, tactics, battle plans, and
defensive positions. This espionage gave Britain a de-
cided upper hand in the early months of the conflict, with
devastating effect on the American armies.

Revolutionary War, Espionage and Intelligence

A statue of Nathan Hale, a revolutionary soldier who was captured and
hung by the British for espionage, in front of the Tribune Tower, in
Chicago, lllinois. ©SANDY FELSENTHAL/CORBIS.

Before the outbreak of the Revolution, the American
colonial government, the Continental Congress, created
the Committee of Correspondence in 1775. The purpose of
the committee was to establish foreign alliances and gain
the aid of foreign intelligence resources. The original
intent of the committee was to facilitate the sharing of
information about British colonial policy, but at the start of
the Revolution, the Committee seized and combed mail
for vital intelligence information. The organization was
renamed the Committee of Secret Correspondence, and
then the Committee of Foreign Affairs, and employed
trusted Patriot sympathizers in Britain to feed American
leaders intelligence information. After establishing proto-
col for obtaining information, the committee established a
network of couriers to disperse information to battlefield
commanders and key government officials. The commit-
tee also sought the aid of French forces in the war effort.

The Second Continental Congress also established
the Secret Committee. This clandestine committee ar-
ranged for American privateers to purchase and smuggle
arms to the United States. The committee used large sums
of money to pay for weapons, and additionally solicited
aid from Britain’s numerous European rivals. The world of
the Secret Committee began in 1775, amassing weapons
while still under British rule. After the Declaration of Inde-
pendence was signed, the committee burned its papers
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and transaction ledgers to protect their contacts in case
the colonies lost their bid for sovereignty.

The smuggling of weapons proved a successful ven-
ture. The United States armed its troops within months,
although supplies remained limited throughout the course
of the war. Many American leaders, including Thomas
Jefferson, ran successful privateering ventures, using their
wealth and diplomatic contacts abroad to smuggle arms
for the war effort. American privateers ran their illegal
cargo through the British blockade under the guise of
foreign named vessels and foreign flags. Patriot spies also
learned the new British semaphore code, enabling block-
ade runners to falsely identify themselves as British ships.

The first United States counterintelligence operations
were directed by the Commission for Detecting and Defeat-
ing Conspiracies. The commission endowed several
groups, mostly in New York and Philadelphia, with the
task of apprehending British spies. The organization was
the nation’s first secret service, employing local militia
under its command to help ferret out suspected traitors
and enemy spies. The group used the criteria defined by
the Committee on Spies when identifying, trying, and
sentencing suspects. The rules of the committee, incorpo-
rated into the Articles of War in 1776, defined the crimes of
treason and espionage during the course of war, and
shaped the American intelligence community with its
strict definitions of intelligence information, espionage
acts, conspiracy, and aiding the enemy.

Espionage

Although the secret committees of the Second Continen-
tal Congress were the first national organizations to ad-
dress intelligence issues, individuals and civilian spy net-
works carried out the most vital American intelligence
operations of the Revolutionary War.

Robert Townsend used his position as a prominent
merchant in British-occupied New York to gather intelli-
gence information on behalf of the American government.
Townsend operated a significant spy ring, known as the
Culper Ring. The ring employed both men and women,
and based its operations in New York and Long Island.
Most members of the espionage group used their profes-
sions as cover, relying on customers and patrons from the
British military to divulge information about British mili-
tary operations voluntarily. Several member of the Culper
Ring were caught by British occupation authorities, but
the ring never stopped feeding information to American
authorities during the war.

Major John Clark established and administered a
similar espionage group in Philadelphia. Clark and his
group fed General George Washington critical informa-
tion and supplies while his troops wintered at Valley
Forge. The Clark Ring obtained detailed information about
British defenses , supply lines, and battle plans, allowing
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the American Patriot forces to plan a series of successful
surprise attacks, breaking the British stronghold in the
region and paving the way to seize control of Philadelphia.

Several other Patriot civilian espionage rings oper-
ated across the country and in Britain. Individual civilians
most often contributed to counterintelligence measures
by posing as Loyalists and infiltrating British-sympathiz-
ing groups. Enoch Crosby and John Honeyman both infil-
trated several pro-British organizations and delivered valu-
able intelligence information about the planned use of
Hessian mercenaries in British military operations.

Within the military, espionage operations were often
tailored to fit the strategic needs of the battlefield. Scouts,
many of whom were American Indians, reported on the
location and strength of British military instillations and
encampments. The first recorded American military agent
of espionage was Nathan Hale. After a crushing defeat at
the Battle of Long Island, Washington called for a volun-
teer to spy on the British and report to the American
command with details of future battle plans. Hale vol-
unteered, but was later captured behind enemy lines
and hanged.

Covert actions and special operations. Most American,
government-backed espionage actions against the British
were covert, strategic operations of deception or sabo-
tage. Blockade running was of critical importance to the
American war effort. Though British ships clogged United
States harbors, American privateers successfully ran Brit-
ish blockades to provide troops with supplies, ammuni-
tion, and even supporting troops from France.

The American government, usually through diplo-
mats abroad, employed a number of agents to sabotage
wartime industries in Britain. Munitions factories, ship-
yards, and weapons storage facilities were the main tar-
gets of Patriot sabotage. Twelve separate targets were
attacked in London and Portsmouth in a three-year period
by one American saboteur before the agent fell into British
custody and was executed.

Some operations of deception were more insidious.
British troops, wanting to keep some local Indian popula-
tions from joining the American cause, bribed village
leaders with gifts of blankets and jewelry. Earlier, they
gave the Indians blankets from their military sick wards,
often infected with smallpox. The disease continued to
devastate the American Indian population during the course
of the war. Both British and American military personnel
traded contaminated goods through Indian trade net-
works, hoping the goods would fall into enemy hands.

Codes, cryptology, and secret writing. American and British
forces employed codes and ciphers to disguise their com-
munications, and took precautionary measures to ensure
that crucial messages were not intercepted by the enemy.
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Both armies employed replacement codes, where pre-set
letters or words replaced other letters or words in commu-
nications. This required intense memorization of static
codes, or the use of codebooks, which had a high risk of
being stolen by rival spies. The codes used in the Ameri-
can Revolution were simple and easy to decipher, permit-
ting both armies to read intercepts with relative ease. In
1777, the Americans unveiled a new mathematical code
that remained unbroken throughout the war, but the com-
plexity of the code precluded its daily use and limited its
effectiveness to overseas diplomatic dispatches that did
not have to be deciphered in a timely manner.

In lieu of complex codes, American cryptologists
developed and used secret writing techniques. Disappear-
ing inks are an ancient espionage trick, but during the
Revolution, American scientists developed several inks
that needed a series of reagents to reveal the hidden
message. Some of these inks were waterproof and held up
for months in difficult conditions, a necessity for warfare
across wild and vast terrain. To further disguise mes-
sages, agents were instructed to write their communica-
tions between the lines of common publications, such as
pamphlets and almanacs.

Intelligence operations abroad and at sea required
further technological advances in espionage tradecraft.
With the British blockade, American agents had to be
ready to conceal or destroy intelligence information that
they carried. To preserve and conceal information, agents
developed small, silver containers in which information
could be hidden. The container could then be thrown into
the fire and melted or be swallowed by the agent, permit-
ting to information to possibly remain intact and undetected.

After the end of the Revolution, and the establish-
ment of an independent United States government, most
military and espionage institutions were dissolved. Until
the outbreak of World War | in 1914, American intelligence
agencies and services were exclusively wartime organiza-
tions, rapidly assembled in times of conflict, and dissolved
in times of peace. Though intelligence operations cer-
tainly aided the victory of American forces over the larger
and better-armed British military, peacetime intelligence
remained scattered, and largely focused on political and
diplomatic espionage operations.
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RF Detection .«

Among the most potentially damaging weapons of elec-
tromagnetic warfare are RF, or radio frequency systems.
Also known as directed-energy weapons, these use elec-
tromagnetic energy on specific frequencies to disable
electronic systems. There exist means to protect against
directed-energy weapons; aside from “hardening” com-
puter systems, protection is possible through the employ-
ment of electronic RF detection equipment, which oper-
ates on a principle similar to that of radar.

In the modern world of sophisticated, computerized
fighter jets, the missile systems of one fighter aircraft can
only “lock on” and fire on an enemy craft if the enemy has
his radar systems activated. The same electronic radio-
frequency system that allows a plane to navigate also
makes it capable of being tracked electronically across the
sky. Similarly, that which makes RF weaponry so poten-
tially threatening—the fact that they can disable flight
systems by interfering with vital frequencies on the elec-
tromagnetic spectrum—also makes them detectable.

Given the fact that Soviet and Russian technicians
have reportedly developed RF weaponry, it is assumed
that technicians working for the United States Department
of Defense have created RF detection equipment at least
as sophisticated. At a much lower end are civilian and
consumer versions of computerized RF detection equip-
ment, retailing for a few hundred or thousand dollars. A
January 2003 article in the Wall Street Journal described a
pocket wireless system called Spotme that could read
electronic badges on guests at a party and provide the
user with other guest’s names, photographs, and contact
information. For security purposes, there are RF detection
consoles that operate across a wide frequency spectrum
to search out and identify potentially harmful RF sources.
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RADAR
Radio Frequency (RF) Weapons

1 JULI BERWALD

Ricin is a highly toxic protein that is derived from the bean
of the castor plant (Ricinus communis). The toxin causes
cell death by inactivating ribosomes, which are responsi-
ble for protein synthesis. Ricin can be produced in liquid,
crystal or powdered forms, and it can be inhaled, ingested,
or injected. It causes fever, cough, weakness, abdominal
pain, vomiting, diarrhea, dehydration, and death. There is
no cure for Ricin poisoning, and medical treatment is
simply supportive.

Chemical structure and pathological pathway. Ricin is a
protein composed of two hemagglutinins and two toxins
(RCL 1l and RCL IV). The toxins are made up of an A
polypeptide chain and a B polypeptide chain, which are
joined by a disulfide bond. The general molecular struc-
ture of Ricin is similar to other biologically produced
toxins, such as botulinum, cholera, diptheria, and tetanus.

The B portion of Ricin binds to glycoproteins and
glycolipids that terminate with galactose on the exterior of
cell membranes. Ricin is then transported inside the cell
by endocytosis. Once inside the cytosol of the cell, the A
portion of the molecule binds to the 60S ribosome, stop-
ping protein synthesis. A single molecule of Ricin can
kill a cell.

Ricin puisuninq. Ricin poisoning can occur by dermal (skin)
exposure, aerosol inhalation, ingestion, or injections, and
the symptoms vary depending on the route of exposure. If
Ricin comes in contact with the skin, it is unlikely to be
fatal, unless combined with a solvent such as DMSO.
Aerosol inhalation of Ricin can cause symptoms within
four to eight hours. Fever, chest tightness, cough, nausea,
and joint pain may occur. Ricin can cause cell death in the
respiratory system and eventual respiratory failure. If Ricin
is ingested, it can cause severe lesions in the digestive
system within two hours of exposure. It may cause ab-
dominal pain, nausea, vomiting, and bloody diarrhea.
Eventual complications include cell death in the liver,
kidney, adrenal glands, and central nervous system. Injec-
tion of Ricin causes local cell death in muscles, tissue, and
lymph nodes. Ricin poisoning causes death generally
within three to five days. If Ricin exposure does not cause
death within five days, the victim will probably survive.
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There is no cure for Ricin poisoning, although a vac-
cine is currently under development. Treatment for der-
mal exposure includes decontamination using soap and
water or a hypochlorite (bleach) solution, which deacti-
vates Ricin. In case of aerosol inhalation, treatment is the
administration of oxygen, intubation, and ventilation. Inges-
tion of Ricin is treated with activated charcoal.

Ricin production and use as a biological weapon. Ricin comes
from castor beans, which produce castor oil, acomponent
of brake fluid and hydraulic fluid. One million tons of
castor beans are processed each year and the resulting
waste mash contains 5-10% Ricin. The 66,000 Dalton
protein can be purified from the mash using chromatog-
raphy. Once purified, Ricin is a very stable molecule that is
able to withstand changes in environmental conditions.

Ricin is considered moderately threatening as a bio-
logical warfare agent. Although it is environmentally sta-
ble, relatively easy to obtain, highly toxic, and has no
vaccine, it is not communicable like other biological agents
such as anthrax and smallpox. Ricin is most often consid-
ered a threat as a food or water contaminant. A large
amount would be required to cover a significant area.

The most famous case involving Ricin is the assassi-
nation of the Bulgarian dissident Georgi Markov. In 1978,
Markov was working in London as a British Broadcasting
Company (BBC) correspondent. As he was walking across
Waterloo Bridge, a man jabbed the tip of an umbrella into
Markov’s right thigh, murmured an apology, and slipped
away into the crowd. Markov died four days later. After the
collapse of the Soviet Union, the new Bulgarian govern-
ment admitted that their Secret Service had been respon-
sible for the murder. The KGB produced the murder
weapon: an umbrella modified to injecta 1.7 mm platinum
pellet filled with Ricin into Markov’s leg.

Incidents involving Ricin have occurred in the United
States. Four men were convicted of plotting to kill a United
States marshal with Ricin in Minnesotain 1991. They were
all members of an extremist antigovernment group called
the Patriots Council. In 1995, Canadian officials stopped
Thomas Lavey at the border with Alaska with a bag of
Ricin. He was also in possession of guns, ammunition,
manuals for making biological and chemical weapons,
and neo-Nazi literature.

Ricin has been loosely linked to the al-Qaeda terror-
ism network. In January 2002, police in London were
advised that of a group of men were manufacturing Ricin
in their apartment. Although only a small amount of Ricin
was found, castor beans as well as equipment for crushing
and extracting Ricin from the beans were discovered.
Seven men of North African background were arrested in
the incident, and security experts speculate that they had
links to al-Qaeda. There also are reports that Ricin was
found in caves abandoned by the Taliban in Afghanistan.
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1 JUDSON KNIGHT

From the late 1980s onward, robotic vehicles have be-
come an increasingly important component of security
operations and related activities. They can be used to
gather information in areas where a human could not
safely go and undertake tasks a human could not safely
perform. Robotic vehicles can be used, for instance, in
underwater minesweeping, and in sites contaminated by
nuclear, biological, or chemical materials. The use of
robotic vehicles on scientific expeditions to such inhospi-
table locales as the polar ice cap and the surface of Mars
portends a variety of applications for intelligence gather-
ing. Robotic technology also has uses in energy harvest-
ing, or the gathering of energy from ambient sources such
as sunlight, wind, or barometric fluctuations.

Robotic Operation

A 1994 article in The Industrial Robot identified five pa-
rameters or “subtasks” of robotic operation: localization,
motion control, mapping, path planning, and communica-
tion with the operating station. The subtask of localization
is a matter highly analogous to human movement. If a
person does not know his or her location, that person
cannot know where he or she is going; in order to stay on

the right path, it is necessary to receive continual data
regarding the environment. For the human mind, these
skills are largely automatic—one does not have to think
about walking around an obstacle, for instance—but for
the robot, course correction must be built into the overall
operating system.

Closely related to the problem of localization is that of
motion control. Some robots operate on set paths analo-
gousto arailroad track, but astechnology has progressed,
scientists have developed means that will allow robotic
vehicles to operate in a less modified environment, using
navigational markers. These markers are reflective targets
that serve as beacons, allowing the robotic vehicle to
correct its course when it strays from a desired path.
Efforts to make these vehicles capable of operating in a
completely unrestricted environment are ongoing.

Also closely related to localization is the issue of
mapping the environment—a function that, once again, is
automatic for humans. Robots use visual, ultrasonic, and
touch sensors. More sophisticated machines made for
operating in an outdoor locale have means of navigating
by visual methods using focus-enhancing technology.

Robotic scientists are using ever more sophisticated
means of navigation. Among these is the use of a camera
to provide data allowing the home station to implement
course correction measures. The Global Positioning Sys-
tem, or GPS, also offers a method of aiding navigation in
large, open environments. Still more complex are various
techniques applying teleoperation through virtual-reality
systems.

Path planning and communication. Path planning involves
addressing the problem of minimizing the output of time
or energy required to reach a certain goal. In spatial terms,
path planning involves helping the robot to find the short-
est possible distance between two points. Temporal or
time-based path planning may be more challenging in
view of unpredictable inputs from the environment.

Finally, there is the matter of communication with the
home station, a problem encountered by humans in tasks
ranging from intelligence gathering to space travel. In
addition to receiving information on changing courses or
tasks, robots undertaking sophisticated activities may need
to send back video data or other forms of intelligence.

Uses for Robotic Uehicles

The applications, and potential applications, of robotic
vehicles are myriad. Within the realm of industry, they can
be used for everything from moving containers in ports
(an application demonstrated in 1994) to clearing snow off
of airport runways. On a consumer level, robotic technol-
ogy can be employed in wheelchairs and in cleaning
homes or offices.

In the realm of scientific study, robotic vehicles pro-
vide a means of conducting research in environments that
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A British Army robot inspects a suspect vehicle for explosives outside the Europa Hotel in Belfast, Northern Ireland. Apwipe woRLD PHOTOS.

are either presently or forever inaccessible to humans.
The use of a robotic vehicle to collect data during the 1997
National Aeronautics and Space Administration (NASA)
Mars Pathfinder Expedition gained widespread attention,
but scientists also use robots much closer to home. Small,
submarine-like robots known as autonomous underwater
vehicles (AUVs) have in some cases taken the place of
acoustic remote-sensing technology to map seabed to-
pography. They also offer promise in areas impenetrable
to more traditional methods—for instance, for mapping
hydrothermal vents beneath the Arctic Ocean.

Security and related activities. Applications for robotic
technology in security and related functions are fast emerg-
ing. At the simplest level, a robotic vehicle “walking a
beat” could be used to patrol a parking garage by provid-
ing real-time video data to a facility security station. The
U.S. Navy in the 1980s began using AUVs to conduct
minesweeping operations in the Persian Gulf. In 1996,
scientists at Lawrence Livermore National Laboratory cre-
ated a prototype for a robotic vehicle that could be outfit-
ted for a variety of tasks, including not only mine detection
and clearance, but also intelligence-gathering.

In 2000, Design News reported that technicians at
Sandia National Laboratory were in the process of devel-
oping a highly sophisticated machine called a MARV, or
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miniature autonomous robotic vehicle. Very small—a cu-
bicinch (16.4 cc) in size—the MARV is designed to “rove in
packs” for purposes such as surveying a contaminated
area, sweeping for and disabling mines, or locating bio-
logical weapons. Engineers at Sandia have addressed the
problem of course correction through genetic algorithm-
based software, a fascinating innovation intended to mimic
the functions of a human brain.

EHETUU haruesiim]. An area of research in which robotic
technology plays a dual role, both as a tool and as a
potential beneficiary, is energy harvesting. The latter is
the gathering of energy from ambient sources, including
sunlight, wind, wave action, water currents, geothermal
components such as volcanoes, chemical and thermal
gradients, barometric fluctuations, electromagnetic radia-
tion, and human and other biological systems. The aim of
energy-harvesting efforts using robotic technology and
other means is to increase the efficiency of power delivery
by a factor of 10 with respect to conventional systems.

The U.S. Defense Advanced Research Projects Agency
(DARPA) has expressed an interest in developing robotic
technology for the purposes of energy harvesting, as well
using energy-harvesting methods to supply power to
robotic vehicles. In 1997, DARPA allocated $25 million
toward energy-harvesting projects, among which was a
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robotic “boot” (functional by 2001) that harvests energy
from walking.

In 2002, engineers at Pennsylvania State University
introduced an optimized energy-harvesting circuit capa-
ble of improving retrieval systems from vibration—includ-
ing that of machine operation and human motion—by a
factor of four. Among the applications for this energy-
harvesting technology, researchers noted, were robotic
control and guidance systems to be used in manufactur-
ing and other activities.
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Romania, Infelligence
and Security

A former Soviet bloc country, Romania is struggling to
rebuild its national government and economy following
the collapse of Soviet communism. Romania further strug-
gled to free its government of authoritarian influences. In
1989, nationalist forces arrested, tried, and executed dicta-
tor Nicolae Ceausescu, beginning the arduous process

Romania, Intelligence and Security

of democratizing the Romanian government. During
Ceausescu’s rule, Romanian intelligence and security for-
ces conducted a brutal campaign to crush political dissent.
The government now endeavors to distance Romania’s
new intelligence and security community with the legacy
of its predecessors. However, lingering public suspicion
of government agencies and police forces has proved
difficult to overcome.

The Office of the President oversees Romania’s pri-
mary domestic intelligence and security services. The
Romanian Intelligence Service (SRI) is the nation’s main
internal intelligence agency. The agency is responsible for
assessing threats to national security, conducting surveil-
lance on behalf of the military and government, and pro-
tecting national economic interests. Though the agency
has been reformed several times since 1990, public suspi-
cion about the secretive nature of domestic intelligence
policy persists. Parliamentary restrictions place on the SRI
include the necessity to obtain warrants for most surveil-
lance operations, and a permanent ban on using intelli-
gence service equipment and personnel for political rea-
sons. To help assuage public concerns, the SRl is one of
two Romanian intelligence agencies whose organization
and operation is subject to parliamentary review.

The SRI works closely with the Guard and Protection
Service (SSP), a national law enforcement agency. The
SSPis charged with the protection of government officials
and foreign diplomats. In cooperation with the Romanian
Intelligence Service, the SSP functions as a special action
unit for anti-terrorism operations.

The Ministry of the Interior controls Romania’s civil-
ian intelligence community. Known as the Securitate, the
Department of State Security was the communist-era in-
telligence agency that worked with the secret police forces
to conduct domestic espionage. Post-Cold War demo-
cratic reforms dissolved the Securitate and created new
agencies, none of which are authorized to conduct espio-
nage activities on Romanian citizens. The Interior Min-
istry Intelligence Directorate (UM 0251) now directs ci-
vilian intelligence and security service operations. The
agency is charged with protecting national security. The
Gendarmerie, the national police force, aids Romanian
intelligence services to insure public safety.

Foreign intelligence is coordinated through the Min-
istry of Foreign Affairs (MAE). The Ministry employs its
own intelligence force, the Foreign Intelligence Service
(SIE). The SIE analyzes external threats to Romanian
interests.

The Romanian military operates its own intelligence
forces in specially trained units. The Ministry of National
Defense coordinates some military intelligence opera-
tions through various operational branches. The Special
Telecommunications Services specializes in communi-
cations security. The Counter-Intelligence Directorate
oversees military, and sometimes civilian, counterintelli-
gence operations. The Intelligence Directorate of the Army
also operates within the Ministry of National Defense,
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Room 40

coordinating operations to assess and preserve national
security using military intelligence resources.

SEE ALSO

Cold War (1972-1989): The Collapse of the Soviet Union
European Union

I ADRIENNE WILMOTH LERNER

Advances in communications technology such as the tele-
phone and trans-Atlantic telegraph prompted the devel-
opment of increasingly sophisticated cipher systems and
codes. The telegraph facilitated communication between
command and remote forces, but the lines were vulner-
able to tapping, the interception of message traffic, on the
wires. As codes became more mathematical and compli-
cated, intelligence services enlisted professional cryptolo-
gists, or code breakers, and language translators.

At the outbreak of World War | in 1914, British intelli-
gence began intercepting wire transmissions sent by the
German military and government. The German cipher
was unknown, so British intelligence quickly established a
cryptography department to begin the task of breaking
enemy code. The department, under the direction of intel-
ligence officer Reginald “Blinker” Hall and code expert
Alfred Ewing, was located in Room 40 of the Admiralty
Building. The cryptology department housed in Room 40
was only a small branch of Britain’s large intelligence
system. However, after remarkable successes achieved by
the team, Room 40 became a catch-all nickname for British
military intelligence during the war.

While the cipher systems themselves were becoming
more complex in the early twentieth century, the technol-
ogy to decode them had not advanced at the same pace.
Codes were still worked out by hand in long sequences to
look for mathematical permutations and deviations from
known ciphers that formed essential code patterns. The
best means of breaking code was to capture an enemy
codebook. Beginning in 1914, an extraordinary string of
events led to the capture of not one, but three different
German code books, allowing Room 40 to intercept, de-
code, and translate most German military and diplomatic
transmissions.

Early in the war, a box recovered from a sunken
German submarine yielded a copy of the German Foreign
Office codebook. British intelligence was thus able to
monitor diplomatic correspondence between the German
government and its territories and embassies. Similarly
fortuitous for Room 40, later that year a German cruiser
was sunk by the Russian Navy. When the Russian fleet
rescued surviving German sailors from the downed ship,
one officer was found to have a copy of the German Naval
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codebook. The codebook was sent to British intelligence,
and Room 40 was able to decipher wire traffic from Ger-
man fleet commanders and ships. As most ships in the
German fleet reported their positions daily, British intelli-
gence learned individual ship identification codes and
tracked the position of most German warships and sub-
marines by the end of 1915.

While the two recovered codebooks let British mili-
tary intelligence decipher nearly a quarter of German
military transmissions, the capture of a third codebook in
1915 gave Room 40 the mathematical key to German
cipher system. Wilhelm Wassmuss, the German consul in
Persia, hastily fled his office to escape encroaching British
forces, leaving behind his copy of the German diplomatic
codebook. Room 40 cryptographers discovered that the
first two codebooks recovered were standard permuta-
tions of the third code. Thus, several German codes were
based on a single cipher system and, by applying system-
atic variations, British cryptographers were able to break
the remaining codes.

In 1917, Room 40 had its greatest success. The United
States, while holding Allied sympathies and aiding the
transportation of ammunition across the Atlantic Ocean,
held fast to a policy of non-intervention in the war. Increased
German submarine warfare, the sinking of U.S. and Allied
merchant and passenger ships, and the work of German
saboteurs in the Black Tom explosion fostered a shift in
American attitudes toward entering the war. On the morn-
ing of January 17, 1917, British military intelligence in-
tercepted secret communication from German Foreign
Minister Arthur Zimmerman to the German ambassador
in Washington, D.C. The message took cryptographers
nearly a month to decode in whole, but the importance
of the telegram was realized almost immediately. The
Zimmerman Telegram, as it became known, revealed
German plans to begin unrestricted submarine warfare in
the Atlantic. Knowing that this could bring America into
the war, Germany planned to make alliances with Mexico
and Japan to keep the U.S. occupied on its own ground
instead of in Europe. The telegram not only spoke of
driving England to surrender, but also promised Mexico
the return of its former territories in Texas, New Mexico,
and Arizona. British intelligence shared the contents of the
memo with the American government, thwarting the Ger-
man plan. Declaring war on Germany shortly after, Amer-
ica entered the war in Europe.

In 1918, Room 40 intercepted transmissions that re-
vealed that a sizable group of German sailors had muti-
nied. News of a German surrender soon followed. The
triumphs of Room 40 during the course of World War |
convinced the British Admiralty that cryptography was
a necessary tool of modern warfare. By the advent of
World War Il, however, the field of cryptography signifi-
cantly changed with the introduction of cipher machines,
teleprinters, and radio.

SEE ALSO
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Rosenberg (Ethel and Julius)
Espionage Case

1 ADRIENNE WILMOTH LERNER

Julius and Ethel Rosenberg were a couple accused in 1950
by the United States government of operating a Soviet spy
network and giving the Soviet Union plans for the atomic
bomb. During a time of tense scrutiny over alleged com-
munist infiltration of the American government, the trial
of the Rosenbergs became the center of a political storm
over communist influence in America. Their trial was one
of the most controversial of the twentieth century, ending
with their execution.

Julius Rosenberg was a committed communist who
had graduated from the City College of New York in 1939
with a degree in electrical engineering. He married Ethel
Greenglass in the summer of that year. She was a head-
strong woman, active in organizing labor groups. Julius
had opened a mechanic shop with his brother-in-law, but
the business soon began to fail, largely due to lack of
attention by Julius, who invested his time spying for the
Soviets. He began by stealing manuals for radar tubes and
proximity fuses, and by the late 1940s, had two apart-
ments set up as microfilm laboratories.

The arrest of the Rosenbergs was set in motion when
the FBI arrested Klaus Fuchs, a British scientist who gave
atomic secrets to the Soviets while working on the Man-
hattan Project. Fuchs’s arrest and confession led to the
arrest of Harry Gold, a courier for Soviet spies. Gold in turn
led investigators to David Greenglass, a minor spy who
confessed quickly. Greenglass then accused his sister
Ethel and brother-in-law Julius of controlling his activities.

Julius immediately realized the implications of Harry
Gold’s arrest and began to make arrangements to get out
of the country, but the FBI moved swiftly. Julius Rosen-
berg was arrested in July 1950.

Ethel Rosenberg was later arrested in August. Although
Federal investigators had little evidence against her, they
hoped to use the threat of prosecuting her as a lever to
persuade Julius to confess. The plan failed, and the couple
was charged with conspiracy to commit espionage. Their
trial began on March 6, 1951.

From the beginning, the trial attracted national atten-
tion. The prosecution decided to keep the scope of the trial
as narrow as possible, with establishing the Rosenbergs’
guilt the main target, and exposing their spy ring a lesser
concern. Nonetheless, the trial was punctuated by numer-
ous arrests of spies associated with the Rosenbergs, some
appearing in court to testify against them.

Rosenberg Espionage Case

Ethel Rosenberg and her husband Julius are separated by a wire screen
as they ride to separate jails in New York City in 1951 after their conviction
for delivering secrets, including vital atomic bomb data, to the Soviet
Union. AP/WIDE WORLD PHOTOS.

The defense tried to downplay the importance of the
information the prosecution claimed the Rosenbergs had
stolen, but then turned around and requested that all
spectators and reporters be barred from the courtroom
when the information was discussed.

The Rosenbergs accused David Greenglass of turning
on them because of their failed business, but these efforts
only elicited sympathy for a man who had been forced to
turn in a family member. Greenglass damaged the Rosen-
bergs by testifying that Julius had arranged for him to give
Harry Gold the design of the atomic bomb used on Naga-
saki (which differed considerably from the Hiroshima
bomb). When Gold himself testified, he named Anatoli
Yakovlev as his contact. This directly tied the Rosenbergs
to a known Soviet agent. Julius and Ethel Rosenberg were
found guilty on several accounts of espionage and con-
spiracy. They were sentenced to execution, a sentence
usually reserved for cases of treason.

After months in prison, the Rosenbergs still main-
tained theirinnocence and began to write poignant letters,
which were widely published, protesting their treatment.
The case was followed closely in Europe, where many felt
the Rosenbergs were being persecuted because they were
Jewish (though Judge Kaufman was also Jewish). A move-
ment began to protest the “injustice” of the Rosenberg
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trial. Passions both for and against the Rosenbergs grew
so great that they even threatened Franco-American rela-
tions, as the French were particularly harsh in their con-
demnation of the trial as a sham.

Inthe months between the sentencing and execution,
criticism of the trial grew more strident, and major demon-
strations were held. Nobel-prize winner Jean-Paul Sartre
called the case “alegal lynching which smears with blood
a whole nation.” In spite of attempts at appeal and a
temporary stay issued by Supreme Court Justice William
O. Douglas, Julius and Ethel Rosenberg were executed on
June 19, 1953, both refusing to confess.

Years after the event, the case continues to stir de-
bate. Although the Rosenbergs were communists and
engaged in espionage, they did not spy for an enemy of
the United States, as the sentence might indicate, but
rather for its wartime ally. Recent studies of the couple’s
activities show that the evidence against them was over-
whelming. The declassification and release of Venona
transcripts (a secret, decades-long, general surveillance
operation) further implicated the Rosenbergs. Regardless
of the evidence, the political and social upheaval sur-
rounding the trial, and its ultimate outcome, can only be
understood through the lens of heightened Cold War
tensions and anti-Communist hysteria.
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Russia, Intelligence
and Security

The Russian Empire dominated Eastern Europe and West-
ern Asia from the Middle Ages through the nineteenth
century. However, the devastation caused by World War |
plunged the nation into revolution in 1917, leading to an
overthrow of the Czarist regime and the birth of commu-
nism. The communist government created a large intelli-
gence community, with secret police forces, to conduct
political espionage on ordinary citizens. The era was marred
by political show trials and the harsh imprisonment of
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political dissidents. Before the outbreak of World War I,
the oppressive regime of Joseph Stalin centralized the
nation’s agricultural and industrial systems. Despite the
rapid industrialization and growth of the national military
infrastructure, the ensuing economic turmoil, brutal politi-
cal oppression, and famine cost millions of lives.

Russia entered World War |l as a member of the Allied
forces. Their participation in the war effort was key to the
Allied defeat of Germany in 1945. Although Russia was a
strategic wartime ally, relations between Russia and the
West, particularly the United States, quickly soured in the
first post-war months. The diplomatic, economic, and
military standoff between the United States and Russia
intensified into the decades-long Cold War. The nations
engaged in an intelligence war in lieu of military conflict,
and the antagonism between the two states redefined
their national intelligence services and modern espionage
tradecraft.

Hard-line communism fell out of favor in Russia as
the national economy plummeted in the 1980s. A period of
détente between Russia and the West allowed General
Secretary Mikhail Gorbachev to implement a series of
political and economic reforms, known as Glasnost and
Perestroika. Reforms were also made to the national intel-
ligence super-agency, the KGB. Though the leader sought
to modernize the face of communism, the reform pro-
grams sped the regime’s eventual downfall. The Soviet
Union splintered in 1991. The largest former province, and
the heart of the old Russian Empire, became the Russian
Federation. Since the creation of the democratic republic,
the nation has struggled to reform its national political
system and it intelligence community.

Since the breakup of the Soviet Union, Russia’s intel-
ligence and security agencies have been administered,
and influenced, by the Office of the President of the Rus-
sian Federation. The executive branch governs the intelli-
gence community viathe Russian National Security Coun-
cil, and the Defense council. The two boards act as a
liaison between the government and the intelligence serv-
ices, briefing the executive and legislature when national
security threats arise. Since the Russian intelligence com-
munity is now more departmentalized than it was under
Soviet control, the two councils help to centralize the
dissemination of intelligence information and the forma-
tion of intelligence policy.

The Federal’naya Sluzhba Bezopasnosti, Federal Se-
curity Service (FSB), a successor agency of the Soviet KGB
and Russian Federal Counterintelligence Service (FSK), is
Russia’s counterintelligence agency. FSB operations fo-
cus on domestic counterespionage and internal security.
Headquartered in Lubyanka, the agency employs over
75,000 people. Since the creation of the agency, the Rus-
sian government has placed increasing limitation on FSB
operations to guard against abuse of intelligence commu-
nity resources. Russian law now severely restricts FSB
surveillance operations conducted against ordinary citi-
zens, and new constitutional reforms seek to prohibit the
use of FSB forces for political espionage.
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In response to the growth of organized crime after the
dissolution of the Soviet Union, the Russian intelligence
community established the Main Administration for Organ-
ized Crime (RUOP). The agency uses human and remote
intelligence to infiltrate and investigate crime syndicates
operating within Russia’s borders. Despite ongoing ef-
forts of the agency, organized crime has increased in Russia.

Russian intelligence operates special assignment bu-
reaus in Kaliningrad and Chechnya. The Russian military’s
involvement in the region, and endemic conflict between
nationalist and Russian factions, prompted the intelli-
gence community to form task forces devoted to counter-
terrorism and counterintelligence. These operational units
are usually a mix of civilian and military intelligence per-
sonnel and report to a variety of agencies, including the
FSB and the Russian Security Council.

Though Russia has attempted to distance its new
intelligence community from the legacy of the Soviet KGB
and internal secret police forces, many of its new national
intelligence agencies are indeed successor organizations
of specialized departments within the former KGB. The
Foreign Intelligence Service (SVR) was one of the first
operational departments of the KGB to emerge as its own
intelligence entity. The SVR now oversees most of Rus-
sia’s foreign intelligence operations, including collection
and analysis of data. The main intelligence objectives of
the SVR are to collect information on rival military and
economic powers. In 1995, the head of the SVR claimed
that expansion of the North Atlantic Treaty Organization
(NATO) was the largest threat to Russian sovereignty and
regional influence. In response to the perceived threat, the
SVR conducts routine foreign intelligence surveillance of
the former Soviet republics.

In the late 1990s, the focus of SVR operations shifted
from military-related foreign intelligence to industrial, sci-
entific, and technological espionage. Several divisions
within the SVR use extensive human and remote intelli-
gence networks to collect information on rival economies.
Russian intelligence operated its own intelligence gather-
ing missions in Asia and the West, but also devoted
considerable resources to counterintelligence in a bid to
protect Russian industry. The rise of the European Union
(EU) prompted Russia to take a more strident political
stance on international trade laws. However, in 2000, the
nation refused to join a UN Security Council-led effort to
limit economic espionage and prosecute industrial spies.

Russia’s misleadingly named Main intelligence Agency
(GRU) is the nation’s primary intelligence information
clearinghouse and analysis bureau. Though the agency
does conduct intelligence gathering missions, its primary
duty is to coordinate inter-agency information operations
and process intelligence materials.

Russia garnered international criticism for its lack
of security and protective intelligence measures against
the proliferation of weapons from the former Soviet Un-
ion. Russia now devotes considerable intelligence resources

Russian Nuclear Materials, Security Issues

to international non-proliferation efforts. However, na-
tional intelligence and security services have had little
efficacy against criminal organizations and individuals
selling arms and weaponry to terrorist groups and
rogue states.

Russian foreign policy continues to evolve. Despite
hostilities toward EU and NATO expansion, the Russian
government has cooperated with European and United
Nations anti-terrorism efforts. In 2003, Russia, with the
diplomatic cooperation of France and Germany, moved to
block UN-sanctioned military action against Iraq.
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Russian Nuclear Materials,
Security Issues

1 MICHAEL J. O'NEAL

The breakup of the former Soviet Union in 1991 raised
fears about the disposition and security of that nation’s
nuclear materials, including its strategic and tactical nu-
clear weapons. Of more immediate concern is the secu-
rity of Soviet stores of plutonium and enriched uranium,
which could be used to make either nuclear weapons or
“radiological dispersal devices” (RDDs), or “dirty bombs"”—
conventional explosives that would spew radioactive de-
bris packed around them over a wide area. Since 1991, the
United States has provided financial and technical assist-
ance to help Russia and other former Soviet states secure
these materials.

BﬂCk[JTI]Uﬂd. During the cold war, the Soviet Union, like the
United States, amassed an imposing stockpile of nuclear
weapons. Western estimates were that by 1991 the Sovi-
ets had in excess of 27,000 nuclear weapons—at least
11,000 strategic weapons on land-based intercontinental
ballistic missiles (ICBMs) and at least 15,000 warheads for
tactical weapons such as artillery shells and cruise mis-
siles. Later information suggested that the total might
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have been as high as 45,000 warheads. Additionally, the
Soviets had as much as 1,200 metric tons of weapons-
grade uranium and 160 metric tons of plutonium, enough
to triple their stockpile of nuclear weapons. Eighty percent
of the strategic weapons were deployed at bases in Rus-
sia, but the remainder were deployed in the Soviet repub-
lics of Ukraine, Belarus, and Kazakhstan. Tactical nuclear
weapons were deployed closer to potential theaters of
operation, including Eastern Europe and the former Bal-
tic republics. Still others were deployed in Armenia,
Azerbaijan, Belarus, Ukraine, Kazakhstan, Georgia, and
the Central Asian states (Kirghizia, Tajikistan, Turkmenistan,
Uzbekistan).

While these nuclear materials were under the com-
mand and control of Soviet authorities in Moscow, the
chief threat they posed to the West was strategic: They
could be used against the West in a nuclear exchange.
Regardless, in contrast to the modern situation, Soviet
authorities maintained account of these materials and
security around nuclear facilities was tight. Weapons could
be fired only through a central command authority.
Although an enemy to the West, the Soviet regime was at
least a politically stable state that could be anticipated act
rationally in its own self-interest, and which was unlikely
to allow the use of nuclear materials for terrorist purposes.
Essentially, the threat that nuclear materials posed to the
West was predictable, manageable, and able to be re-
duced through negotiation and arms-control treaties.

The status quo began to change in the 1980s. The
Soviets were finding it increasingly difficult to maintain
control over an enormous empire that stretched from the
German border to Asia. They also faced increasingly res-
tive ethnic and national populations demanding self-de-
termination. Under these pressures, the Soviet Union
began to disintegrate and finally collapsed in late 1991. By
then, the Soviets had retrieved their nuclear materials
from Eastern Europe and the Baltics, as well as from
submarines, but many remained closerto home, primarily
in Georgia, Ukraine, Belarus, and Kazakhstan. Eventually,
and after much diplomatic wrangling, these new nations
agreed to the Nuclear Non-Proliferation Treaty and either
destroyed the missiles and warheads on their soil or
returned them to Russia, though stockpiles of plutonium
and weapons-grade uranium remained behind. Security
surrounding these materials, and at nuclear power plants,
was often lax, raising fears that they could fall into the
wrong hands. Within Russia, a poor economy, crime, and
corruption raised fears of “loose nukes,” or poorly guarded
nuclear materials that could be stolen or sold to rogue
states such as Iraq or Libya or to terrorist organizations,
primarily al-Qaeda. The United States estimates that only
about 40 percent of Russia’s nuclear storage sites are up to
U.S. security standards.

The U.S. T8SPONSE. Recognizing the need for the United
States to provide assistance, Senators Sam Nunn of Geor-
gia and Richard Lugar of Indiana sponsored legislation
that allocated funds to help Russia and other former
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Soviet states either dismantle or secure nuclear materials.
Congress agreed, and in 1991- 92 it authorized $800 mil-
lion for the Nunn-Lugar Cooperative Threat Reduction
Program. Each year after that, additional funds were au-
thorized so that by 2001 the United States had provided $4
billion. These funds have been used by the Department of
Defense (DOD), the Department of Energy (DOE), and
other U.S. agencies to help the Soviet states destroy
nuclear materials, upgrade security, and provide alterna-
tive employment for former Soviet nuclear scientists.

Nunn-Lugar funds have helped Russia, for example,
deactivate nearly 5,800 nuclear warheads, destroy 439
ballistic missiles, eliminate hundreds of missile launchers
and bomber aircraft, and secure nuclear materials by
upgrading fencing, motion sensors, storage and transpor-
tation facilities, and the like. Originally, the George W.
Bush administration had planned to cut funding for the
program, but in the wake of the terrorist attacks on Sep-
tember 11, 2001, 2003 budget proposals called for $800
million for Russia, a 17 percent increase from 2002. Finan-
cial help is coming from other sources, too. At a 2002
summit, the industrialized nations pledged an additional
$10 billion over the next ten years to help Russia eliminate
or secure its nuclear arsenal, as well as its chemical and
biological weapons.

The threat of "loose nukes.” The true extent of the threat of
“loose nukes” is uncertain and may never be known
conclusively. Because of poor documentation at Russian
nuclear storage sites, for example, materials could disap-
pear, and it is plausible that no one in authority would
know their status. Analysts thought that the problem was
easing in the mid-1990s, but in the late 1990s and into the
new century, instances of black-market smuggling seemed
to be onthe increase. Since 1993, the International Atomic
Energy Agency (IAEA) in Vienna, Austria, a watchdog
agency of the United Nations, has reported 411 cases of
trafficking in nuclear materials. While 18 cases involved
plutonium or weapons-grade uranium, most cases in-
volved low-level medical and industrial radioactive waste,
the kind used in dirty bombs. The first documented case of
stolen Russian nuclear materials occurred in 1992, when
an engineer at a nuclear research facility near Moscow
stole three pounds of weapons-grade uranium. Fortu-
nately, the case was resolved in almost comic fashion
when the engineer was accidentally swept up in an arrest
of a group of his neighbors suspected of theft from their
workplace, and the uranium was discovered. Other cases
have been more chilling. In 1994, Czech authorities searched
a car parked on a street in Prague and discovered 3
kilograms of enriched uranium that came from an engi-
neering institute near Moscow. Since 1999, three similar
cases have been reported in Paris and Germany and at the
Bulgarian-Romanian border.

An open question concerns the likelihood that an
actual weapon could be stolen. The former Soviet states,
including Russia, insist that no weapons have been stolen
or reported missing, despite numerous efforts on the part
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of terrorists and others to get their hands on one. Russian
officials say that they have been vigilant in breaking up
hundreds of plots to steal and smuggle nuclear materials
and weapons, but U.S. officials believe that al-Qaeda and
rogue states are always in the market for a nuclear bomb
and could eventually succeed in getting one. More fright-
ening is the prospect that poorly paid or unemployed
Russian nuclear scientists might be vulnerable to the
temptation to sell their know-how to terrorists or rogue
states. The Japanese doomsday cult Aum Shinrikyo and
the Taliban regime in Afghanistan tried, without success,
to recruit Russian nuclear scientists.

Most troublesome is the possibility that so-called
suitcase bombs—miniature nuclear devices weighing less
than a hundred pounds and small enough to fitinto a small
container—have gone missing from Russia. These bombs
could easily be smuggled into the United States or other
countries, where they would cause enormous death and
destruction. Indeed, in 1997 a former Russian general
made headlines when he claimed that several dozen such
Soviet-made bombs dating to the 1970s were unaccounted
for. While Russian authorities insist that no such bombs
ever existed, many Western analysts remain skeptical.
Even if suitcase bombs never existed, the threat remains
that small tactical nuclear weapons could be stolen or
sold. These weapons pose a high threat for two reasons
besides the relative ease with which they could be trans-
ported and hidden: one, they may lack safeguards that
would prevent unauthorized detonation; and two, they
have never been subject to arms-control treaty monitor-
ing and verification, so their locations and the security
surrounding them are difficult to assess.

Russian Nuclear Materials, Security Issues
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Sabotage is a deliberate act of destruction or work stop-
page intended to undermine the activities of a larger
entity, whether it is a business, government, or some
other organization. The practice of sabotage, which has
roots in the labor movements of the late nineteenth and
early twentieth centuries, gained military and political
application during the world wars and thereafter. It has
also been a part of covert operations, often undertaken by
agents provocateur.

There were isolated examples in earlier times, but
probably the first case of organized—albeit apparently
spontaneous—sabotage involved the Luddites of late eight-
eenth century England. Confronted by nascent industriali-
zation and eager to hold on to their jobs, the Luddites
destroyed labor-saving machinery. In 1910, striking French
railway workers destroyed wooden railway ties or shoes,
known as sabots, and from this act the word was coined.
Ironically, a concept associated with labor movements
was also used against organized labor by factory owners
who hired agents provocateurs, infiltrators whose aim
was to incite the local union to acts that would attract the
attention of police.

Sabotage is suspected in the September 2002 derailment of an express train on its way from Calcutta to New Delhi in the Indian state of Bihar, leaving one car
plunged into a river and two others dangling from a bridge. Fifty people died and 180 were injured. APWIDE WORLD PHOTOS.
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InWorld War |, the Germans allowed Bolshevik leader
V. I. Lenin to enter Russia through their territory, their
intention being to sabotage the Russian leadership and
pull the country out of the war—a gambit that succeeded.
Although the Axis powers attempted to use sabotage
against the United States, the most successful act of
sabotage in World War Il was the British and Norwegian
effort to destroy the Germans’ supply of heavy water, thus
dashing Hitler’s plans to build an atomic bomb.

During the postwar era, anticolonial movements in
what came to be known as the developing world often
used sabotage to remove Western influence. These acts
ranged from the passive resistance to British rule by
Indians under the leadership of Mohandas K. Gandhi, to
the destruction of railway lines by revolutionaries fighting
against the Portuguese in Angola and Mozambique. Com-
munist-backed groups often used sabotage, although in
Communist countries, any hint of real or imagined sabo-
tage directed against the ruling system met with swift and
severe punishment.
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Salafist Group for Call and
Combat (GSP()

The Salafist Group for Call and Combat (GSPC) splinter
faction that began in 1996 has eclipsed the Groupe
Islamique Armé (GIA or Armed Islamic Group). since
approximately 1998, and currently is assessed to be the
most effective remaining armed group inside Algeria. In
contrast to the GIA, the GSPC has gained popular support
through its pledge to avoid civilian attacks inside Algeria

(although, in fact, civilians have been attacked). Its adher-
ents abroad appear to have largely co-opted the external
networks of the GIA, active particularly throughout Europe,
Africa, and the Middle East .

Organization activities. The GSPC continues to conduct
operations aimed at government and military targets,
primarily in rural areas. Such operations include false
roadblocks and attacks against convoys transporting mili-
tary, police, or other government personnel. According to
press reporting, some GSPC members in Europe maintain
contacts with other North African extremists sympathetic
to al-Qaeda, a number of whom were implicated in terror-
ist plots during 2001.

Estimated organization strength and areas of operation.
Although exact number are not known, intelligence ana-
lysts estimate that there are probably several hundred to
several thousand GIA members operating inside Algeria .

GIA is supported by Algerian expatriates and GSPC
members abroad, many residing in Western Europe, who
provide financial and logistics support. In addition, the
Algerian Government has previously accused Iran and
Sudan of support of Algerian extremists.
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Salmonella and Salmonella
Food Poisoning

1 BRIAN HOYLE

Salmonella is the name of a group, or genus, of bacteria
that live in the intestinal tract of warm-blooded animals,
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including humans, as well as in cold-blooded animals
such as turtles. The name of the microbe comes from its
discoverer. In 1885, American veterinary scientist Daniel
Salmon isolated the first strain (Salmonella cholerasuis)
from the intestine of a pig.

Since his discovery, more than 2,300 different types
of Salmonella have been discovered. While many of these
can beinnocuousintheir normalintestinal environment, if
they infect another area of the body (i.e., a cut) or contami-
nate food, illness can result.

Salmonella food poisoning, salmonellosis, affects two
to four million Americans each year. The number of cases
has been increasing in recent years, due in part to the
increasing resistance of Salmonella to the antibiotics com-
monly used to treat the illness. It has been estimated by
the Centers for Disease Control and Prevention that the
economic cost of Salmonella food poisoning in the U.S.
alone is between five and 17 billion dollars annually.

This economic burden, increasing prevalence of Sal-
monella food-borne iliness, and the ease by which dis-
ease-causing strains of Salmonella could be acquired and
deliberately added to food supplies, have made Salmo-
nella one of the microorganisms that is regarded as being
a potential threat to national security.

Salmonella food poisoning results from the growth of
the bacterium in food. The rapid increase in the number of
bacteria in the intestinal tract overwhelms the defensive
capabilities of the host and produces the symptoms of
food poisoning. Symptoms include nausea, vomiting, ab-
dominal cramps, diarrhea, fever, and headache. Typically,
the symptoms last for a few days.

Prolonged diarrhea can be dangerous. The body loses
more fluids and salts than can be replaced, which can
threaten the health of various organs and tissues in the
body. In severe cases, especially in the young and the
elderly, the resulting shock can cause permanent damage.
As well, Salmonella can spread from the intestinal tract to
the bloodstream, leading to more widespread infections.

The food poisoning caused by Salmonella is one of
about ten bacterial causes of food poisoning. Other re-
sponsible bacteria include Staphylococcus aureus, Clos-
tridium perfringens, Vibrio parahaemolyticus, and spe-
cific strains of Escherichia coli.

A number of foods are especially susceptible to con-
tamination. Chicken carcasses and the outer surface of
eggs are frequently contaminated with Salmonella pres-
ent in the poultry feces. However, proper cooking will
destroy the bacteria. The bacteria can gain entry to eggs
through cracksinthe shell. If the egg or meatis prepared at
too low a temperature, the bacteria can survive and can
multiply during subsequent storage at room temperature,
or even at refrigeration temperature. Other targets for
contamination include cream-based desserts, milk and
dairy products, shrimp, salad dressing, cocoa, chocolate,

Salmonella and Salmonella Food Poisoning

and salad-type sandwich filling (such as tuna salad or
chicken salad).

An important route of contamination is the handling
of food by people who have not washed their hands
properly after using the bathroom. This “fecal to oral”
route of transmission can be prevented by hand washing,
and proper kitchen hygiene (e.g., cleaning cutting boards
after cutting raw poultry, storage of prepared foods in the
refrigerator).

The thousands of different strains of Salmonella are
also known as serotypes. These designations indicate that
the differences between the strains lie mainly in the chemi-
cally different composition of the outer surface of the
bacteria. The differences elicit different immune responses.
The immune response for a particular strain is characteris-
tic and can be useful in identifying the strain of Salmonella
that is causing the malady. Salmonella enteriditis is of
particular concern in food poisoning. This strain causes
gastroenteritis and other maladies.

Strains like Salmonella enteriditis can establish infec-
tion because they have components that contribute to the
infection. These components are classified as virulence
factors. One of these factors is called adhesin. An adhesin
functions in adhesion of the bacterium to a receptor on the
surface of a host cell. An example of an adhesin is the tube-
like structures called fimbriae that stick out from the sur-
face of the cell.

Another virulence factor is lipopolysaccharide (LPS
for short). LPS can help shield the surface of the bacterium
from host antibacterial compounds. A part of the LPS
called lipid A can cause a fever and a subcomponent of
lipid A called endotoxin is harmful to the host. Salmonella
also produces other toxins (e.g., enterotoxin). Because
these toxins remain inside the bacterial cell, the increased
number of bacteria that results from multiplication in the
contaminated food increases the amount of the toxin
ingested, and so increases the severity of symptoms.

The identification of Salmonella is not particularly
difficult. Well-known lab media of defined composition
exist, on which the bacteria grow and produce characteris-
tic colours. For example, Salmonella grows on bismuth
sulfide media and produces jet-black colonies, due to the
production of hydrogen sulfide.

Unfortunately, however, the accurate diagnosis of
Salmonella food poisoning usually comes after the fact, if
the illness is diagnosed at all.

A vaccine that blocks the adhesion of the bacteria to
the intestinal epithelial cells, which is a crucial part of the
infection, could conceivably be developed. However, even
if such a vaccine is possible, other vaccine needs that are
more pressing currently occupy dedicated research re-
sources. For the foreseeable future, the best strategy in
preventing Salmonella food poisoning will remain the
cooking of foods such as meat to the proper temperature
for a recommended time, the proper storage of prepared
foods, and good hygiene.
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1 K. LEE LERNER

Founded in 1949, Sandia National Laboratories, located in
New Mexico (with additional laboratory facilities in Cali-
fornia and Hawaii), is a government-owned facility man-
aged by Lockheed Martin corporation for the Department
of Energy (DOE). Sandia was originally managed by AT&T,
butin 1993 Lockheed Martin assumed managerial control.

Sandia scientists and engineers participate in pro-
jects and programs designed to ensure the safety of the
U.S. nuclear stockpile and maintain a high level of reliabil-
ity in aging weapons. Increasingly key to safeguarding the
nuclear stockpile is the development of high-speed virtual
simulation capabilities that are able to model the com-
plexities of the changes in weapons material as a function
of time. Sandia programs also support the development
of technologies and protocols that facilitate nonprolifera-
tion and secure control of nuclear materials (e.g., enhance
weapon and surveillance technologies). Specific programs
to enhance offsite monitoring include the advancement of
robotics systems capable of monitoring proliferation
activities.

Sandia supports programs seeking to assist Russia to
safely manage and control nuclear materials from dis-
mantled Soviet-era weapons systems.

Other less direct, but equally emphasized programs,
are designed to enhance U.S. national security by devel-
oping technologies to protect critical infrastructure—
especially energy production and delivery infrastructure.
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A specific aim of current Sandia projects involves poten-
tial integration of pulsed power technologies into de-
fense-related applications. Other programs related to
infrastructure protection are dedicated to extending the
protection levels of radiation-hardened microelectronics.

In an effortto combat emerging threats, Sandia scien-
tists and engineers are tasked with anticipating the need
for new defense options and for developing technology
capable of identifying (and neutralizing) biological and
chemical agents. One Sandia innovation, “Amazing foam,”
is a nonhazardous decontaminating foam capable of rap-
idly neutralizing both chemical and biological agents.

Another Sandia innovation, the “magic cube,” is ca-
pable of shaping a blast that blows a fragment-free hole in
steel. Such developments have broad application. Magic
cubes can be used to enhance low-invasive inspection of
steel encased materials or to blow a hole in steel beams
obstructing rescuers attempting to search through rubble
or reach victims of a building collapse.

Sandia also devotes research resources to advancing
techniques involved with hazardous material clean-up
and the safe decommissioning and dismantling of obso-
lete weapons. Scientists at Sandia National Laborato-
ries California collaborated with researchers at Lawrence
Berkeley National Laboratory and Lawrence Livermore
National Laboratory on the development of environmen-
tal remediation technologies useful in the cleanup of mili-
tary disposal sites (e.g., the nearby Alameda Naval Air
Station).

Sandia’s technology transfer programs (where facets
of defense related research are released and shared with
private industry) are designed to increase United States’
global economic competitiveness. The transfer is a bilat-
eral arrangement that also allows industry input in de-
fense design schemes. Other public programs sponsored
by Sandia include educational outreach programs de-
signed to foster excellence in scientific curricula and
teaching.

Sandia scientists and engineers are highly involved in
nuclear weapons production. Sandia designs and engi-
neering integration impact and more than 6,300 parts of
the estimated 6,500 components of modern nuclear weap-
ons. Other programs designed to enhance national secu-
rity includse highly specialized and sophisticated model-
ing and testing facilities that allow Sandia scientists to test
updates to weapons systems without actual nuclear test-
ing. Failsafe technologies—devoted to preventing acci-
dental nuclear detonation—include sophisticated arming
and firing systems (e.g., the MC2912 arming system util-
ized on the W76/Mk4 nuclear warhead).

Sandia’s sensory technology programs are designed
to detect nuclear materials as well as chemical and bio-
logical weapons agents.

Scientists at LBL, Lawrence Livermore National Labo-
ratory (LLNL), and Sandia National Laboratories California
have also collaborated on the development of environ-
mental remediation technologies useful in the cleanup of
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A Sandia National Laboratories researcher speaks by phone with someone inside an early model of the ultra-clean room invented in 1962. Sandia is also
responsible for about 98 percent of the 6,000 non-nuclear parts in nuclear weapons. AP/WIDE WORLD PHOTOS.

military disposal sites (e.g., the nearby Alameda Naval Air
Station).

In April 2003, Sandia scientists reported that they had
achieved controlled thermonuclear fusion in a pulsed
power source. If ultimately reproduced and verified, the
process, and other competing approaches to controlled
fusion, holds the promise of nearly unlimited clean power
generation. Unlike fission reactions, fusion based energy
technology would not produce long-lived radioactive waste.

Instead of using magnetic containment to compress
hydrogen and thereby achieve temperatures hot enough
for fusion to occur, Sandia scientists used pulsed releases
of current to achieve a rapid series of limited micro fusion
reactions. Using an improved and more powerful Z accel-
erator, high current is induced in a tungsten wire cage
surrounding a 2 mm plastic capsule containing deuterium
(a heavier isotope of hydrogen). The tungsten cage is
vaporized, but the short-lived current impulse generated
in the wires creates a powerful magnetic pulse and shock-
wave of superheated tungsten that creates an intense x-
ray source that, along with the shockwave compresses

and heats the hydrogen to more than 20 million degrees
Fahrenheit (more than 11 million degrees Celsius) to in-
duce fusion.

The Sandia reaction process contrasts with another
promising approach undertaken at the Lawrence Liver-
more National Laboratory (LLNL) that seeks to initiate
fusion reactions by shining high-energy lasers on hydro-
gen globules. The LLNL approach will be further explored
at the National Ignition Facility.
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1 JULI BERWALD

Sarin gas (O-Isopropyl methylphosphonofluoridate), also
called GB, is one of the most dangerous and toxic chemi-
cals known. It belongs to a class of chemical weapons
known as nerve agents, all of which are organophosphates.

P

The G nerve agents, including tabun, sarin and soman, are
all extremely toxic, but not very persistent in the environ-
ment. Pure sarin is a colorless and odorless gas, and since
itis extremely volatile, and can spread quickly through the
air. A lethal dose of sarin is about 0.5 milligrams; it is
approximately 500 times more deadly than cyanide.

History and global production of sarin. Sarin was first
synthesized in 1938 by a group of German scientists
researching new pesticides. Its name is derived from the
names of the chemists involved in its creation: Schrader,
Ambros, Rudriger, and van der Linde. A pilot plant to
study the use of sarin was built in Dyernfurth. Although
they produced between 500 kg and 10 tons of sarin, the
German government decided not to use chemical weap-
ons in artillery during World War Il. The Soviet army
captured the plant at Dyernfurth at the end of the war and
resumed production of sarin in 1946. The Russian govern-
ment currently has about 11,700 tons of sarin.

Between about 1950 and 1956, the United States
produced sarin. It is estimated to have stockpiles totaling
5,000 tons of the nerve agent stored in different parts of
the country. Several other countries including Syria, Egypt,

Subway passengers affected by sarin gas planted in central Tokyo subways are carried to the hospital in March 1995. Years after the Aum Shinri cult’s terrorist
attack in which 11 people were killed and thousands were injured, many victims still suffer physical symptoms from the gas. ApwIDE WORLD PHOTOS.
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Iran, Libya, North Korea, and Iraq have confirmed or
suspects stocks of sarin.

Sarinas a Wedpon. Iraq produced sarin between 1984 and
1985, when weapons inspectors were ordered to leave the
country. Prior to Operation Iraqi Freedom, Iraq had admit-
ted to once having at least 790 tons of the nerve agent.
In 1987 and 1988, the United Nations confirmed that
Irag used a combination of organo-phosphorous nerve
agents against Kurds in northern Iraq. It is estimated that
5,000 people were killed and 65,000 others were wounded
in these attacks. There was also extreme environmen-
tal damage.

On March 20, 1995, the Aum Shinrikyo doomsday cult
released the nerve agent sarin in a Tokyo subway. This
incident killed 11 and injured more than 5,500 people.
Members of the cult left soft drink containers and lunch
boxes filled with the toxin on the floor of subway trains.
They punctured the containers with umbrellas just as they
exited the cars. The attack was timed for rush hour, so as
to affect as many people as possible. Because the sarin
was of low quality and the affected cars were quickly
sealed once the sarin was detected, the magnitude of the
attack was suppressed.

Sarin P0isoning. Like other organophosphate nerve agents,
sarin inhibits the break down of the enzyme acetyl-
cholinesterase. Under normal conditions, this enzyme
hydrolyzes the neurotransmitter acetylcholine. When sarin
is present, the build up of acetyl-cholinesterase results in
the accumulation of excessive concentrations of acetyl-
choline in nerve synapses. This overstimulates parasym-
pathetic nerves in the smooth muscle of the eyes, respira-
tory tract, gastrointestinal tract, sweat glands, cardiac
muscles, and blood vessels.

After exposure to sarin, symptoms begin within min-
utes. If a person survives for a few hours after exposure,
he or she will likely recover from the poisoning. The first
symptoms of sarin poisoning include a runny nose, blurred
vision, sweating, and muscle twitches. Longer exposures
resultin tightness of the chest, headache, cramps, nausea,
vomiting, involuntary defecation and urination, convul-
sions, coma, and respiratory arrest.

Atropine acts an antidote for nerve agent, including
sarin. Atropine binds to one type of acetylcholine receptor
onthe post-synaptic nerve. A second antidote is pralidoxime
iodide (PAM), which blocks sarin from binding to any free
acetyl-cholinesterase. Both should be administered as
soon as possible following exposure to the toxin. Diazapam
can also be used to prevent seizures and convulsions.
Soldiers fighting in regions where chemical weapons are
likely to be deployed are now equipped with a Mark |
antidote kit containing both atropine and PAM.

Satellite Technology Exports to the People’s Republic of China
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Satellite Technology Elﬁﬁﬁfi\s“
to the People”s Republic of
China (PRC)

1 JUDSON KNIGHT

The issue of satellite technology exports from the United
States to the People’s Republic of China (PRC) mirrored
larger concerns over Chinese espionage that surfaced in
the late 1990s. In the case of satellite technology sales,
however, United States companies and even some sec-
tors of the federal government favored at least some
degree of technology transfer, if only to maintain good
relations between the two countries. This was particularly
the case after September 11,2001, as President George W.
Bush sought to establish stronger ties with the Chinese in
the fight against terrorism. Still, questions remained re-
garding the advisability of some such transfers, as well as
the legality of transfers that had taken place in the mid-
1990s and later.

Hlleqah’uns in the 1990s. During the administration of
President William J. Clinton, a number of critics charged
that the president had been involved in a scheme to
channel funds from the PRC to the Democratic National
Committee. Clinton’s defenders dismissed the criticism as
a partisan attack from the far Right, and while most of the
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Satellite Technology Exports to the People’s Republic of China

critics were conservatives, not all of them could be dis-
missed as extremists. An example was the respected
columnist William Safire, who wrote in the New York
Times on May 18, 1998, that “A president hungry for
money to finance his re-election overruled the Pentagon;
he sold to a Chinese military intelligence front the technol-
ogy that defense experts argued would give Beijing the
capacity to blind our spy satellites and launch a sneak
attack.” Complicit Democrats in the Senate, Safire and
others charged, had blocked efforts to investigate the
illegal transfer of technology.

One particular point of contention was the fact that
Clinton had given the Department of Commerce increased
jurisdiction over satellite technology transfers. This was
significant in light of allegations that a Commerce official,
John Huang, had ties to the Chinese. The sale of satellite
communications technology to China had first been per-
mitted by President Ronald Reagan, who in September
1988 negotiated a bilateral agreement with the PRC to
ensure that no missile or satellite technology was trans-
ferred. Over the next four years, the State Department
licensed all communications satellites, but as a result of a
review conducted by the administration of President George
Bush in 1990, licensing jurisdiction for purely commercial
satellites was transferred to Commerce. Franklin C. Miller,
Principal Assistant Secretary of Defense for Strategy and
Threat Reduction, testified before the Senate Committee
on Commerce, Science, and Transportation in September
1998, that Defense had supported this act because it “was
accompanied by several changes in procedures that pro-
tect Department of Defense’s ability to ensure that trans-
fers are consistent with U.S. national security.”

Despite this testimony, Henry Sokolski of the Nonpro-
liferation Policy Education Center maintained that Clinton
had gone much further than his predecessors. In testi-
mony before a joint hearing of the House International
Relations Committee and the House National Security
Committee in June 1998, he maintained that “this shift
has eliminated systematic government monitoring of
prelaunch conversations between U.S. contractors and
Chinese space firms and, according to the General Ac-
counting Office, marginalized the previously important
licensing input of the Defense Department.” As though to
underscore Sokolski’s point, it was later revealed that in
1996, Loral Space & Communications Corporation had
forwarded a report on a Chinese rocket to the Chinese
government without first obtaining State Department clear-
ance, a situation that led to a grand jury investigation.

A Cl’lﬂﬂ[]E of course in the 2000s. A concern similar to that
involving Loral erupted in late 2002, when the State Depart-
ment accused Hughes Electronic Corporation of providing
the Chinese with key information to assist them in deter-
mining why their rockets tended to fail soon after launch.
The incident had occurred in the 1990s, according to the
State Department—in other words, at the high point of
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concerns over the transfer of sensitive satellite technology
to the PRC. Although the State Department threatened
fines of up to $60 million, by the time the charges came to
light, the situation with regard to satellite technology
transfers to the PRC had changed.

This change did not so much involve security as it did
commerce—specifically, an increased demand by U.S.
aerospace companies to relax restrictions on transfers.
The change created some strange political bedfellows:
joining fellow California representative Howard L. Berman, a
Democrat, in putting forward the proposal was Dana
Rohrbacher, a Republican who had opposed the Clin-
ton-era transfer of licensing authority to Commerce. Yet,
in 2001, Rohrbacher—whose constituency, like that of
Berman, had a strong aerospace presence—supported
the very measure he had condemned three years earlier.
Just as Berman and Rohrbacher constituted a bipartisan
team, they found themselves opposed from both sides of
the aisle. Not only Republican senators Jesse Helms and
Richard Shelby, but also Democratic representative Tom
Lantos of California, maintained that the move posed
security risks.

By that time, however, the tides had shifted, and the
move to increase sales of satellite technology to China
gained momentum. In April 2002 the State Department
loosened rules on export of scientific satellite projects to
the PRC. Six months later, as Chinese head of state Jiang
Zemin met with President George W. Bush at the latter’s
ranch in Texas, the two discussed the possibility of easing
bans on the transfer of satellite technology, provided
China reduced its sales of missile technology to third
parties. The leaders did not reach an agreement, however,
and debate continued. On March 28, 2003, during the U.S.
military effort against Iraq, a missile fired by the Iraqis hita
shopping mall in Kuwait, a country aligned with the United
States in the war. The weapon was a modified Chinese-
made Silkworm rocket.
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Satellites, Non-Governmental
High Resolution

1 WILLIAM C. HANEBERG

Satellite imagery at resolutions useful for military and
intelligence purposes has historically been available only
from satellites developed, launched, and operated by gov-
ernments. As a result, access to and dissemination of the
high-resolution satellite images was tightly controlled in
the interest of national security. Since 1999, however,
commercial satellites have made high-resolution images
publicly available at a relatively low cost. In the United
States, the Land Remote Sensing Policy Act of 1992, which
was motivated in part by Russian willingness to sell de-
classified 2 m resolution military satellite imagery in the
early 1990s, provided the legal foundation for private
ownership of American remote sensing satellites. In 1994,
the Clinton administration issued guidelines for the licens-
ing of commercial remote sensing satellite operations.

The resolution of an image is the size of the smallest
object that can be depicted, and the best images currently
available from commercial satellites have resolutions rang-
ing from 50 cm to 1 m. Imagery from the most recent
intelligence satellites launched by the United States gov-
ernment, in contrast, is believed to have a resolution of
about 2 cm. No images with this resolution, however,
have been released to the public. Although there is no
universally accepted definition of “high resolution,” in
part because its meaning changes as technology improves,
at the time this article was written it was generally under-
stood to mean resolutions of 2 m or less.

IKONOS, named after the Greek word for “image,”
was the first commercial satellite to provide images with 1
m resolution. Its products include 1 m panchromatic (black
and white) and true color images in addition to 4 m
multispectral imagery. Following a sun-synchronous orbit
680 km above Earth’s surface, IKONOS passes over any
given longitude at about 10:30 a.m. local time each day
and revisits any given geographic location every three
days. Space Imaging, the company that operates IKONOS

Satellites, Non-Governmental High Resolution

A satellite image showing the Yongbyon nuclear facility in North Korea
taken in 2002. According to the Institute for Science and International
Security (ISIS), significant facilities in the image include a five-megawatt
reactor and cooling tower, and a spent fuel storage building in the bottom
of the site near the river. APWIDE WORLD PHOTOS.

was founded by a consortium of firms from the United
States, Japan, and South Korea. The satellite was launched
in August 1999 after the first version was destroyed when
its launch vehicle malfunctioned and crashed the previ-
ous spring.

Developed by an international consortium of compa-
nies based in Cyprus and known as ImageSat International
(IS1), the EROS A1 satellite was built largely in Israel and
launched in 2001 from a Russian facility in Siberia. It was
the first high-resolution commercial satellite developed
outside of the United States. The EROS A1 camera, which
can provide 1.8 m resolution panchromatic images, is
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A view of the port and downtown areas of Abu Dhabi made by the QuickBird satellite provided by DigitalGlobe. QuickBird snaps some of the most detailed
satellite images available to the public. APWIDE WORLD PHOTOS.

based on technology originally developed for Israeli intel-
ligence satellites. The successor the EROS A1, known as
the EROS B1, is scheduled for launch in late 2004 and is
expected to produce both panchromatic and multi-spec-
tral color imagery with 0.87 m resolution.

The highest resolution commercial imaging satellite
currently in operation is QuickBird, operated by the Colo-
rado-based firm Digital Globe, which follows a sun-syn-
chronous orbit 450 km above Earth. The first QuickBird
was lost in space after a late 2000 launch from a Russian
facility in Siberia. A replacement was successfully launched
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from Vandenberg Air Force Base, California, atop a Delta
Il launch vehicle in late 2001. QuickBird supplies 0.62
m resolution panchromatic images and 2.4 resolution
multispectral color images.

Proponents of commercial high-resolution imaging
satellites argue that their images will be useful for a
variety of civil work that includes infrastructure monitor-
ing, natural disaster recovery, endangered species habitat
identification and monitoring, and natural resource explo-
ration. Commercially available high-resolution images can
also be used to monitor troop and equipment movement,

Encyclopedia of Espionage, Intelligence, and Security




observe construction activity, identify targets in inaccessi-
ble areas, and remotely assess battle damage. This has led
the United States government to prohibit its licensees
from obtaining or selling high-resolution imagery of Israeli
territory in response to concerns raised by the govern-
ment of Israel. It also reserves the right to restrict opera-
tions during times of national security emergencies. These
restrictions do not apply, however, to commercial satel-
lites operated by companies outside of the United States.
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1 LARRY GILMAN

Spy satellites are robotic observational platforms that
orbit the Earth in order to image its surface and to record
radio signals for military and political purposes. They
transmit their data to Earth, where it is interpreted by
specialists in centralized, secretive facilities such as the
U.S. National Photographic Interpretation Center in Wash-
ington, D.C. Spy satellites have been essential not only to
military operations and the formation of national policy
but to the verification of arms control treaties such as
SALT |, SALT Il, and the Comprehensive Test Ban Treaty.

Hundreds of spy satellites have been launched since
1960, when the U.S. lofted its first. The four basic types of
spy satellite are: (1) photoreconnaissance systems that

Satellites, Spy

Israel launched the Ofek-5 spy satellite at a coastal air force base south
of Tel Aviv in 2002 to exted its ability to monitor developments in the
region. AP/WIDE WORLD PHOTOS.

take pictures in visible and infrared light, (2) infrared
telescopes designed to detect missile launches, (3) radars
that image sea or land even through cloud cover and in
darkness, and (4) signals intelligence (SIGINT) satellites
(also termed “ferrets”), which are optimized either for
characterizing ground-based radar systems or for eaves-
dropping on communications. Sometimes photorecon-
naissance and SIGINT functions are combined in single,
massive platforms such as the U.S. Keyhole-series satellites.

Although a number of nations have launched spy
satellites, the U.S. and the Soviet Union are responsible
for by far the greatest number. The Russian Federation,
which inherited most of the Soviet Union’s space system
after 1991, has been unable to afford the cost of ade-
quately updating its spy satellite network. In contrast, the
U.S. has continued to deploy ever-more-sophisticated sys-
tems in a steady stream. Thus, the majority of spy satel-
lites in orbit today, including all the most capable units,
are U.S.-owned. Although the precise technical capabili-
ties (and in many cases even the basic missions and
orbits) of U.S. spy satellites are secret, itis thought that the
best U.S. visible-light spy satellites are capable, given
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clear skies, of imaging surface features only a few centi-
meters across. A modern U.S. spy satellite can, given clear
skies and a good viewing angle, probably read a license
plate from space.

Early U.5. Spy Safellites: Corona,
MIDAS, SAMOS

The U.S. began developing spy satellites in the mid-1950s,
years before it had a rocket capable of placing anything in
orbit. As early as 1946, RAND (short for the RAND or
Research and Development Corporations, a think tank
created by Douglas Aircraft Co. that was influential through-
outthe Cold War) had produced a report entitled “Prelimi-
nary Design of an Experimental World-Circling Space-
ship.” The usefulness of such systems was obvious long
before they were buildable, for military forces had been
seeking higher vantage points from which to observe the
enemy ever since the U.S. Civil War, when the Union
experimented with tethered observation balloons over-
looking Confederate positions. In the early twentieth cen-
tury, reconnaissance blossomed when photographic film
replaced cumbersome glass plates and cameras were
borne aloft on aircraft. So effective is aerial photography
that it is still used today; the U.S., for example, continues
to employ its high-altitude U-2 and SR-71 Blackbird air-
craft, early versions of which it developed in the 1950s
and 1960s.

However, spy planes have limitations. Even the high-
est-flying airplane cannot fly above the atmosphere, and
cantherefore, view only alimited amount of ground at any
one time. Even at four times the speed of sound (the
approximate top speed of an SR-71), this is a severe
disadvantage when trying to surveil a country as large as
China or Russia. Nor can planes be kept aloft indefinitely;
they must be sent out at intervals. They must also be
piloted, putting crew members at risk of death or capture.
This was illustrated most famously in 1960, when CIA pilot
Gary Powers was shot down while flying a U-2 spy plane
over the Soviet Union and tried for espionage. (In recent
years, robotic aircraft have been employed for some short-
range aerial reconnaissance.) Finally, spy planes are in-
trinsically illegal in time of peace—they must violate na-
tional airspace to do their job—and therefore, a political
liability.

Spy satellites overcome all the limitations of spy
planes. A network of three geosynchronous satellites can,
in contrast to the occasional glimpses provided by spy
planes, keep the entire world in view at all times. (A
geosynchronous satellite orbits 22,160 mi [35,663 km]
above the equator in the direction of the Earth’s rotation,
matching its movement with the Earth’s surface so that it
appears to hover at a fixed point in the sky.) A network of
lower-altitude satellites in polar orbits (i.e., circling at right
angles to the equator, over the poles) can, by combining
their smaller fields of view, do the same. Also, satellites
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are at an altitude too high to be easily shot down, though
the U.S. and Russia have developed anti-satellite weap-
ons in case they should ever wish to do so. Finally, satel-
lites are legal: they do not violate national airspace. This
legal point was not always universally acknowledged;
for a few months in 1960 the Soviet Union complained
that U.S. spy satellites were violating its airspace, which,
it said, extended upward indefinitely from its territory.
It dropped this argument when it began launching its
own spy satellites in October, several months after the
United States.

The U.S. Air Force and Central Intelligence Agency
(CIA) were early advocates of satellite surveillance. (“Sur-
veillance,” strictly speaking, refers to the passive, ongoing
observation of some area to scan for activities or changes
of interest, while “reconnaissance” refers to the active
seeking of specific information at a particular time; how-
ever, the word “surveillance” is often used to cover both
activities.) A detailed study released by RAND in 1954
suggested two basic methods for returning imagery to
Earth from an orbiting platform: (1) television pictures
scanned from photographic film on board a spacecraft
and beamed to Earth, and (2) return of the film itself to
Earth in a reentry vehicle. The Air Force decided to de-
velop the first option, arguing that retrieving film from
space would be time-consuming and unreliable; the CIA
decided to develop the second, reasoning that TV technol-
ogy was still too crude to give sufficiently high-resolution
pictures.

Squabbling between the Air Force and CIA, both
jockeying for control of U.S. space surveillance resources,
eventually moved President Dwight Eisenhower to create
the National Reconnaissance Office (NRO) on August 25,
1960. Then NRO (officially secret until the early 1990s) is
staffed by personnel from the Air Force, CIA, and other
government agencies and is charged with overseeing the
United States’s space-surveillance programs. Under the
NRO's guidance, three major spy-satellite programs went
ahead in the early 1960s, one directed by the CIA and two
by the Air Force.

The CIA’s system, code-named Corona, took high-
resolution photographic negatives with orbiting telescopic
cameras and then dropped them to the Earth. The first 12
attempts to achieve orbit or return film all failed, but
starting with Corona 13 in August, 1960, Corona began to
fulfill its promise. A long series of Corona satellites were
launched, orbited over the Soviet Union, and returned
their exposed film in reentry capsules. Each capsule de-
ployed a parachute after it had killed most of its velocity by
friction with the atmosphere, and was then hooked from
the air by a propeller-driven JC-130B aircraft flying at
about 150 miles per hour (242 km/hr). The Corona satel-
lites returned excellent images, with later models prob-
ably achieving a resolution of about 1 foot (.3 m). One of
Corona’s first achievements was to debunk the Air Force’s
claims that a huge “missile gap” existed in the early 1960s
between the Soviet Union and the U.S.—that is, that the
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Soviets many more ICBMs (intercontinental ballistic mis-
siles) than the U.S. In fact, as Corona showed, the Soviets
actually had far fewer missiles than the U.S. at that time.

Because each Corona satellite had a limited film sup-
ply, it remained in orbit only for hours or a few days,
requiring that a new Corona be launched each time a new
set of photographs was desired. Corona, therefore, did not
keep the Soviet Union under constant surveillance, but
instead ran a series of reconnaissance missions with spe-
cific goals. Over 120 Corona satellites were flown before
being replaced in the early 1970s by the larger and more
sophisticated film-return satellite known as KH-9 HEXA-
GON (or “Big Bird"”).

The two spy-satellite programs pursued by the U.S.
Air Force in the early 1960s were SAMOS (Satellite and
Missile Observation System) and MIDAS (Missile Alarm
Defense System). SAMOS satellites took pictures on film,
developed the film in orbit, and transmitted TV scans of
the pictures to Earth. Because the TV pictures were much
blurrier than the film, SAMOS had low resolution even for
its day (5-20 feet), and some authorities (e.g., Herbert
Scoville, Jr. [1915-1985], arms-control expert and one-
time CIA analyst) have claimed that SAMOS never pro-
duced useful data. It was not until the 1970s, with the
launch of the KH-11 spy satellite (discussed further be-
low), that radio return of data from orbit was to provide
images as good as those available directly from film. The
first successful SAMOS launch was on January 31, 1961;
26 more SAMOS satellites were launched between then
and November 27, 1963, when the program ended.

Meanwhile, the Soviet Union was launching its own
series of low-orbit photoreconnaissance satellites, the
Cosmos platforms. Like Corona, the Cosmos satellites
were film-return missions—a technique that the Soviet
Union (and, later, the Russian Federation) would continue
to use until 2000, when the Enisei satellite, designed to
return high-resolution digital images in real time like the
United States’s KH-11 and KH-12 satellites, was launched.
The Cosmos were modified Vostok capsules originally
designed to carry cosmonauts, rather than specialized
platforms. (Later, the Soviets would also modify their
larger Soyuz capsules for use as robotic spy satellites).
Use of Vostok capsules had the advantage that the Soviets
did not have to invent a separate film-return system,
having already developed techniques for landing Vostok
capsules by parachute.

Corona, SAMOS, and Cosmos followed polar orbits
at altitudes of about 150 miles, circling Earth every 90
minutes or so. (Satellites at lower altitudes get a closer
view but encounter atmospheric drag that shortens their
lifetimes, eventually burning them up like meteors; spy
satellites have been orbited as low as 76 miles, but they
did not last long.) A polar-orbiting photoreconnaissance
satellite views a limited portion of the surface at any one
time, although its field of view moves rapidly over the
Earth as the satellite speeds through space. MIDAS, the
U.S. Air Force’s other early spy-satellite project, was dif-
ferent. Each MIDAS satellite was stationed at a much
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altitudes (e.g., 2170 mi [3500 km]), from which it could see
most or all of the Soviet Union at any moment. The MIDAS
satellites were designed not to take visible-light images of
the Earth, but to observe it in the infrared band of the
electromagnetic spectrum. The goal was to detect the heat
radiation (infrared light) given off by missile and rocket
launches; MIDAS could radio warning of an attack to Earth
long before ground-based radars could detect approach-
ing missiles. Twelve attempts to orbit MIDAS satellites
were made between February, 1960, and October, 1966.
Most failed, but experience with MIDAS made possible its
successor, the Defense Support Program (DSP) system of
geosynchronous infrared early-warning satellites.

Defense Support Program

The first DSP early-warning satellite was launched in 1970,
the nineteenth in 1999. Unlike their predecessors, the
MIDAS satellites, DSP satellites are deployed to geosyn-
chronous orbits. Five are usually in operation at any one
time: the three newest are used to observe parts of the
Earth deemed most likely to be missile launch sites (e.g.,
Russia), while the two oldest are used both to observe
less-critical areas and as backups for the first three. When
a new DSP satellite is launched, the most obsolete of the
five already in orbit is nudged by its rockets to a higher
orbit in order to avoid cluttering the geosynchronous
altitude.

DSP satellites combine high resolution with wide-
area coverage by a mechanical trick. The field-of-view of a
DSP satellite’s telescope is much smaller than the disk of
the Earth, but the telescope is mounted at an slight angle
to the long axis of the satellite, which is caused to spin at
.175 revolutions per second. The working satellite thus
resembles a rolling bottle with an off-angle straw protrud-
ing from its mouth, where the straw corresponds to the
telescope and is pointed toward Earth. The telescope’s
field of view is wobbled systematically over a larger area
of the Earth than it would view if the satellite were stationary.

The data collected by DSP satellites are compressed
by on-board computers and then transmitted to a data-
collection station at Nurrungar, Australia, where they are
analyzed in real time. This system underwent an unplanned
but crucial test in 1979, when a computer tape simulating
an all-out Soviet nuclear attack was mistakenly fed into the
early-warning system of the U.S. Strategic Air Command’s
control centerin Colorado. Controllers assumed that a real
attack was occurring, and U.S. ballistic-missile crews pre-
pared to launch in retaliation. War was averted because
U.S. leaders took the precautionary step of viewing real-
time date from the DSP satellite system, which showed
that no launches had actually occurred in the Soviet Union.

The Soviet Union, although always lagging the U.S.
technologically, has also deployed infrared early-warning
satellites. By the early 1990s, it had several “Prognoz”
satellites in geosynchronous orbits doing the same job as
the United States’s DSP satellites. It also had a collection
of nine “Oko” (Russian for “eye”) satellites, also infrared
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early-warning platforms, in elliptical (off-center) orbits.
The latter were designed to observe the missile fields of
the continental U.S. at a grazing angle. The advantage of
such a view for early warning is that U.S. missiles would,
within seconds of liftoff, be silhouetted against the black-
ness of space, making them easier to detect. Today, only
one Prognoz early-warning infrared satellite remains op-
erational. To decrease the likelihood of a Russian ballistic-
missile launch due to flawed or inadequate information,
some experts have proposed that the U.S. and Russia set
up a joint early-warning center where the U.S. would
share its DSP data with Russian observers.

Keyhole. Since March, 1962, all U.S. photographic intelli-
gence satellites and aircraft have been managed underthe
program name “Keyhole.” Keyhole satellite designs are
given Keyhole numbers; SAMOS and Corona were retro-
spectively labeled KH-1 and KH-4. (There seems not to
have been a KH-2 or KH-3.)

A dozen Keyhole satellite designs have been orbited
to date, each generation containing a significant improve-
ment over its predecessor. In the days when each satellite
(whether a “bucket dropper”—film-return—type or TV-
scanning type) carried a finite supply of photographic film,
satellite lifespans were short and large numbers of each
type were launched. For example, 46 copies of the KH-5
satellite (the immediate successor to the Air Force's
SAMOS) were launched from 1963 to 1967. Thirty-six
copies of Corona’s successor, the KH-6, were orbited
during the same period. The two satellite types were used
in conjunction; low-resolution, wide-area images from a
KH-5 would be used to identify targets for high-resolution,
“close-look” reconnaissance by a KH-6.

The next close-look satellite, the KH-8 (still a bucket-
dropper), was the first spy satellite to examine bands of
the electromagnetic spectrum other than the visual-light
band. Since the KH-8, all Keyhole satellites have examined
light in several narrow bands in the visible and infrared
parts of the spectrum. This is done in order to extract
maximum information about ground features. A different
lens must be used for each wavelength, as a single lens
cannot focus all wavelengths simultaneously. This adds to
the complexity and cost of each satellite, but increases its
usefulness greatly.

The most famous Keyhole satellite type is the KH-11,
the primary U.S. orbital imaging platform from 1976 to
1992 (when it was succeeded by the KH-12, still in service
today). The KH-11 finally achieved the ambition of SAMOS’s
designers: to return film-quality images from orbit elec-
tronically, without bucket-dropping. The invention of the
charge-coupled device (CCD) in 1970 was key to this
advance, and has transformed astronomy as well. A CCD
is a microchip (i.e., a thin rectangle consisting mostly of
silicon or another semiconductor, >.5 in?); one side of the
chip is an array of thousands of microscopic electronic
devices that record photon impacts as electrical charges.
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(A photon is the minimum unit of light.) Placing a CCD in
the focal plane of a telescope and periodically reading off
the contents of its array of photon sensors produces a
digital image record. The CCD is thus the equivalent of the
film in a conventional camera, with the difference that a
CCD can be re-used indefinitely.

The image information from a CCD is stored in digital
form. Digital information, unlike the analog TV signals
from the original SAMOS, is easy to encrypt and to trans-
mit without loss of quality. Furthermore, the abandon-
ment of bucket-dropping meant that spy satellites could
remain in orbit for years rather than weeks. This, in turn,
has made it feasible to invest more money in each satel-
lite, making it more complex and capable. (A modern KH
satellite costs about a billion dollars.) SIGINT antennas
were added to KH-11s as the series progressed, to eaves-
drop on communications.

KH-11 and KH-12 satellites are also highly maneuver-
able. A KH-12 satellite carries some seven tons of hydrazine
fuel with which to maintain its orbital altitude against
atmospheric drag or to change its orbit in order to better
view specific parts of the Earth.

SIGINT and ferrefs. Signals intelligence (SIGINT) is di-
vided into three sub-fields: communications intelligence
(COMINT, the interception of messages), electronics intel-
ligence (ELINT, the gathering of information about radar,
radar jammers, and the like), and telemetry intelligence
(TELINT).

TELINT is in fact a special type of COMINT. Telemetry
is data about physical quantities measured by automatic
devices, often embedded in missiles, spacecraft, or air-
craft. When a new ballistic missile is tested, say by China, it
radios a complex telemetry stream to the ground from the
moment of its launch until it crashes or explodes. The
telemetry stream is intended to show the missile’s design-
ers exactly how the new machine is performing and, if it
fails, what components caused the failure. (As a famous
unclassified example, analysis of routinely-recorded te-
lemetry from the space shuttle Columbia was essential to
understanding the causes of that spacecraft’s explosion
during reentry in 2003.) The telemetry—once decoded, a
task accomplished by the U.S. National Security Agency
(NSA) or a foreign equivalent—also reveals the detailed
mechanics of the missile to TELINT eavesdroppers: fuel
consumption, acceleration, guidance, and the like.

TELINT and COMINT collection are the primary mis-
sions of the U.S. Rhyolite series of satellites (also termed
Aquacade), the first of which was launched in 1973. The
Rhyolites are also thought to collect some ELINT (radar
mapping data). Rhyolites must observe the Earth continu-
ously in order to eavesdrop effectively on communica-
tions sessions, which usually last more than the few
minutes that a fast-moving, low-altitude satellite is in
range, and on telemetry from missile tests, which take
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place at unpredictable times. They are therefore parked in
geosynchronous orbits. Once in orbit, a Rhyolite unfolds a
dish-shaped receiving antenna approximately 70 feet (21
m) across and begins listening. From its altitude of over
22,000 miles (35,400 km), a Rhyolite can pick up walkie-
talkie conversations on Earth—and perhaps even weaker
signals.

Other large, geosynchronous SIGINT satellites have
been orbited by the U.S., with missions similar to Rhyolite’s.
Also, as mentioned above, the KH-11 and KH-12 series
satellites have carried SIGINT as well as photoreconnais-
sance equipment. There is little that is transmitted elec-
tronically that cannot be intercepted by the United States’s
SIGINT satellites. The Soviet Union also launched numer-
ous SIGINT satellites, emphasizing continuous coverage
of the oceans and of North Atlantic Treaty Organization
(NATO) countries by networks of low-orbiting satellites
rather than by fewer, more sensitive satellites in geosyn-
chronous orbits. Like other spy-satellite assets inherited
by the Russian Federation from the Soviet Union, these
SIGINT resources have degraded steadily, with many sat-
ellites falling out of service without replacement.

Animportant class of SIGINT satellites is dedicated to
characterizing on-the-ground radar systems, including ear-
ly-warning, missile-tracking, naval, civil, and other radars.
Because radar systems are designed to radiate large
amounts of electromagnetic energy, their detection is
straightforward compared to the gathering of COMINT,
and relatively small, cheap satellites suffice. Satellites or
aircraft that specialize in characterizing enemy radars are
termed “ferrets.” Many ferrets have been launched since
the first U.S. ferret in May 1962; some experts estimate
that SIGINT satellites, including ferrets, are about four
times as numerous as photoreconnaissance satellites. At
least eight U.S. ferrets are orbiting the Earth at any one
time, many in geosynchronous orbits or in highly elliptical
orbits. The advantage of an elliptical orbit for ferreting is
that when the satellite is near its apogee (i.e., when it is
farthest from the Earth), its velocity is very low. By posi-
tioning the orbit so that its apogee is above an area of
interest, Siberia, for example, the satellite can be made to
“hang” for hours above that area, gathering continuous
data. At the same time, elliptical orbits do not require as
much energy to achieve as geosynchronous orbits, and so
are cheaper.

Radar Satellites. Both the U.S. and the Soviet Union have
launched satellites that map the Earth and track ships at
sea using radar. Radar satellites, unlike visual-light satel-
lites, can image at night and through clouds. Orbital radar
imaging was first tested by the U.S. on a 1984 flight of the
space shuttle Challenger, and was used with great success
by the Magellan mission to Venus, launched 1989. Begin-
ning in 2008, an ambitious U.S. program dubbed Discov-
erer Il will orbit a constellation of low-orbit satellites called
the Space-Based Radar (SBR) Objective System. The 24

Satellites, Spy

satellites of the SBR Objective System will provide con-
tinuous, real-time, high-resolution radar imaging of the
entire world, additionally supplying super-high-resolu-
tion imaging of a smaller area using side-looking synthet-
ic-aperture radar (SAR). The ordinary radar footprint (area
of view) of an SBR Objective System satellite will be a
circle about the width of the continental United States; the
footprint of its SAR will be about a quarter as large, shaped
like a pair of butterfly wings aligned with the direction of
travel of the satellite. These “wings” will slide along the
ground with the satellite, defining a double track of terri-
tory that can be mapped by SAR. The SBR Objective
System will provide real-time precision terrain mapping
and tracking of vehicles moving on the ground, in the air,
or at sea. (Radar cannot penetrate water, so submarines
will not be observed.) Unlike older photoreconnaissance
systems, which transmitted their information solely to
centralized interpretation centers, information from the
SBR Objective System will also be downlinked directly to
commanders inthe field. Testing of SBR Objective System
satellite prototypes begin in 2004.

Space-Based Infrared Satellite Systems. An important U.S.
satellite system that is now in the process of development
is the Space-Based Infrared Satellite System (SBIRS), which
is intended to replace the aging DSP early-warning sys-
tem. SBIRS is intended not only to detect launches, but
also to provide detailed tracking information that could be
used in antiballistic missile defense. SBIRS will have two
components, SBIRS High and SBIRS Low. SBIRS High will
consist of satellites in geosynchronous and highly ellipti-
cal orbits, much like DSP, but with increased sensitivity.
SBIRS Low will consist of a constellation of low-orbit
satellites—probably 24, like the SBR Objective System—
that will use infrared sensors to track missiles’ trajectories
for the purpose of guiding defensive systems such as
interceptor missiles. Whether the proposed antiballistic
missile system of which SBIRS Low would be a part would
be effective is technically controversial. The first SBIRS
High satellite was scheduled for launch in 2003, and the
first SBIRS Low for about 2008.

Other developments. Although the U.S. and the Soviet
Union had a monopoly on satellite launches during the
1960s, this began to change in 1970, when both China and
Japan orbited their first satellites. Neither was a spy satel-
lite: Japan had vowed to conduct a strictly nonmilitary
space program, while the Chinese launch, like the Soviet
Union’s 1957 Sputnik, was a demonstration. (lts sole func-
tion was to broadcast a tape recording of the Chinese
Communist anthem, “The East Is Red”). However, China
was soon launching military satellites, and by 1999, claimed
to possess a network of 17 spy satellites that monitor the
U.S. military continuously. Japan launched its first two
spy satellites in 2003, breaking its self-imposed ban on
military space projects in order to spy on North Korea’s
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efforts to develop ballistic missiles and nuclear weapons.
India launched its first spy satellite, the Technology Ex-
periment Satellite (officially experimental, but viewed by
space experts as a surveillance platform) in 2001.

Israel orbited its first spy satellite (Ofek 3, a photo-
reconnaissance platform) in April 1995. For about one and
a half years in 2000-2002, the demise of Ofek 3's succes-
sor, Ofek 4, left Israel without a national spy satellite
system. During that period, it compensated by buying
high-quality imagery from a civilian U.S. Earth-imaging
satellite, Landsat. The quality of such imagery approaches
that of the best spy-satellite imagery available to the U.S.
or Soviet Union during the 1960s. As images from Landsat,
Ikonos (a commercial U.S. satellite launched in 1999), and
the French-owned SPOT (Systéme Probatoire d'Observa-
tion de la Terre) satellites are now available, anyone who
can afford the per-image cost now has, in effect, signifi-
cant satellite capability, whether for scientific or military
purposes. Surveillance is in the eye of the beholder: an
image is an image, whether produced by a “nonmilitary”
or “spy” satellite. This was underlined during the U.S. war
with Afghanistan in October 2001, when the U.S. govern-
ment took the unprecedented step of buying exclusive
rights to all lkonos satellite images of Afghanistan in order
to prevent them from being purchased by media outlets. It
is likely that space imagery will continue to become more
widely available as launch capabilities and imaging satel-
lites proliferate, making it less feasible to control its
distribution.

Just as nonmilitary orbital imaging systems are in-
creasingly of military significance, military imaging sys-
tems are increasingly finding nonmilitary application. The
DSP satellites have greatly augmented astronomers’ cata-
logs of infrared stars. The SBIRS may be used to catalogue
near-Earth asteroids to predict and possibly fend off a
catastrophic collision; and after the loss of the space
shuttle Columbiain 2003, NASA contracted with the U.S.
National Imagery and Mapping Agency to routinely pho-
tograph shuttles in flight.
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Saudi Arabia, Intelligence
and Security

The Middle East is the seat of some of the world’s most
ancient civilizations and ethnic groups. Ancient Persia
(Iran) and Byzantium (Turkey), in different eras, both
claimed the land corresponding to present-day Saudi Ara-
bia. These civilizations had complex government struc-
tures, which included developed bureaucracies and some
of the earliest intelligence communities.

Abd al-Aziz Saud established the nation of Saudi
Arabiain 1920 when he captured the city of Riyadh. He and
his forces then began a three-decade campaign to unify
tribal lands and city-states in the Arabian Peninsula. The
quest was aided by the discovery of oil in the region during
the 1930s, which produced great wealth for the royal
family and Saudi Arabia. Today, the royal family remains
in control of Saudi Arabia and the daily operations of its
government. Because of its strategic location and its vast
oil wealth, Saudi Arabia maintains one of the largest and
most sophisticated intelligence communities in the Mid-
dle East.

In recent years, the Saudi government and intelli-
gence services have become more concerned with the
influx of refugees and immigrants. Increasing global con-
cern over Islamist terrorist networks, and international
suspicion of Saudi officials for permitting the funneling of
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weapons and money through Saudi Arabia, prompted
closer monitoring of Saudi national borders. Saudi intelli-
gence and security forces erected video surveillance cam-
eras, night vision and thermal cameras, and next-genera-
tion radar along national borders and the coastline. The
electronic surveillance is meant to aid an extensive troop
force, and free some military personnel for other opera-
tions. The government also offers incentives and high
monetary awards for citizens who aid in the identification
and arrest of illegal aliens.

Saudi civilian intelligence is directed by the Ministry
ofthe Interior and Ministry of Interior Forces. The Director-
ate of Intelligence coordinates all civilian and some mili-
tary intelligence operations. Both foreign and domestic
intelligence information is collected and processed by the
Directorate, which in turn works closely with Saudi Ara-
bia’s many police forces.

The Saudi government maintains several law en-
forcement agencies with ties to the intelligence commu-
nity. The Directorate of Investigation investigates suspi-
cious activity, conducts anti-terrorism and anti-crime
surveillance, and has operational units to participate in
security operations and political espionage. The Commit-
tees for the Propagation of Virtue and the Prevention of
Vice (religious police) enforce the nation’s tough anti-
trafficking and drug laws, as well as social laws on mod-
esty of dress and media censorship. The Public Security
Police is the main national law enforcement agency, dedi-
cated to preserving public safety and national security.

In addition to civilian forces, the Saudi military has
extensive intelligence forces. The main agency for military
and foreign intelligence is the G-2 Intelligence Section.
The Ministry of Defense coordinates military intelligence
and security operations, most of which are secret. Saudi
military forces utilize the advanced surveillance and es-
pionage technology in the region, gathering a wide range
of electronic, signals, communications, remote, and hu-
man intelligence information.

In 1990 Saudi Arabia permitted the Kuwaiti royal
family to flee the Iraqgi invasion of Kuwait and establish an
exile government in Saudi Arabia. In 1991 Saudi Arabia
permitted the United States military to use its territory as a
staging ground to launch an attack against Iraqi occupying
forces in Kuwait in the Persian Gulf War. However, the
Saudi government, at least publicly, opposed coalition
military action against Iraq in 2003.
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Scanning Technologies

1 LARRY GILMAN

X rays are electromagnetic waves in the 10% to 10" meter
(3 x 10" to 3 x 10" Hz) range of the spectrum. (Alterna-
tively, x rays can, like all electromagnetic waves, be con-
ceived of as particles termed “photons.”) Because x rays
have more energy than visible light, they can pass through
solid objects that are otherwise opaque. However, they do
not, in general, pass through them as if they almost
transparent, as air is to visible light; rather, when x rays
encounter materials of different densities and composi-
tions, they are absorbed and deflected from their original
straight-line paths (scattered) to different degrees. This
allows x rays to be used for imaging the interiors of many
objects. The two commonest commercial applications of
x-ray scanning technology are medical imaging of the
interior of the body and security scanning of baggage
and cargo.

pTUjEC”Uﬂ T&diUUTﬂDhU. Projection radiography (also
termed transmission imaging or fluoroscopy), discovered
in 1895, is the oldest and simplest form of x-ray scanning.
In projection radiography, a beam of x rays is directed at
an object behind which a detector or x-ray sensitive sur-
face (i.e., electronic-device array or photographic film) is
placed. Volumes of different absorptive properties in the
object absorb and scatter the incident x rays to different
degrees, causing an x ray shadow to be cast on the
detecting surface. This shadow pattern is the x-ray image.

There are two essential limitations on projection radi-
ography: first, it can readily resolve only structures that
contain strong x-ray absorption contrasts. In human be-
ings, this means that the soft tissues are difficult, or
impossible, toimage. Second, all three-dimensional struc-
ture in the x-rayed object is collapsed or flattened onto the
image plane, destroying information. Nevertheless, be-
cause of their speed, simplicity, and economy, projection-
type x-ray systems are still commonplace in hospitals and
standard in security systems that examine cargo, bag-
gage, and otherinanimate objects. Airports rely heavily on
projection-type x-ray machines to examine carry-on lug-
gage and checked baggage for explosives and weapons. X
raying of passengers, however, has until recently, been
out of the question due to the negative health effects of x-
ray radiation. X-ray photons are ionizing, that is, can knock
electrons loose from atoms, disturbing whatever chemi-
cal bonds the atom may happen to be participating in.In a
living system, ionization causes toxicity and genetic dam-
age; at low levels it increases cancer risk and at high levels
causes radiation sickness or death. At beam intensities
high enough for rapid imaging of travelers, x rays would
significantly increase long-term cancer risk. Fetuses and
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A Transportation Security Administration screener, left, loads luggage into an x-ray scanner at the Bismark, North Dakota, airport. More than 30,000 new
Security Administration employees were hired for increased airport security screening since the September 11, 2001, terrorist attacks on the World Trade
Center in New York. Ap/wIDE WORLD PHOTOS.

infants are especially vulnerable to all ionizing radiation,
including x rays.

Eomputed Tumoqraphu. Computed tomography (CT, also
known as computerized axial tomography, CAT) was first
made commercially available in the mid-1970s. CT com-
bines projection radiography with computer processing to
recover the three-dimensional information thatis lostin a
traditional two-dimensional x ray. In a CT scanner, the
object to be scanned (e.g., person or baggage item) is
placed in a cylindrical or doughnut-shaped device. Inside
the cylinder or doughnut is an x-ray source that is me-
chanically rotated entirely around the object. Also, the
cylinder or doughnut is lined with detectors that measure
the x rays that pass through the scanned object at all
angles. By collating all the information that is gathered
during afull revolution of the x-ray source, acomputer can
form a three-dimensional model of the irradiated volume
of the object. This information can then be presented to
the user on a video screen in any desired form; most
commonly, a thin slice of the object is modeled, with the
details of its structure imaged as a black-and-white cross-
section. To examine more of the object, the user looks at
multiple slices.
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CT scanning provides information not only on gross
structure but on material density. In medical applications,
this enables it to image soft tissues far better than conven-
tional x-ray systems. In some security CT systems, the
scanner’s computer can automatically color-code densi-
ties characteristic of explosives or other special substances.

CT scanning is computation-intensive and requires
rotation of the x-ray source around the scanned object,
making this technique slower and much more expensive
than transmission-type imaging. However, because CT
images not only the geometry but the density distribution
of complex three-dimensional structures, including (po-
tentially) explosives shaped into thin sheets and other
devices structured to avoid detection, most U.S. airports
have one or more CT scanners. Since it is not practical to
put all bags through the CT scanner, only selected or
“suspicious” bags (e.g., those belonging to a passenger
who pays cash for a one-way ticket) are passed through
the CT scanner. Technological improvements in CT scan-
ning are likely to make routine CT scanning of all luggage,
with automated computer scanning for weapons or con-
traband, a reality at airports in some wealthy countries.
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Backscatter imaging. “Backscatter” consists of waves that
are reflected back from an obstacle. In backscatter imag-
ing, x rays are beamed at a target object and a sen-
sor co-located with the beam source records reflected
(backscattered) waves. Since denser objects tend to create
more backscatter, backscatter x-ray systems create a den-
sity-contrast image that reveals different information about
objects’ interiors than does transmission imaging. Because
transmission imaging and backscatter imaging can pro-
vide complementary information, relocatable military x-
ray systems designed to inspect entire cargo contain-
ers, trucks, helicopters, and the like (e.g., the U.S. mili-
tary’s Isosearch system) acquire both transmission and
backscatter images.

Backscatter imagers for personnel have also been
constructed. A typical walk-through backscatter x-ray sys-
tem can see what is beneath a person’s clothing—includ-
ing the person. Although this is useful for detecting hid-
den weapons, it also raises obvious questions of privacy
and legality where use on the general public, such as in
airports, is proposed. There are also, as with all x-ray
imaging modalities, health concerns. Although a walk-
through of a backscatter imaging system would expose a
person to only about 1/7,000 of the dose of a conventional
medical x ray, some health physicists argue that frequent
flyers and women who are pregnant but do not yet know it
might still receive unacceptable cumulative doses from
backscatter systems. (High-altitude air travel already in-
creases a traveler’'s exposure to x rays from space.)
Backscatter x-ray systems have been deployed since the
late 1990s in a few prisons as alternatives or aids to
frisking, and have been found effective.

Stereoscopic ®-Tay Screening. Using specially-construct-
ed sensorsitis possible to acquire transmission-type x ray
information that can be formed into stereoscopic images
(that is, a left-eye, right-eye image pair that the user’s
brain combines into a three-dimensional impression).
Because such an image has apparent depth but cannot be
rotated, itis sometimes referred to as “2 1/2 dimensional.”

Stereoscopic x-ray technology is only a few years old,
but may eventually replace conventional two-dimensional
baggage scanners in airports because it provides the
operator with additional visual-recognition cues that should
increase their chances of correctly identifying weapons.
Furthermore, stereoscopic x-ray scanning is quicker and
cheaper than CT scanning, as it requires less computation
and does not need to rotate the x-ray source around the
object being scanned. Its limitations are that it provides
neither fully rotatable three-dimensional knowledge of an
object nor density data, both of which are provided by CT
scanning.

Coherent scattering. The atomic orderliness of a substance
affects the way in which x rays are diffracted (i.e., forced to
mutually interfere) when passed through it. By recording
the scattering patterns characteristic of specific compounds

(e.g., drugs, explosives), and comparing these templates
to patterns observed when scanning objects, a substance-
specific detection system can be devised. This technique
isnow in the early development stage, and is not ready for
deployment.

Other imaging modalities. Several other techniques for
imaging object interiors exist, including ultrasound, posi-
tron emission tomography (PET), nuclear magnetic reso-
nance (NMR) imaging, nuclear quadrupole resonance
(NQR) scanning, and neutron emission analysis. All, like x-
ray scanning, have security, medical, or scientific applica-
tions; the question of which technique is best for any given
application is decided based on physics (i.e., which imag-
ing modalities can do a particular job) and, if more than
one technique is usable for a given task, on economics
(i.e., which imaging modality yields the minimum accept-
able image quality for the least cost). For enhanced effi-
cacy, airport security systems are now being planned that
will combine complementary techniques to increase the
probability of weapon or contraband detection. Such a
system might combine x-ray scanning for suspicious-
object detection with neutron emission analysis for chemi-
cal identification.
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Ranking among the most elite fighting forces in the world,
United States Navy SEALs (Sea, Air, Land) operate in
teams designed to wage unconventional warfare, particu-
larly in a water environment. The SEAL team concept has
its roots in World War ll, though actual SEAL teams were
not commissioned until 1962. SEAL training, conducted at
the Naval Special Warfare Center in Coronado, California,
is among the most rigorous programs of military educa-
tion in the U.S. armed forces. SEAL team operations are
noted for their mobility, swiftness, and precision.

In the spring of 1943, the U.S. Navy called for volun-
teers from its construction battalions (SeaBees) to form
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U.S. Navy SEALs join their Filipino counterparts during a 2000 joint counter-terrorism exercise in a remote Philippine village, aimed at helping Philippine forces

to destroy the Islamist extremist terror group Abu Sayyaf. APWIDE WORLD PHOTOS.

special naval combat demolition units whose mission was
to reconnoiter and clear beach obstacles for troops mak-
ing amphibious landings. These teams, which served with
distinction in both the Atlantic and Pacific theatres of war,
became known as underwater demolition teams (UDTs) in
Korea. There they took part in the landing at Inchon and
engaged in a number of missions involving demolition of
bridges and tunnels accessible from the water.

In the early 1960s, as the United States increased its
involvement in Vietnam, each military service formed a
special warfare unit. In 1962 the Navy SEALs gained for-
mal existence with the commissioning of two SEAL teams,
One and Two, which served in the Pacific and Atlantic
respectively. In 1983 all UDTs and other naval special-
warfare teams were redesignated either as SEAL teams or
SEAL delivery vehicle teams. On April 16, 1987, the Naval
Special Warfare Command at the Naval Amphibious Base
was commissioned to prepare naval special warfare for-
ces through training, doctrine, tactics, and the develop-
ment of special operations strategy.

Among the most significant activities at Coronado is
Basic Underwater Demolition/SEAL (BUD/S) training, a
rigorous program that culminates in the notorious “hell
week.” During the latter, prospective SEALs are only al-
lowed about four hours’ sleep and must undergo numer-
ous drills that require, among other challenges, heavy
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lifting, crawling in wet sand with live ammunition fire
overhead, and immersion in ice-cold water.
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U.S. Navy SEALs found intelligence information, including mine recognition posters, located in an al-Qaeda classroom during a Sensitive Site Exploitation
mission in the Zhawar Kili area in eastern Afghanistan in January 2000. AP/WIDE WORLD PHOTOS.

The United States Secret Service (USSS) has two mis-
sions that, while sharply distinguished from one another,
are united by the principle of protection. On the one hand,
in its more visible role, the service provides protection of
the president, vice president, and other dignitaries and
their families. On the other hand, USSS’s larger mission
protects securities, including federal currency and other
documents. Established in 1865 as an office under the
Department of the Treasury, USSS was transferred in
2003 to the newly created Department of Homeland Secu-
rity (DHS).

[ﬂl’llj hiSIﬂTLj. At the time Secret Service was founded,
approximately one-third of all currency in circulation was
counterfeit. Only in 1877 did Congress pass its first law
against the production of counterfeit currency, and even
then, the law only encompassed counterfeit coins. By

then, the mission of USSS had broadened, with an order
in 1867 charging it with “detecting persons perpetrating
frauds against the government”—a mission that soon put
the service on the trail of a range of lawbreakers ranging
from bootleggers to members of the Ku Klux Klan.

The personal protection mission of USSS had its
beginnings in 1894, when it first provided protection to
President Grover Cleveland on an informal and part-time
basis. Following the assassination of President William
McKinley in 1901, Congress officially requested USSS
protection for presidents, and in 1902 the Secret Service
assumed full-time protective duties for the Chief Execu-
tive. At that time, the White House detail numbered just
two agents.

The first half of the twentieth century. in 1908 President
Theodore Roosevelt transferred eight USSS agents to the
Department of Justice, where they formed a small contin-
gent that would ultimately become the Federal Bureau of
Investigation (FBI). Congress in 1913 authorized USSS to
provide permanent protection to U.S. presidents, and in
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T

Secret Service agent Timothy J. McCarthy, foreground, lies wounded outside a Washington hotel after throwing himself in the line of fire of gunshots directed
at President Ronald Reagan on March 30, 1981. Washington policeman Timothy Delahanty, center, and Press Secretary James Brady, back, were also
wounded along with the president. All those pictured survived their wounds, and McCarthy later returned to duty. APWIDE WORLD PHOTOS.
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1917 it assigned them to protect presidents’ immediate
families as well. Also in that year, it became a federal crime
to make threats against the president. At the request of
President Warren G. Harding, a White House police force
was created in 1922, and in 1930 Congress placed this
force under USSS direction.

On November 1, 1950, Puerto Rican nationalists at-
tempting to assassinate President Harry S Truman shot
and killed White House police officer Leslie Coffelt. This
led Congress to pass legislation formalizing USSS perma-
nent protection for presidents and their immediate fami-
lies, as well for the president-elect and the vice president.
In 1962 Congress again expanded these provisions to
include the vice president-elect.

The modern Secret Service. After the assassination of
President John F. Kennedy on November 22, 1963, aware-
ness of the threat to presidents’ lives increased dramati-
cally. The mission of USSS also expanded with regard to
the persons under its protection. Congress in late 1963
authorized protection for Mrs. Kennedy and her children
for two years, and legislation in 1965 provided protection
for a president’s spouse, as well as minor children until the
age of 16. In June 1968, while on the presidential cam-
paign trail, Kennedy’'s brother, Senator Robert F. Ken-
nedy, was assassinated. This led to new laws providing
Secret Service protection for major presidential and vice
presidential candidates and nominees.

The White House Police Force became the Executive
Protective Service in 1970, and to its duties was added
responsibility for protecting diplomatic missions in Wash-
ington, D.C. In the next year, visiting heads of state or
government, as well as other official guests, were granted
USSS protection. By 1975, the Executive Protective Serv-
ice was detailed to guard foreign diplomatic missions
throughout the United States and its territories. On Novem-
ber 15, 1977, the Executive Protective Service became the
Secret Service Uniformed Division, and in October 1986 it
absorbed the Treasury Police Force.

Since the Kennedy assassination, only three persons
under Secret Service protection have been the target of
direct assassination attempts: Alabama governor and third-
party presidential candidate George Wallace in 1972, Presi-
dent Gerald Ford in 1975 (twice), and President Ronald
Reagan in 1981. All three survived, a circumstance that—
particularly in the last instance, when several agents were
wounded—owed much to the work of Secret Service.

From the 1980s onward. At the same time, USSS continued
work in its other field, protecting securities. In 1984 Con-
gress made credit- and debit-card fraud a federal viola-
tion, and authorized Secret Service to investigate those
crimes, as well as fraud involving identification docu-
ments. USSS in 1990 received concurrent jurisdiction with
Department of Justice law enforcement personnel to con-
duct civil and criminal investigations relating to federally

Secret Service, United States

insured financial institutions. In 1994 new legislation pro-
vided for the prosecution of persons counterfeiting U.S.
currency abroad, assessing them with the same penalties
as if they had committed the crime on American soil.

Also in 1994, Congress reduced the lifetime-protec-
tion provisions for presidents. All chief executives elected
after January 1, 1997, would receive protection only for
the first 10 years after leaving office. Under the provisions
of the Homeland Security Act of 2002, Secret Service
moved to the new DHS.

Though its headquarters are in Washington, D.C., just
three blocks from the White House, Secret Service oper-
ates more than 120 field offices in all 50 U.S. states. It also
has more than a dozen offices in foreign countries. It
employs 2,100 special agents, another 1,200 uniformed
agents, and some 1,700 support personnel.

Uniformed and special agents. Requirements for special
agents are somewhat higher than for uniformed officers—
for example, a bachelor’s degree is a condition of eligibil-
ity for the former and not the latter—but standards for
both are high, and applicants must pass an extensive
series of tests and background checks. Those selected by
Secret Service undergo a nine-week training course at the
Federal Law Enforcement Training Center in Glynco, Geor-
gia, followed by specialized training. Special-agent candi-
dates take an additional 11-week course at the Secret
Service Training Academy in Beltsville, Maryland. Uni-
formed officers receive varying types of training.

Agents serving in the Uniformed Division provide
protection at the White House and a number of other key
sites in Washington. They often work with support teams
that include countersniper, emergency response, and ca-
nine units. Special agents usually spend their first six to
eight years in a field office, then are assigned to provide
personal protection for three to five years. After this as-
signment, they may choose a number of paths, continuing
in a protective detail, serving in the field, or working in
some other capacity.
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Secret writing is any means of written communication
whereby a spy conceals the actual written text, whether it
is enciphered/encoded or not. Codes and ciphers are some-
times mistakenly placed under the heading of “secret
writing,” but this is accurate only if that expression is
taken in its most general sense, as writings that are con-
cealed in any way. Whereas codes and ciphers conceal the
meaning of a message, secret writing conceals the actual
message. Techniques of secret writing include the use of
invisible ink and carbon copies. Widely applied from an-
cienttimes until the early twentieth century, secret writing
has been almost entirely eclipsed by more modern meth-
ods of concealing messages, such as microdots.

fin EdTlU example of secret Writing. In his venerable History,
Herodotus described a method of secret writing employed
in the Persian Wars. As the Persian emperor Xerxes was
preparing to march on the Greek city-states in 480 B.c,, a
Spartan expatriate name Demaratus learned of the plans
and contrived to warn his compatriots. The problem was
how to do so in such a way that the Persians themselves
would not intercept the message, a challenge for which
Demaratus contrived a clever solution.

As Herodotus recorded, Demaratus scraped the wax
from a pair of wooden tablets, wrote his message on the
wood beneath, then poured hot wax onto the tablets
again. Of course the Spartans lacked the advantage of
knowing that they were receiving a secret message, but
according to Herodotus—who qualified his claim with the
caveat “as | understand [it]“—Gorgo, the daughter of a
citizen named Cleomenes, received a divine revelation.
Thanks to the intervention of the gods, the Spartans real-
ized that they had simply to scrape off the wax and read
the message written on the wood beneath it. The Greeks
thus began to prepare for the coming invasion, and routed
Xerxes's navies at Salamis.

[nvisible ink. One form of secret writing known to many
children from school projects is invisible ink. This tech-
nigue uses an acidic citrus juice, of which lemon juice is
most often the preferred choice because it dries without
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leaving any evidence it has been applied. The juice takes
the place of ink, and is applied using a fine stylus (a tool for
which an ordinary toothpick will suffice). After the juice
dries, the acid remains on the paper, which it weakens,
andtherefore the message is readily exposed when heat is
applied to the paper.

Other liquids for invisible ink include milk, which is
mildly acidic, as well as white wine, vinegar, or apple juice.
In the past, prisoners of war have used their own sweat,
saliva, or even urine, all of which contain acidic secretions
that adhere to the paper, weakening it, even after the water
in those bodily fluids has evaporated. A slight variation on
this technique is the use of a baking soda and water
mixture as the invisible ink, and, after drying, applying
grape juice concentrate with a paint brush. The acid in the
grape juice reacts with the baking soda (a base or alkali in
chemical terms), exposing the message.

Carbon COpies. During the late nineteenth and early twenti-
eth centuries, carbon copies provided a means of secret
writing. This method, which was even used by the Central
Intelligence Agency (CIA) in its early days, involved a
means not unlike the one still used today when signing a
credit-card receipt. The back of the receipt is impregnated
with graphite, a carbon allotrope (a version of a chemical
element distinguished by molecular structure) also used
in pencil lead. Therefore, when one signs the front of the
receipt, the pressure transfers the graphite to the second
page, leaving an impression as though one had written on
it in pencil.

The CIA version of this technique involved paper
containing a special chemical that would be invisible
when transferred to the second sheet. This made it possi-
ble to inscribe secret writing on the back of an envelope,
which could be mailed to the agent through ordinary
channels. Using water or heat, the message could then be
developed and read.

Secret writing tUdﬂU. The use of secret writing has declined
since the middle of the twentieth century for several
reasons, most important of which is the sheer volume of
data that intelligence services must transmit and process.
This has prompted the use of more efficient means for
concealing information without having to write it out by
hand. One such means was the microdot, or miniaturized
photographic image. First used in the mid-1800s, micro-
dots remained popular among intelligence services through
the 1960s, their use aided by the development of microdot
cameras.

Much more sophisticated is the technique of
steganography, the concealment of information within
other, apparently innocuous, data in a computer file. Yet,
old-fashioned secret writing remained enough of a factor
in intelligence that in 1990, the Senate Select Intelligence
Committee noted its use by persons conducting espio-
nage against the federal government. In 2002 Russian
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An FBI agent is shown using ultraviolet light to read secret writing on a paper from a suspected spy case. ©BETTMANN/CORBIS.

authorities claimed that a Russian Defense Ministry em-
ployee had passed information to CIA using invisible ink.
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Security
Clearance Investigations

I JUDSON KNIGHT

A security clearance is a limited license or initial general
permission to access classified information—that is, any
data or material belonging to the federal government that
relates to sensitive topics such as military plans or
vulnerabilities of security systems. Authorization for a
security clearance is far from automatic, but rather re-
quires extensive background checks and investigations. A
number of laws, including Executive Order 12968, govern
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background investigations and security clearances, but
numerous aspects of the topic remain controversial. This
is equally so for the private sector, in which background
investigations as a precondition for employment are an
increasingly familiar fixture of the workplace.

There are three levels of security clearance, corre-
sponding to three levels of classified material: Confiden-
tial, a term referring to information whose disclosure to
unauthorized personnel could reasonably be expected to
cause damage to national security; Secret, or information
whose disclosure to unauthorized personnel could result
in serious damage to national security; and Top Secret, a
term referring to information whose disclosure to unau-
thorized personnel could reasonably be expected to result
in exceptionally grave consequences.

Background

In addition to the most basic and widely known levels of
security clearance, there are numerous other categories,
including “need to know” and “compartment.” An indi-
vidual or agency with a “need to know"” has a demonstrable
and recognized purpose for accessing specific informa-
tion. “Compartment,” in the context of security clearances,
refers to a group of individuals with a need to know
regarding a specific topic.

Each “compartment” has its own code words and
access keys for computerized information. For example,
the Central Intelligence Agency (CIA) has used specific
colors on cover sheets to indicate particular compart-
ments. Such agencies may designate information accord-
ing both to the level of security clearance and the compart-
ment. Thus, for one compartment of CIA in the 1970s,
devoted to aspects of intelligence concerning the Soviet
Union, a message might be designated TOP SECRET
REDWOOD.

Implementation of the “compartment” concept as
such—and, indeed, the concept of the security clearance—
goes back to the days just before America’s entry into
World War Il. At that time, General George Marshall estab-
lished a list of persons authorized to receive intelligence
obtained through the decoding of Japanese diplomatic
transmissions. According to Marshal’s “Top List,” access
to thiscompartment, designated MAGIC, would be limited
to the president; the secretaries of State, War, and the
Navy; and the directors of army and naval intelligence. As
Jeffrey T. Richelson noted in The United States Intelli-
gence Community, “Among those not on the list was the
Commander of United States Naval Forces at Pearl Har-
bor, Admiral Husband Kimmel.”

During the war, United States and British intelligence
developed a number of compartments, and after signing
the Brusa Communications Intelligence Agreement in May
1943, the Allies designated high-level shared information
as ULTRA, a term that emerged from British intelligence.
Usually ULTRA intelligence would carry a second word
designating the compartment: forexample, ULTRA RABID
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referred to traffic analysis intelligence based on inter-
cepted Japanese communications.

In the quarter-century that passed between the begin-
ning of World War Il and the height of the Vietham War, the
degree to which the concepts of classified information,
compartments, and security clearances matured was noth-
ing short of astounding. Richelson noted this extraordi-
nary development in connection with an interchange dur-
ing a 1964 Senate Foreign Relations Committee hearing.
At the time, the Gulf of Tonkin resolution—which would
ultimately give President Lyndon B. Johnson authority to
greatly expand the United States presence in Southeast
Asia—was under discussion. When committee chairman
William Fulbright asked for the source of information on a
planned attack by North Vietnamese gun boats against the
U.S.S. Turner Joy on the night of August 4, Defense
Secretary Robert McNamara replied that “We have some
problems because the [committee] staff has not been
cleared for certain intelligence.”

Senator Frank Lausche expressed bewilderment be-
cause, as far as he knew, the committee staff had the
highest level of clearance, but Fulbright noted that “he
[McNamaral is talking of a special classification of intelli-
gence communications.” When Senator Albert Gore, Sr.,
asked McNamarato clarify, saying, “I had not heard of this
particular super classification,” McNamara replied, “Clear-
ance is above top secret for the particular information on
the situation.”

Sensitive compartmented information. “Above top
secret” might sound like a contradiction in terms, or at
least similar to a fantastic invention of a conspiracy buff,
but what McNamara referred to was a compartment. As
Senate records show, McNamara went on to identify the
category of clearance as Special Intelligence, or Sl. The
latter is in turn part of a category designated Sensitive
Compartmented Information (SCI), which the National
Foreign Intelligence Board (NFIB) defined in a 1984 report
as “data about sophisticated technical systems for col-
lecting intelligencel,] and information collected by those
systems.” The systems referred to here would include
any and all submarines and ships, ground stations, air-
craft, and satellites tasked to the gathering on sensitive
information.

Within SCI are several compartments, such as TK or
TALENT-KEYHOLE, which concerns data gathered from
imaging satellites. SCI also has its own levels of security
clearance, ranging from MORAY to SPOKE to UMBRA. To
these may be added the more traditional designations
mentioned earlier, but even a Confidential document at
this high level carries much greater restrictions than an
ordinary Top Secret document.

Executive Order 12068. one of the most important docu-
ments governing access to classified information and the
granting of security clearances is Executive Order 12968,

Encyclopedia of Espionage, Intelligence, and Security



signed by President William J. Clinton on August 4, 1995.
Titled “Access to Classified Information,” the order “es-
tablishes a uniform Federal personnel security program
for employees who will be considered for initial or contin-
ued access to classified information.” It provides rules
governing access, among which is the requirement that
those being considered for such access submit them-
selves to investigation of financial records. The order calls
upon employers to submit the names of employees who
might be considered risks for revealing classified informa-
tion, and to educate employees with regard to their re-
sponsibilities to maintain classified information.

At the beginning of Part 2, “Access Eligibility Policy
and Procedure,” the order provides for strict limitations on
the number of employees in a given office who may be
eligible for access to classified information, and notes that
such eligibility “shall not be requested or granted solely to
permit entry to, or ease of movement within, controlled
areas where the employee has no need for access and
access to classified information may reasonably be pre-
vented.” Part 3 establishes the standards of eligibility, and
Part 4 consists of a single paragraph allowing federal
agencies to conduct background investigations on behalf
of foreign governments if needed.

Part 5 enumerates the employee’s right to appeal in
cases where access is denied. If the denial has occurred
because the employee has no justifiable need to know,
there is no appeal, but if he or she has been deemed
wanting according to the standards established in Section
3.1, then the employee has a right to request an explana-
tion, as well as copies of all documents upon which the
denial is based, assuming that access to them is permitted
under the Freedom of Information Act.

Criticisms of 12068. Despite these provisions, according to
the journal Government Executive, Executive Order 12968
did not reach as far as some advocated. Federal labor
unions and legal experts complain that private sector
workers still have more substantial appeal rights “that
were unaffected by the executive order.” Writing in the
same publication, Richard Lardner described the order as
the culmination of efforts to prevent another case like that
of Aldrich Ames, the CIA employee arrested in 1994 for
passing information to the Soviet Union and later Russia.
For his efforts, Ames received a total of $2 million from
Moscow. If the federal government had possessed greater
knowledge concerning Ames’s finances, supporters of the
new financial disclosure measures maintained, he might
have been stopped sooner.

To this end, the order had called for the United States
Security Policy Board to develop a financial disclosure
form whereby employees could provide information re-
garding their personal finances. Though the board was
given 180 days to develop such a form, Lardner noted, a
year and a half had passed without any such document
emerging. Furthermore, he argued that there were “plenty
of questions as to whether a form makes any sense at all,”

Security Clearance Investigations

since “Agents willing to betray their country are no more
inclined to fill out a financial disclosure form honestly than
they are to turn themselves in.”

Background Investigations

Some 3 million federal employees, as well as about 1.5
million employees of private contracting or consulting
firms such as General Dynamics or Boeing, hold security
clearances of one kind or another. They receive these only
after an extensive series of background checks, which
may be as intrusive are they are detailed.

Still, there are gaps in the system. Political parties
have often resorted to charges that opponents in govern-
ment office did not legitimately hold appropriate clearances.
These charges reached historical peaks during the 1950s
"Red scare” and again during the Clinton administration.

Procedures for government employees and contractors.
Military personnel and federal employees requesting se-
curity clearances are required to fill out Standard Form
(SF) 86, “Questionnaire for National Security Positions.”
The form, which is rather like an extremely lengthy and
detailed version of a job application, then goes to the
appropriate investigating authority—for example, the
Defense Security Service (DSS) for military personnel. If
the clearance requested is Confidential or Secret, there
will follow computerized checks with federal and state
agencies for information on employment, residences, edu-
cation, and criminal history. A check of credit history is
also conducted.

For Top Secret clearance, in addition to these checks
of computerized data, the investigating authority also
conducts interviews of personal references given on SF
86, including friends, present and former coworkers and
employees, present and former neighbors, and others.
Investigators use these references to generate others—
i.e., acquaintances mutual to the subject and the reference
that the subject may not have listed on the form.

Interviews involve questions about past and present
activities, family background, finances, and so on, with an
eye toward determining whether the individual has a
questionable record involving drugs, alcohol, unexplained
foreign travel, criminality, mental imbalance, financial
malfeasance, or compromising sexual behavior. Addi-
tionally, investigators will check the records of employers,
courts, and rental offices, and conduct a one-on-one inter-
view with the subject.

Hon-governmental background investigations. in the civilian
world, background investigations are typically less strin-
gent for a number of reasons. Companies lack both the
resources and the power that the federal government has
at its disposal, and in any case, it is hard to imagine a
situation in which a security breach involving a producer
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of game software or soft drinks could impinge on the
future of civilization. Nevertheless, non-governmental back-
ground investigations can still be quite extensive. Among
the devices used by companies to screen employees are
drug tests, polygraph tests, medical and physical exams,
routine reference checks, and thorough investigations of
the individual’s criminal history, driving record, financial
and credit information, history of civil litigation, and other
details. In some cases, investigators may even gather
information on the applicant’s lifestyle and personal
reputation.

Background investigations in the private sector are
increasingly big business. Thousands of companies offer
their services to investigate virtually every aspect of the
job candidate’s background, including such sensitive is-
sues as family history. The more thorough private investi-
gators may conduct door-to-door interviews with neigh-
bors, and some even go through the job candidate’s
trash—which is legal as long as it is on the curb for
pickup—to find correspondence, receipts, or other reveal-
ing documents or materials.

Naturally, job candidates—especially those disquali-
fied by the results of background checks—have challenged
the legality of such activities. Such concerns played a part
in the passage of the Fair Credit Reporting Act (FCRA) by
Congress in September 1997. The FCRA requires potential
employers to obtain written authorization from a job can-
didate or employee before accessing records from a con-
sumer-reporting agency, and to notify the employee or
applicant is any adverse action is taken pursuant to a
negative report. According to a study published in Public
Personnel Management, background and reference checks
are potentially so risky, in a legal sense, to employers that
many consider alternatives such as personality tests.
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The U.S. National Coordinator for Security, Infrastructure
Protection, and Counterterrorism is a broadly based office
created by Presidential Decision Directive (PDD) 62. Signed
by President William J. Clinton on May 22, 1998, PDD 62
authorized the national coordinator to oversee policies
and programs in areas ranging from counterterrorism
to protection of critical infrastructure (such as comput-
ers) to consequence management for weapons of mass
destruction.

Known as the Combating Terrorism directive, PDD 62
drew attention to the growing threat of unconventional
attacks against the United States. On the same day he
issued PDD 62, Clinton signed PDD 63, which created the
Critical Infrastructure Assurance Office (CIAO). Though
the functions of CIAO and the national coordinator were
similar, they reported along quite different chains of com-
mand. Whereas CIAO, now part of the Department of
Homeland Security (DHS), was then part of the Depart-
ment of Commerce, the national coordinator reported to
the National Security Council (NSC).

Given the fact that the NSCis the president’s advisory
board on national security affairs, this fact signaled the
importance of the new national coordinator. So, too, did
Clinton’s appointment of Richard A. Clarke, who had served
in the State Department of presidents Ronald Reagan
and George Bush, and would later receive an appoint-
ment as special advisor for cyberspace security under
George W. Bush.

Bush kept Clarke, famous for warning of a possible
“electronic Pearl Harbor” (that is, a terrorist cyberattack)
during the Clinton years, on the NSC. Meanwhile, the
appointment of four-star general Wayne A. Downing to
take Clarke’s place as national coordinator further rein-
forced the importance of the office. Despite their involve-
ment with the NSC, both the national coordinator and the
special advisor for cyberspace security came under the
newly created DHS.
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An advisory committee created by President William J.
Clinton in 1994, the Security Policy Board (SPB) reported
to the president through the National Security Advisor on
matters of security policy. Its short existence was a trou-
bled one, with critics charging that the board’s organiza-
tional system was too complex and cumbersome. In 2001
the new administration of President George W. Bush
abolished the SPB.

On September 16, 1994, Clinton signed Presidential
Decision Directive 29 (”Security Policy Coordination”), in
which he redesignated the Joint Security Executive Com-
mittee, established by the deputy Secretary of Defense
and the Director of Central Intelligence (DCI), as the SPB.
The latter included the DCl and deputy Secretary of Defense,
the vice chairman of the Joint Chiefs of Staff, the deputy
Attorney General, and deputy secretaries or undersecre-
taries of State, Energy, and Commerce. Its job was to
consider policy directives and to review and propose
legislative initiatives and executive orders relating to U.S.
security policy. Additionally, it would coordinate inter-
agency agreements and resolve conflicts over these.

In addition to the board itself, there was a Security
Policy Advisory Board, a Security Policy Forum, an Over-
seas Policy Board (formerly the Department of State Over-
seas Security Policy Group), and their various interagency

Seismograph

working groups. The result was an extremely cumber-
some system in which, charged Richard Lardner of Gov-
ernment Executive, little was getting done. As of March
1998, the board itself had met only once, in March 1996,
and most of its activities took place through various sub-
committees and working groups.

The SPB in early 1998 reviewed ties between Com-
merce Department official John Huang and the Chinese
government, and in 1999 severely criticized cost-cutting
measures by the Defense Security Service that had re-
sulted in the granting of security clearances to unqualified
personnel. On February 13, 2001, Bush dissolved the SPB
and other aspects of Clinton’s national security structure
with National Security Presidential Directive 1, “Organiza-
tion of the National Security System.”
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1 LAURIE DUNCAN

A seismograph is an instrument that measures and rec-
ords elastic ground vibrations called seismic waves that
are generated by earthquakes and man-made explosions.
By recording the arrival of seismic waves at remote seis-
mograph stations, seismologists deduce information about
the initial earthquake fault rupture or explosion, and about
the physical properties of earth materials between the
seismic source and the seismograph. Much of our present
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knowledge of Earth’s large-scale interior structure came
from analysis of seismograph records. Academic, petro-
leum, and mining geologists use other seismic techniques
to study the structure of Earth’s outer sedimentary layers,
to prospect for petroleum, and to assess mineral ore
bodies. Academic seismograph networks designed to de-
tect earthquakes or planned survey explosions also per-
form double-duty as monitoring systems that detect mili-
tary explosions that may indicate violations of international
weapons bans.

A modern seismograph includes five basic parts: a
clock, a sensor called a seismometer that measures inten-
sity of shaking at the instrument’s location, a recorder that
traces a chart, or seismogram, of the seismic arrivals, an
electronic amplifier, and a data recorder that stores the
information for later analysis. The clock records precise
arrival times of specific seismic waves. The seismometer
mechanically measures ground movement by comparing
the motion of a support structure that moves with the land
surface to a stationary or inertial mass. To measure verti-
cal motion, the inertial mass hangs from the support by a
spring; to measure horizontal motion it is suspended on a
hinge. The recording device registers seismic vibrations
with a pen attached to the inertial mass, and a roll of paper
that moves along with the Earth’s vibrations. As the paper
cylinder oscillates and unwinds at a constant rate, the
stationary pen traces a seismogram that shows the ampli-
tude and frequency of shock waves that arrive over time.
Today’s seismographs often contain electronic sensors
and recorders that perform these tasks, but the principles
of their operation remain the same.

Scientists have used tools to detect ground motion
since the ancient Han Dynasty when Chang Heng, a Chi-
nese astronomer and mathematician, invented the first
seismometer in about 132 Ap. Heng's “earthquake weath-
ercock” seismoscope consisted of a pendulum that swung
inside a jar surrounded by eight balanced dragon heads,
each holding a bronze ball in its moveable jaws. During an
earthquake, the pendulum would swing away from the
approaching seismic waves, hit one of the dragons, and
knock the ball out of its jaws, indicating the direction of the
shock waves.

Seismographs have undergone considerable refine-
ment since Heng's time. European scientists of the 1700s
and early 1800s developed a series of mercury-filled
seismoscopes and pendulum seismometers that attempted
to measure the amplitude and frequency of seismic waves,
as well as their propagation directions. British seismolo-
gist, John Milne, and his colleagues developed the first
modern seismographs to observe Japanese earthquakes
in the late 1800s. Their seismographs, however, recorded
only a limited range of wave sizes and seismic events, the
instruments were fairly inaccurate, and they required diffi-
cult mechanical calibration. German seismologist, Emil
Weichert, invented an inverted, mechanically damped pen-
dulum seismometer that considerably improved the sen-
sitivity and accuracy of Milne’s seismometer in 1899. In
1906 Boris Golitsyn, a Soviet physicist and seismologist,
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devised an electromagnetic seismograph that operated
without mechanical levers, an enhancement of Weichert's
instrument. The first modern seismographs in the United
States were installed at the University of California at
Berkeley and the Lick Observatory at Mount Hamilton,
Californiain 1877. They recorded the 1906 earthquake that
devastated San Francisco.

Development of precise seismographs led immedi-
ately to discoveries of Earth’s interior structure and de-
lineation of its major physical layers: solid inner core,
liquid outer core, solid lower mantle, plastic upper mantle,
and rigid lithosphere. British seismologist, Richard Oldham
(1858 — 1936) observed that seismic events produce three
of different types of waves that travel away from an
earthquake focus at different speeds, and named them
surface waves, P (Primary or Pressure) waves, and S
(Secondary or Shear) waves. Oldham and Weichert con-
firmed the existence of Earth’s core in 1906 by comparing
the paths of P waves and S waves through the planet’s
interior. Yugoslavian seismologist and meteorologist,
Andrija Mohorovicic (1857-1936) used seismograph rec-
ords to define the Mohorovicic seismic discontinuity, or
Moho, at the boundary of the iron-rich mantle and the
silica-rich crust in 1909. The Danish seismologist, Inge
Lehmann, discovered of the boundary between Earth’s
liquid outer and solid inner core in 1914.

Today, seismologists continue to use seismograph
records to make discoveries about Earth’s interior struc-
ture, to prospect for petroleum and minerals, and to moni-
tor large military explosions. The Incorporated Research
Institutions for Seismology (IRIS) consortium, for exam-
ple, operates the Global Seismograph Network (GSN) of
about 120 permanent seismographs that continuously
record seismic events around the planet and transmit their
data to a publicly available data base. The GSN, like its
precursor, the World-Wide Seismograph Network (WWSN),
detects all but the smallest earthquakes worldwide, as
well as seismic waves emitted by nuclear explosions and
detonations of large conventional weapons. The academic
members of IRIS provide data and analyses in support of
the international Comprehensive Test Ban Treaty (CTBT)
that seeks to monitor international weapons tests, and
identify treaty violations.
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Seismology for
Monitoring Explosions

1 WILLIAM C. HANEBERG

Seismology has been an important tool for the remote
detection of large explosions, especially underground nu-
clear tests, for many years and is expected to play an
importantrole in Comprehensive Test Ban Treaty verifica-
tion. The treaty was signed by President Clinton and other
world leaders in 1996, and was subsequently ratified by
the United States Congress in 1999.

The Limited Test Ban Treaty of 1963 curtailed nuclear
testing in the atmosphere, outer space, and under water,
leaving underground testing as the only option. The Thresh-
old Test Ban Treaty, signed in 1974, further banned nu-
clear explosions larger than 150 kilotons. For that reason,
Threshold Test Ban Treaty verification concentrated on
estimation of explosion size. Explosions large enough to
exceed the 150-kiloton limit create earthquakes that are
easily detected by seismometers thousands of kilome-
ters away.

Because the Comprehensive Test Ban Treaty forbids
all nuclear testing, seismologists have redirected their
attention toward the detection of nuclear explosions, re-
gardless of size. This is a difficult task because each day
there are hundreds of naturally occurring earthquakes and
large non-nuclear industrial explosions associated, for
example, with mining and building demolitions. It is gen-
erally possible, however, to distinguish earthquakes caused
by explosions from naturally occurring earthquakes along
faults. In comparison to naturally occurring earthquakes,
earthquakes triggered by explosions are very shallow.
Explosions occur in small spaces and, because an explo-
sion causes the rock around it to dilate, produce strong
compressional body waves that travel through the Earth.
Earthquakes along faults, in contrast, are caused by slip
distributed over large areas and tend to produce much
larger surface waves that travel along Earth’s surface.
Each of these produces distinctly different seismograms
and ratios of long- to short-period seismic waves. The size
of an explosion can be estimated from the magnitude of
the earthquake it produces. Current efforts are aimed at
the identification of nuclear explosions in the 0.001to 0.01

Seismology for Monitoring Explosions

kiloton range, which produce earthquakes of magni-
tude 2 to 3.

One of the most significant events since the signing of
the Comprehensive Test Ban Treaty was a series of nu-
clear tests conducted by India and Pakistan in May 1998.
India, which was one of only three countries to oppose the
treaty, conducted three nuclear tests in the northwestern
part of the country. Neighboring Pakistan, which sup-
ported the treaty, but refused to sign it as long as it was
opposed by India, conducted five nuclear tests in re-
sponse. The tests produced earthquakes with magnitudes
between 4.8 and 5.2, one of which was preceded by a
naturally occurring magnitude 6.9 earthquake in Afghani-
stan. Seismologists have concluded that both India and
Pakistan probably exaggerated the size of the tests in
order to present more powerful images to each other.

The use of seismology to detect remote explosions is
not limited to nuclear test monitoring. It can also be used
to learn about large explosions due to other causes, espe-
cially in foreign countries or inaccessible areas. Seismolo-
gists using publicly available information, for example,
were able to determine that two separate explosions oc-
curred when the Russian submarine Kursk sank in August
2000. A small explosion was followed about two minutes
later by a second explosion that released about 16 times
as much energy as the first and produced a magnitude 4.2
earthquake that was recorded as far as 5000 km away. It
was further determined that the energy released in the
second explosion was equivalent to that which would
have been released by 2000 to 4000 kg (about 2 to 4
kilotons) of TNT. The depth of the second explosion was
estimated from a bubble pulse produced during the explo-
sion, which was caused when a bubble of hot gas oscil-
lates while rising quickly through the water. The calcu-
lated depth of 100 m is about the same as the seafloor
depth at the location of the Kursk accident, so the second
explosion probably occurred when the sinking submarine
struck the seafloor. More than 150 earthquakes with mag-
nitudes of 1.4 to 1.6 occurred in the months after the
sinking. They were probably caused by depth charges that
were detonated by the Russian navy to discourage foreign
submarines from visiting the wreckage. Similar studies
have shed light on incidents such as the 1995 attack on the
Murrah Federal Building in Oklahoma City; the 1998 truck-
bombing of the American Embassy in Nairobi, Kenya; and
the September 11, 2001 terrorist attacks on the World
Trade Center and Pentagon.
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Senafe Select Committee on
Intelligence, United States

Established in the wake of congressional investigations
regarding activities of United States intelligence services
in the 1970s, the Senate Select Committee on Intelligence
(SSCl) is, along with the House Permanent Select Commit-
tee on Intelligence, the principal means by which Con-
gress oversees the intelligence community. In addition to
reviewing, studying, and reporting on intelligence activi-
ties and programs, the SSCl is responsible for submitting
to the Senate appropriate proposals for legislation.

The SSCI was created by Senate Resolution 400 in
1976, the same year that the Senate Select Committee to
Study Governmental Operations with Respect to Intelli-
gence Activities, chaired by Frank Church (D-ID), com-
pleted its investigations of U.S. intelligence activities.
Whereas the relationship of the Church Committee to the
intelligence community was largely adversarial, the SSCI
has developed as an entity that, while maintaining scru-
tiny of intelligence activities, also makes recommenda-
tions to increase the effectiveness of U.S. intelligence.

Each year, the SSCI undertakes a review of the intelli-
gence budget submitted by the president, and prepares
legislation authorizing appropriations for civilian and mili-
tary agencies within the intelligence community. The SSCI

also makes recommendations to the Senate Armed Serv-
ices Committee regarding authorizations for intelligence
activities of the military services.

During the late twentieth and early twenty-first centu-
ries, areas of focus for the SSCl included modernization of
the U.S. signals intelligence system and improving the
implementation of intelligence obtained from satellites
and other collection platforms. Particular areas of concern
under the administration of President William J. Clinton
included satellite and missile technology transfers to the
People’s Republic of China and Chinese efforts to influ-
ence U.S. policy.
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Sendero Luminoso (Shining
Path, or SLJ

Former university professor Abimael Guzman formed
Sendero Luminoso (Shining Path, or SL) in the late 1960s,
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and his teachings created the foundation of SL's militant
Maoist doctrine. In the 1980s, SL became one of the most
ruthless terrorist groups in the Western Hemisphere; ap-
proximately 30,000 persons have died since Shining Path
took up arms in 1980. Shining Path’s stated goal is to
destroy existing Peruvian institutions and replace them
with a communist peasant revolutionary regime. It also
opposes any influence by foreign governments, as well as
by other Latin American guerrilla groups, especially the
Tupac Amaru Revolutionary Movement (MRTA).

In 2001 the Peruvian National Police thwarted an SL
attack against “an American objective,” possibly the U.S.
Embassy, when they arrested two Lima SL cell mem-
bers. Addtionally, government authorities continued to
arrest and prosecute active SL members, including Ruller
Mazombite (a.k.a. “Camarada Cayo”), chief of the protec-
tionteam of SL leader Macario Ala, (a.k.a. "Artemio”), and
Evorcio Ascencios (a.k.a. "Camarada Canale”), logistics
chief of the Huallaga Regional Committee. Recent coun-
terterrorist operations targeted pockets of terrorist activity
in the Upper Huallaga River Valley and the Apurimac/Ene
River Valley, where SL columns continued to conduct
periodic attacks.

l]rganizatiun Activities. The Shining Path has conducted
indiscriminate bombing campaigns and selective assassi-
nations. Shining Path adherents detonated explosives at
diplomatic missions of several countries in Peru in 1990,
including an attempt to car bomb the U.S. Embassy.
Peruvian authorities continue operations against the Shin-
ing Path groups in the countryside, where Shining Path
conducts periodic raids on villages.

Actual Shining Path membership is unknown, but is
estimated by U.S. government experts to be about 200
armed militants. SL's strength has been vastly diminished
by arrests and desertions. The Shining Path operates in
Peru, with most activity in rural areas.
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SENTRI (Secure Electronic
Network for Travelers’
Rapid Inspection)

The SENTRI (Secure Electronic Network for Travelers’
Rapid Inspection) is a component of the Port Passenger
Accelerated Service System (PORTPASS) in use at se-
lected border crossings (e.g., crossings at the U.S. and
Mexico border in California and Texas) to facilitate quick
passage through entry inspection checkpoints. SENTRI
and other expedited U.S. national entry systems are de-
signed to identify pre-approved low-risk international travel-
ers using a combination of biometric measurements and
encodable data. Automated entry systems are designed to
allow inspectors additional time to focus on high-risk
entrants.

SENTRI screens program participants and their vehi-
cles against information formerly maintained in former
INS and U.S. Customs Service databases. On March 1,
2003, custody of the database was assumed by the Depart-
ment of Homeland Security (DHS).

SENTRI applicants are fingerprinted, and agents con-
duct background investigations to verify immigration sta-
tus and assure the applicant has no prior criminal record.
Prior to DHS reorganization, U.S. custom agents were
responsible for conducting screening interviews and for
conducting preliminary vehicle inspections.

SENTRI features dedicated commuter lanes at entry
points. SENTRI systems utilize acombination of technolo-
gies to verify the identity of individuals in vehicles. SENTRI's
dedicated commuter lanes also use a radio frequency tags
affixed to the vehicle to allow moving identification of the
vehicle.

When an approved SENTRI participant passes through
the SENTRI system, digital license plate readers and cam-
era scans allow inspectors to validate both the identity of
the vehicle and the identity of the occupants of the vehicle
against digitized photographs of approved participants in
the SENTRI database and other law enforcement databases.

Initially, a system of barricades funnels traffic to an
automated inspection zone where the SENTRI Automatic
Vehicle (AVI) system, consisting of an in-ground inductive
loop and a free-standing light curtain, scans the vehicle.
The system then interrogates an RF transmitter located on
the vehicle. The ensuing transmission of data primes
subsequent systems for analysis and comparison of physi-
cal data and data stored in the SENTRI database. Data
comparisons are also made between data encoded on a
magnetic stripe on the program participant’s PORTPASS
identification card. Either in person or via camera, inspec-
tors also visually compare prospective entrants against
the data maintained in the SENTRI database. Lacking a
positive identification, some combination of electric gates,

| 67 |

Encyclopedia of Espionage, Intelligence, and Security



September 11 Terrorist Attacks on the United States

tire shredders, and traffic restriction barriers prevent physi-
cal passage through the entry checkpoint.

As with other automated entry systems, SENTRI util-
izes a "one-to-one” search protocol to verify identity.
Instead of comparing input data across a broad database,
an identification number allows direct comparison with
the data on file for a particular PORTPASS identification
number. Biometric measurements, including fingerprints
are also associated with the PORTPASS SENTRI identifica-
tion number should further identity interrogation be re-
quired. Unlike fingerprint search protocols used by the
FBI, the entry search protocols are, as of March 2003,
unable to take biometrics and conduct a broad search to
identify a subject’s identity.

As of March 1, 2003, the newly created DHS absorbed
the former Immigration and Naturalization Service (INS).
All INS border patrol agents and investigators—along
with agents from the U.S. Customs Service and Transpor-
tation Security Administration—were placed under the
direction of the DHS Directorate of Border and Transporta-
tion Security (BTS). Responsibility for U.S. border security
and the enforcement of immigration laws was trans-
ferred to BTS.

BTS is also scheduled to incorporate the United States
Customs Service (previously part of the Department of
Treasury).

Former INS immigration service functions are sched-
uled to be placed under the direction of the DHS Bureau of
Citizenship and Immigration Services. Under the reorgani-
zation the INS formally ceases to exist on the date the last
of its functions are transferred.

Although the description of the technologies involved
in the SENTRI entry security program remained stable, in
an effort to facilitate border security BTS plans envision
higher levels of coordination between formerly separate
agencies and databases. As of April 2003, the specific
coordination and future of the SENTRI program was un-
certain with regard to name changes, program adminis-
tration, and policy changes.
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September 11 Terrorist
Attacks on the United States

I K. LEE LERNER

On September 11, 2001, 19 al-Qaeda-trained terrorists
hijacked four U.S. commercial airliners. The hijackers
crashed two of the jets into the World Trade Center towers
in New York City and crashed the third jet into the Penta-
gon outside Washington, D.C. Passengers and crew bat-
tled the hijackers for control of the fourth jet, and it
crashed into a field near Shanksville, Pennsylvania, short
of reaching the hijackers’ intended target in Washing-
ton, D.C.

The attacks caused the subsequent collapse of the
World Trade Center twin towers, damaged the Pentagon,
and killed approximately 3,000 people. Included in the
death toll were hundreds of firefighters and rescue per-
sonnel who responded to the crashes at the World Trade
Center site and who were in the process of rescuing those
inside when the buildings collapsed.

Al-Qaeda (also known as al-Qaida), and its leader,
Osama bin Laden (also spelled Usama Bin Ladin or Osama
bin Ladin), subsequently claimed responsibility for the
attacks. Al-Qaeda—operating out of Afghanistan under
the protection of the fundamentalist Taliban regime—and
allied Islamic extremist groups had publicly vowed a ter-
rorist war against the U.S. and Western interests in an
effort to establish pro-lIslamist governments and funda-
mentalist Islamist social order throughout the world. Al-
Qaeda also directed the 2000 attack on the USS Cole near
the port of Aden, Yemen, and claimed responsibility for
the bombings of U.S. embassies in Africa.

The September 11,2001 attacks were the most deadly
international terrorist attack in history and the largest
attack on United States territory since the Japanese attack
on Pearl Harbor on December 7, 1941.

According to investigators and transcripts of cellular
phone calls made by passengers aboard several of the
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Satellite views of lower Manhattan before the September 11, 2001,
terrorist attacks. SPACE IMAGING.

hijacked planes, the hijackers used box cutter knives as
weapons to overpower or kill crew and resisting passen-
gers. The aircraft, all destined for long flights and heavy
with jet fuel, exploded as powerful bombs upon impact.

The hijacking of American Rirlines flight 11. The terrorist
action began when five terrorists hijacked American Air-
lines flight 11, a Boeing 767 aircraft carrying 92 people that
departed Boston bound for Los Angeles at 8:00 Am. The
FBl subsequently identified the hijackers as Satam M.A. al-
Sugami (most hijackers had multiple aliases), Waleed M.
al-Shehri, Wail M. al-Shehri; Mohamed Atta, and Abdulaziz
Alomari. The hijackers flew American Airlines flight 11
into the North Tower of the World Trade Center in New
York City at 8:46 AM.

The hijacking of United Rirlines flight 175. Five terrorists
hijacked United Airlines flight 175, a Boeing 767 aircraft
that departed Boston for Los Angeles at 8:14 am. with 65
people on board. The FBI subsequently identified the
hijackers as Marwan al-Shehhi, Fayez Rashid Ahmed
Hassan al-Qadi Banihammad, Ahmed Alghamdi, and
Mohand al-Shehri. The hijackers piloted United Airlines
flight 175 into the South Tower of the World Trade Center
at 9:03 Am,, 17 minutes after the crash of American Airlines
flight 11 into the North Tower.

The hijacking of American firlines flight 7. Five terrorists
hijacked American Airlines flight 77, a Boeing 757 carrying

Satellite views of lower Manhattan after the September 11, 2001, terrorist
attacks. SPACE IMAGING.

64 people that took off from Washington Dulles Airport
bound for Los Angeles at 8:21 am. The FBI subsequently
identified the hijackers as Khalid Almihdhar, Majed Moqed,
Nawaf Alhazmi, Salem Alhazmi, and Hani Hanjour. The
terrorists crashed the plane into the Pentagon at 9:43 am.
The crash into the Pentagon—exactly 60 years to the day
after construction began on the building—killed more
than one hundred personnel working in the building’s
outer rings, as well as the people aboard the aircraft. The
portion of the Pentagon damaged by the crash had re-
cently been strengthened and remodeled to heighten physi-
cal security, and Pentagon officials credit those measures
with saving many lives.

The hijacking of United Rirlines flight 93. Four terrorists
hijacked United Airlines flight 93, a Boeing 757 carrying 44
people that took off from Newark bound for San Francisco
at 8:41 aAm. The FBI subsequently identified the hijackers
as Saeed Alghamdi, Ahmed Ibrahim A. Al Haznawi, Ahmed
Alnami, and Ziad Samir Jarrah. Passengers, made aware
of the hijackers' intentions during cell phone calls to
family and authorities, attempted to overpower the hijack-
ers. Minutes prior to the crash of the aircraft, a passenger
on the flight used his cell phone to call an emergency
operator in Pennsylvaniato report that the plane had been
hijacked and that passengers and crewmembers were
planning to attempt to retake the plane. At the cost of their
own lives, the passengers and crew thwarted the hijack-
ers’ plansto crash the plane into a Washington areatarget.
At 10:07 a.m. the aircraft crashed into a field southeast of
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The Pentagon on September 12, 2001, as seen in a satellite image with
damage visible from the previous day's terrorist attack in the upper right.
SPACE IMAGING.

Pittsburgh, Pennsylvania, killing everyone on board. Intel-
ligence developed from subsequently captured al-Qaeda
terrorists indicated that the terrorists planned to crash the
plane into either the U.S. Capitol or White House.

As of May, 2003, the NTSB (National Transportation
Safety Board) continues to investigate the actual Septem-
ber 11, 2001 airline crashes associated with the terrorist
attacks.

Hational emergency responses. At approximately 9:30 am.,
U.S. President George W. Bush, who had been visiting a
Florida elementary school, spoke briefly to reporters as
the Secret Service whisked him away to the security of Air
Force One. Bush, now aware that the crashes into the
World Trade Center were deliberate, but speaking ten
minutes before the crash into the Pentagon, pledged that
United States would find and punish the parties responsi-
ble for crashing the hijacked aircraft into the World Trade
Center towers.

Minutes later, the crash into the Pentagon put official
Washington into a heightened state of alert and lock-
down. The U.S. Capitol, White House, State Department,
Justice Department, and World Bank were evacuated.

For the first time in aviation history the Federal Avia-
tion Administration banned all aircraft flights in United
States airspace. In a largely unheralded effort, by 12:15
p.M. the airspace over the continental United States was
cleared of more than 4,500 commercial and private air-
craft. Pilot and air traffic controllers managed to safely
land all planes, many far from their intended destinations.
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The FAA ban did not reopen airspace until September
13, 2001.

During a tense afternoon and for days afterwards,
U.S. military deployed anti-aircraft and anti-missile batter-
ies around New York and Washington. Five destroyers
and two aircraft carriers deployed to sea from the Naval
Air Station at Norfolk to monitor and protect the U.S. East
Coast. Fighter and surveillance aircraft patrolled the skies
over major U.S. cites.

The collapse of the World Trade Center towers. on a typical
workday, an estimated 50,000 people worked in the World
Trade Center complex of six buildings. Built in the 1970s,
the complex included 110 -story twin towers. Prior to
September 11, 2001, the World Trade Center contained
offices for more than 400 companies from more than 25
countries and hosted more than 125,000 visitors each day.

Although the full details are not yet known, forensic
analysis indicated that the high temperatures of the jet
fuel burning in the World Trade Center towers weakened
critical supporting beams. As emergency personnel raced
into the building to complete the evacuation of those
stranded by the fire and to begin the long climb to attack
the fire on the upper floors, at 10:05 A.m. the South tower of
the World Trade Center suddenly collapsed as the upper
floors pancaked into lower floors. The tower collapsed
nearly vertically into the deep subfloors and subterranean
ground transit station. Above ground, a billowing cloud of
pulverized concrete and dust blew through several blocks
of lower Manhattan. A mushroom-like plume replaced the
South tower in the New York skyline. The slowly clearing
air revealed an above ground pile of twisted steel and
pulverized wreckage. At 10:28 am., the North tower of the
World Trade Center collapsed with all the violence of its
twin. A third World Trade Center building (the 47-story
"Building 7“), damaged by the falling towers, collapsed
approximately seven hours later.

Rescue efforts started immediately as surviving po-
lice, firefighters, engineers, construction workers, and other
arriving emergency personnel began a determined search
for colleagues and civilian survivors. Although intense
rescue efforts continued for more than a week, the tremen-
dous force of the collapsing buildings spared few of those
trapped inside. The tremendous volume of falling material
compacted into a tight and dense mass, providing few
spaces that held the possibility of finding survivors. Death
for thousands had been swift, and beyond a handful of
survivors found in the first hours, no one survived the full
fury of the collapse. Despite a 24-hour operation through-
out the winter by large and dedicated crews, a full excava-
tion of the site and forensic determinations of human
remains would take more than half a year.

The U.S. moves to full alert. Initially unaware of the extent
or origin of the attack, following the attack on the Penta-
gon, the U.S. military was placed on full nuclear alert. In
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accordance with national security protocols and continu-
ity of government measures, President Bush was taken by
Air Force Oneto Barksdale Air Force Base in Louisiana and
then to the headquarters of the U.S. Strategic Air Com-
mand at Offutt Air Force Base in Nebraska. The Secret
Service did not determine that it was safe for the president
to return to Washington for several hours, but President
Bush reportedly asked to return to the White House as
soon as possible. Arriving at 7:00 p.m., within an hour and a
half the president addressed the nation and vowed to find
and punish the perpetrators of the terrorist attacks.

Bush subsequently activated 50,000 National Guard
and Reserve members to help with rescue efforts and
security.

FEMA, EPA, and scores of federal law enforcement
and investigative agencies sent disaster management
teams and technical aid to the crash sites.

The FBI dedicated 7,000 of its 11,000 Special Agents
and thousands of FBI support personnel to the PENTTBOM
investigation. "PENTTBOM" is short for Pentagon, Twin
Towers Bombing.

Investigators subsequently determined that the hi-
jackers had been in the United States for periods ranging
from aweek to several years. Most entered with student or
tourist visas and some of those visas had expired prior to
September 11. One hijacker admitted to the U.S. to study
English attended the school that admitted him. A GAO
report issued in 2002 revealed that 13 of the hijackers
involved in the September 11 incidents had not been
interviewed by U.S. consular officials prior to the granting
of visas.

Hijackers Alshehri, Atta, Alomari, Shehhi, and Jarrah
were all known to have pilot training. Some of the hijack-
ers had taken pilot training in limited aspects of flight,
including training in commercial jet simulators for take-off
and flight, but not for landings. Mohamed Atta was identi-
fied as the terrorist group leader.

The majority of the hijackers were Saudi nationals,
Atta was an Egyptian national.

In 2002 Zacarias Moussaoui, a 34-year-old French
citizen of Moroccan origin, was charged with six counts of
conspiracy and faced a possible death sentence for al-
leged involvement in the attacks on New York and Wash-
ington. Moussaoui, indicated as the "20th hijacker” by
U.S. justice officials, was unable to participate in the
mission because he was already under arrest. Moussaoui
has denied involvement in the attacks, but admitted to
being a member of the al-Qaeda network.

The circumstances surrounding Moussaoui’'s arrest
also sparked controversy and calls for reform with the FBI.
An FBl internal investigation following the September 11
terrorist attacks revealed that Special Agent Colleen Rowley
of the Minneapolis office had requested a warrant to
conduct electronic surveillance and a computer search
against Moussaoui well before the September 11 attacks.

September 11 Terrorist Attacks on the United States

Rowley was suspicious of Moussaoui’s activities at a local
flight school that reported that Moussaoui told instructors
that he was only interested in take-off and in-flight opera-
tions, but did not care to learn how to land a plane.
Moussaoui was arrested for immigration violations prior
to the September 11 terrorist attacks, but supervisors
denied Rowley’s request for a search warrant. Subse-
quent examination of Moussaoui’s computer records re-
vealed phone numbers used by other September 11th
hijackers.

International reactions. Citizens of 90 countries perished in
the terrorist attacks. There was an outpouring of sympa-
thy from much of the world. French President Jacques
Chirac was the first foreign leader to visit the World Trade
Center site to express French solidarity with the American
people. Le Monde, the leading French newspaper, ran a
sympathetic headline proclaiming solidarity with Ameri-
cans in their mourning. The United Kingdom lost 67 citi-
zens in the attack, and U.K. Prime Minister Tony Blair
pledged full support for the forming U.S. war on terrorism.

Not all reactions were positive; in some Arab cities
there were jubilant street celebrations. Unfounded rumors
and disinformation swept the Internet that Jewish citizens
had mysteriously been forewarned of the attack. In fact,
Israeli citizens were among the doomed hijacked passen-
gers and other Israelis died in the World Trade Center
collapses. A best-selling book in France speciously claimed
that the crash into the Pentagon was a hoax.

In the wake of the September 11 attacks, the Bush
administration, with the majority of Congress supporting,
effectively declared war on terrorism. Casting aside diplo-
matic formalities, Bush reverted to the language and eth-
ics of the American frontier when he asserted that bin
Laden was wanted “dead or alive” and that, ”if he can not
be brought to American justice, American justice will
find him.”

The Old West analogies confounded many of Amer-
ica’s European allies, but revealed a deep and fundamen-
tal shift in American foreign policy. The emerging Bush
doctrine asserted that in the coming war on terrorism,
"states were either for us or against us” and that "states
that harbor or aid terrorists are as guilty as the terrorists
themselves.”

Attorney General John Ashcroft and FBI Director Rob-
ert S. Mueller, lll restructured the Federal Bureau of Inves-
tigation’s efforts toward counterterrorism. Congress passed
and Bush signed into law the Patriot Act into law, giving
the FBI and CIA broader investigatory powers and allow-
ing them to share confidential information about sus-
pected terrorists.

With Congressional support, Administration officials
created an Office of Homeland Security and put into mo-
tion the subsequent creation of the Department of Home-
land Security.
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Sequencing

The September 11 attacks changed many aspects
of American life and governmental policies. Almost every
government agency reacted to the attack, changing or
implementing emergency protocols and policies directed
toward increased security. For example, the FAA enacted
tougher airport security measures, required background
checks for all airport employees with access to secure
areas, and published new rules prohibiting passengers
from carrying-on knives and other potential weapons.
Airline and airport security reform was a key aspect of
international anti-terrorist efforts. The U.S. dramatically
increased air marshal protections, swelling the police
force from approximately 35 officers pre-September 11
to more than a thousand officers. In addition, prior to
departure of every international flight bound for the United
States, APIS (Advance Passenger Information System)
data is now checked against the Interagency IBIS
(Interagency Border Inspection System) database. The
Computer Assisted Passenger Prescreening System
(CAPPS), used selectively used before September 11, came
into regular use at American airports. Security screeners
were place under the control of the newly created Trans-
portation Security Administration (TSA) and airports were
required to use explosive-detection devices in the inspec-
tion of passengers and baggage.

Intelligence analysts asserted that a lack of human
intelligence and over-reliance on technological spying
contributed to failures to develop information that might
have specifically predicted the attacks. In the aftermath of
the attacks, the CIA and other agencies placed a renewed
emphasis on the gathering of intelligence from human
sources.
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1 BRIAN HOYLE

Sequencing refers to the techniques used to determine
the order of the constituent bases (i.e., adenine, thymine,
guanine, and cytosine) of deoxyribonucleic acid (DNA) or
protein. Protein sequencing determines the order of the
constituent amino acids. Sequencing is increasingly im-
portant in forensic science and in the rapid and positive
identification of potential pathogens that can be exploited
by bioterrorists.

DNA is typically sequenced for several reasons: to
determine the sequence of the protein encoded by the
DNA, the location of sites at which restriction enzymes can
cut the DNA, the location of DNA sequence elements that
regulate the production of messenger RNA, or alterations
in the DNA.

The sequencing of DNA is accomplished by stopping
the lengthening of a DNA chain at a known base and at
a known location in the DNA. Practically, this can be
done in two ways. In the first method, called the Sanger-
Coulson procedure, a small amount of a specific so-called
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dideoxynucleoside base is incorporated in along with a
mixture of the other four normal bases. This base is
slightly different from the normal base and is radioactively
labeled. The radioactive base becomes incorporated into
the growing DNA chain instead of the normal base, growth
of the DNA stops. This stoppage is done four times, each
time using one of the four different dideoxynucleosides.
This generates four collections of DNA molecule. Also,
because replication of the DNA always begins at the same
point, and because the amount of altered base added is
low, for each reaction many DNA pieces of different length
will be generated. When the sample is used for gel electro-
phoresis, the different sized pieces can be resolved as
radioactive bands in the gel. Then, with the location of the
bases known, the sequence of the DNA can be deduced.
The second DNA sequencing technique is known as the
Maxam-Gilbert technique, after its co-discoverers. In this
technique, both strands of double-stranded DNA are
radioactively labeled using radioactive phosphorus. Upon
heating, the DNA strands separate and can be physically
distinguished from each other, as one strand is heavier
than the other. Both strands are then cut up using specific
enzymes, and the different sized fragments of DNA are
separated by gel electrophoresis. Based on the pattern of
fragments the DNA sequence is determined.

The Sanger-Coulsom is the more popular method.
Various modifications have been developed and it has
been automated for very large-scale sequencing. During
the sequencing of the human genome, a sequencing
method called shotgun sequencing was very successfully
employed. Shotgun sequencing refers to a method that
uses enzymes to cut DNA into hundreds or thousands of
random bits. So many fragments are necessary since
automated sequencing machines can only decipher rela-
tively short fragments of DNA about 500 bases long. The
many sequences are then pieced back together using
computers to generate the entire DNA genome sequence.

Protein sequencing involves determining the arrange-
ment of the amino acid building blocks of the protein. It is
common to sequence a protein by the DNA sequence
encoding the protein. This, however, is only possible
if a cloned gene is available. It still is often the case
that chemical protein sequencing, as described subse-
quently, must be performed in order to manufacture an
oligonucleotide probe that can then be used to locate the
target gene. The most popular direct protein chemical
sequencing technique in use today is the Edman degrada-
tion procedure. This is a series of chemical reactions, that
remove one amino acid at a time from a certain end of the
protein (the amino terminus). Each amino acid that is
released has been chemically modified in the release
reaction, allowing the released product to be detected
using a technique called reverse phase chromatography.
The identity of the released amino acids is sequentially
determined, producing the amino acid sequence of the
protein.

Another protein sequencing technique is called fast
atom bombardment mass spectrometry, or FAB-MS. This

Serbia, Intelligence and Security

is a powerful technique in which the sample is bombarded
with a stream of fast atoms, such as argon. The protein
becomes charged and fragmented in a sequence-specific
manner. The fragments can be detected and their identify
determined. The expense and relative scarcity of the nec-
essary equipment can be a limitation to the technique.

Still another protein sequencing strategy is the diges-
tion of the protein with specialized protein-degrading en-
zymes called proteases. The shorter fragments that are
generated, called peptides, can then be sequenced. The
problem then is to order the peptides. This is done by the
use of two proteases that cut the protein at different
points, generating overlapping peptides. The peptides are
separated and sequenced, and the patterns of overlap and
the resulting protein sequence can be deduced.
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Serbia, Infelligence
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Following the dissolution of Yugoslavia in 1989, after the
fall of Soviet communism in Eastern Europe, the Balkan
region fell into conflict. The former Yugoslav provinces
splintered into several independent nations, but Serbia
and Montenegro chose to remain a communist domi-
nated state. The Federal Republic of Yugoslavia, as the
nation was renamed, is wholly dominated by Serbia.
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Sex-for-Secrets Scandal

When civil war erupted in neighboring Bosnia-
Herzegovina, Serbia provided aid to ethnic Serb forces
in the region. The international community protested the
move, and Yugoslav leader, Slobidan Milosevic signed
a peace accord with neighboring Bosnia and Croatia.
In 1999, Serbia refused to restore autonomy to Kosovo.
Conflict lingered, and reports that Serbian forces were
perpetrating grievous human rights crimes against Mus-
lim Kosavars, including mass murder and deportation,
prompted NATO intervention in the region. Following
a bombing campaign against Serbian strongholds,
peacekeeping troops entered the region.

Following the Kosovo conflict, Serbians ousted
Milosevic in a general election. Vojislav Kostunica was the
first non-communist leader elected in Yugoslavia in nearly
60 years. Though tension remains high in the region, and
periodic violence continues to erupt, Kostunica and his
government are committed to democratizing the national
government and reforming the economy. The function of
the national intelligence community has changed dra-
matically because of reforms.

The Serbian intelligence community maintains tradi-
tional distinctions between internal and foreign, civilian
and military intelligence, and organizes its various agen-
cies accordingly. However, many of these agencies’ ex-
pressed duties overlap. To avoid confusion and facilitate
cooperating and data sharing, the Council for Security
coordinates all intelligence and security operations relat-
ing to the protection of national interests.

Though individual branches of the military maintain
their own intelligence units, the Ministry of Defense
oversees the largest military intelligence agencies and
coordinates the intelligence and security operations of
various departments and units. The Kontraobavesajna
Sluzba (KOS), General Staff Security Directorate, provides
domestic security and counterintelligence analysis for the
military. The agency works closely with Military Police
to insure the safety and security of Serbian military
installations.

Civilian intelligence forces fall under the jurisdiction
of the Ministry of the Interior. The Sluzba Javne Bezbednosti
(SJB), Public Security Service is charged with the protec-
tion of public welfare. The SJB guards diplomatic officials
and aids intelligence services with anti-terrorism opera-
tions. The future of this organization, as well as its parent,
the State Security Service (SDB), is unknown. Govern-
ment officials have reformed the organization several
times, stripping it of its powers to conduct espionage for
political reasons.

In 2000 the government created a special anti-terror-
ist unit, the ATJ. The group is trained in both civilian
espionage and military battle techniques. The special unit
was granted a wide range of operation, from intelligence
to policing.

The structure of the Yugoslavian intelligence commu-
nity is sure to change in the near future, as the government

| 7 |

continues reforms. Serbian intelligence and security agen-
cies have cultivated a regional reputation for brutality over
the past six decades, a problem that democratic reformers
seek to rectify. The new government arrested Milosevic
and sent him to stand trial for war crimes and crimes
against humanity. The international tribunal convicted
Milosevic. Since the elections of Kostunica and Prime
Minister Zoran Djindjic, the nation has made strides to join
the international community and participate in European
economic and security organizations.

On March 12, 2003, Djindjic, one of the primary lead-
ers of Serbia’s reform movement, was assassinated by an
unknown sniper.

SEE ALSO

Cold War (1972-1989): The Collapse of the Soviet Union
European Union

1 DAVID TULLOCH

On December 14, 1986, a United States Marine who had
been serving as an Embassy guard in Moscow and Vienna
turned himself in to CIA officials. The Marine, Sergeant
Clayton J. Lonetree, claimed that he had given classified
information to a KGB agent with the codename “Uncle
Sasha.” Immediately, a government investigation was
launched into the affair, as officials searched for evidence
that Lonetree had not been working alone, or was just one
of many Embassy guards who was successfully targeted
by the Soviets.

Uioletta and “Uncle Sasha.” Lonetree, a Winnebago Indian
from St. Paul, Minnesota, had been a model soldier. He
enlisted at age eighteen in the Marine Corps, and later
underwent the difficult, elite training of the Security Guard
Battalion School, from which he graduated in 1984.
Lonetree was then assigned to the U.S. Embassy in Mos-
cow, and later to the Vienna Embassy. While everyday
duty as an Embassy guard can be repetitive, it is a key
position, and often includes access to sensitive material,
such as keys to offices or safes.

It was while stationed in Moscow that Lonetree met
Violetta Sanni (sometimes given as Seina), a local Russian
who worked as a translator, while attending the annual
Marine ball held at the Ambassador’s residence in Novem-
ber 1985. Lonetree began to date Violetta, despite the
Marine Corps prohibition against guards having close
contacts with Soviet citizens, and he seems to have fallen
in love with her. Sannithen introduced Lonetree to “Uncle
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Christine Keeler, a call girl involved with British War Minister Lord John
Profumo in a 1963 “sex for secrets” scandal, was also entangled with a
Soviet spy trying to discover British nuclear secrets. @BETTMANN/CORBIS.

Sasha,” lateridentified as Alexi Yelsimov. At first Lonetree
enjoyed the visits of Sasha, and they talked together about
Lonetree’s home, what his life had been like in the United
States and on various political topics. However, Sasha
was a KGB operative and he began to ask Lonetree
questions.

Despite his concern, Lonetree continued to see Violetta
and befriend Sasha, without notifying his superiors until
the end of his Moscow tour. He was reassigned to the
Vienna Embassy, where he was unexpectedly joined by
Uncle Sasha. The KGB agent became Lonetree’s only
contact with Violetta, giving the lonely soldier photos and
packages from Moscow, and passing on Lonetree’s letters
and gifts. Sasha used this new position as go-between to
persuade Lonetree to provide documents and information
from the embassy. Lonetree admitted to giving Sasha an
old embassy phonebook and floor plans, for which he was
paid $1,800. The Marine also provided details on sus-
pected intelligence agents working undercover in the
embassy.

Confession and conviction. Uncle Sasha began to demand
more information from Lonetree, even suggesting atrip to
Moscow for KGB training and to see Violetta again. Lonetree
decided he had had enough, and turned himself in to the

Sex-for-Secrets Scandal

CIA. Nine months of intensive investigations began by the
Naval Criminal Investigative Service (NCIS) and other
agencies, which led to an additional five other Marine
guards being detained on suspicion of espionage, lying to
investigators, and improper fraternization with foreign
nationals.

One of these detainees was Corporal Arnold Bracy,
who was also suspected of having a romantic liaison with
a Soviet woman and being an accomplice of Lonetree’s.
Bracy signed a confession that stated he had helped
commit a number of serious breaches of security. Bracy
later claimed not to have read the document before sign-
ing it and to have signed under duress. A key claim in the
confession was that Bracey and Lonetree had worked
together to facilitate tours of the Moscow Embassy for
KGB agents and allow them to plant listening devices. This
allegation was denied by both Bracy and Lonetree, and it
became evident that, working together, it would have
been difficult for the two soldiers to show KGB agents
through the embassy without being detected by other
guards or electronic security measures. Eventually, all
charges against Bracy were dropped. However, Lonetree
was convicted on all of the thirteen charges he faced,
becoming the first U.S. Marine to be found guilty of
espionage.

Doubts surface. Lonetree was sentenced to 30 years in
prison in November 1987 as well as a reduction in rank to
private, the loss of all military pay and privileges, a $5000
dollar fine, and a dishonorable discharge. Even so, some
doubts were raised about the NIS investigation, as a
number of the accusations leveled against Lonetree, Bracy,
and others were later shown to be unfounded.

In 1991, Lonetree returned to court asking that his
conviction be overturned. In the U.S. Court of Military
Appeals, lawyers claimed that Lonetree’s confession had
been inappropriately used as evidence against him, as it
had been taken on the understanding that it would remain
confidential. It was also suggested that Lonetree’s lawyers
at his original trial had been incompetent, as they had not
informed their client of the possibility of a plea agreement.
Additionally, they argued that Lonetree’s cooperation
should have earned him a drastically reduced sentence.

During Lonetree’s trial, it was noted that one witness
had remained anonymous, which was a violation of the
defendants basic right “to know the identity of the witness
against him.” The witness, a CIA agent, had mostly testi-
fied in closed session. As well, military courts have proce-
dures that differ from civil courts. At one time, it was even
claimed that Lonetree had purposefully only given the
KGB non-vital information, as he was planning to become
a double agent.

While Lonetree’s thirty-year sentence was not over-
turned, the court did agree that it should be reduced. In
May 1988 the term had been shortened by five years for
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Ships Designed for Intelligence Collection

the cooperation he had shown investigators. Then in
October 1992 another five years reduction was given.
After the unsuccessful appeal, yet another shortening of
five years’ was granted in July 1994. In 1996, after serving
just under nine years in jail, Lonetree was released early
for good behavior.

The material that Lonetree passed to the KGB was not
considered of great significance, and one report sug-
gested the security implications were probably minimal.
However, by coming forward, Lonetree revealed signifi-
cant security lapses within the embassy staff structure that
sparked changes in procedures and improved security in
embassies across the world.
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I JUDSON KNIGHT

The concept of using ships as modern intelligence-gather-
ing platforms evolved, along with larger modern ideas of
intelligence operations in general, from World War Il. The
Cold War saw the deployment, on both the Soviet and
American sides, of ships tasked with gathering communi-
cations and electronic intelligence. Some of these were
disguised as fishing vessels, a practice common on the
Soviet side, while the United States favored vessels oper-
ating under the guise of research craft. During the 1960s,
United States ships designed for intelligence collection
figured in a number of unfortunate incidents that contrib-
uted to the end of the seaborne passive electronic intelli-
gence (ELINT) program.
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The Soviet Union. Due to their relative lack of electronic
listening posts overseas—in comparison to the Ameri-
cans, who possessed signals intelligence (SIGINT) facili-
ties throughout the world—the Soviets initially took the
lead in the use of ships to gather intelligence. From the
1950s, they began using what came to be their preferred
intelligence-gathering craft, a fishing trawler. The design
of the trawler, which was made to store many days’ catch
in insulated compartments, made it ideal for extensive
activities below deck.

Asthe Cold War continued, the Soviets expanded and
improved their intelligence-collection ships, known to U.S.
intelligence as AGls, the AG being code for “miscellane-
ous auxiliary” and the / a designator of enemy craft. Later
models were designed and built specifically to serve as
collection platforms. Eventually they became large enough
to include on-board intelligence processing facilities, greatly
improving the speed with which raw data became usable
intelligence for Soviet operatives.

During the Vietnam War, a pair of Soviet AGls, one
near Guam and the other in Vietnam’s Gulf of Tonkin, kept
a close watch on U.S. forces, and in some cases may have
provided Hanoi with advance notice of U.S. airstrikes.
Near the end of the Cold War, the Soviets had a fleet of
about five dozen AGls dispatched throughout the globe. A
particular area of interest lay just to the east of Florida, in
international waters and close to friendly ports in Cuba,
from which Soviet AGls could monitor activities at U.S.
naval bases in South Carolina, Georgia, and Florida.

The United States. Among the few places where the United
States, like the Soviet Union, lacked sufficient electronic
listening posts were South America and Africa, to which
the first U.S. spy ships were deployed in the early 1960s.
Most such craft were cargo ships from World War I,
converted by the National Security Agency (NSA) into
craft for gathering SIGINT, particularly ELINT. Ships in this
first phase of the U.S. maritime intelligence-gathering
effort were designated T-AG, or civilian miscellaneous
auxiliary craft.

Simultaneous with the T-AG phase was that of AGTR,
or technical research craft. The U.S. Navy and Marines, in
collaboration with NSA, operated these craft, which NSA
had also converted from war-era cargo ships that had
been converted. The first AGTR, Oxford, provided infor-
mation on movement of Soviet arms into Cuba in the
build-up toward the missile crisis of 1962.

ELINT ships in history. of the five AGTR craft, the best was
the Liberty, which in June 1967 was off the coast of the
Sinai Peninsula. During the Six-Day War, Israeli air and
naval craft, mistaking it for an enemy ship, attacked and
sank it, killing 34 men and wounding 171 more. Israel later
apologized and paid damages to the families of those
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killed. A dozen studies by U.S. and Israeli authorities each
concluded that the regrettable incident was simply a result
of confusion in the midst of heavy fighting.

Two other intelligence-gathering craft also figured in
well-known events. One of these was the destroyer Maddox,
part of an ELINT-gathering mission known as DESOTO,
conducted in the Gulf of Tonkin in 1964. (The Maddox,
operating openly as a naval vessel, was not part of the AG
series.) After North Vietnamese gunboats fired on it on
August 4, Congress hastily passed the Tonkin Gulf Resolu-
tion, which greatly increased the scope of U.S. involve-
ment in Vietnam.

In the meantime, the Navy and NSA, taking a page
from the Soviets’ book, developed the AGER (environ-
mental research) series, using trawler-based designs for
craft smaller than AGTRs. The second of three AGER craft
was the Pueblo, captured by the North Koreans in January
1968. The Puebloincident, coming as it did on the heels of
the Liberty tragedy, brought an end to the large-scale
U.S. deployment of maritime intelligence-gathering ships
equipped with passive ELINT capabilities.
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“Shoe Bomber™

On December 22, 2001, al-Qaeda sympathizer Richard
Reid attempted the mid-flight destruction of an American

Airlines aircraft bound from Paris to Miami flight with 197
people on board. Reid attempted to destroy the flight with
plastic explosives concealed in his shoes that were capa-
ble of blowing a hole in the plane’s pressurized fuselage.
Passengers and crew subdued Reid after the smell of
burned matches alerted them to Reid’s failed attempts to
light his shoes.

Authorities at the Charles de Gaulle airport in Paris
had failed to check Reid’s shoes—not a common pre-flight
security practice at the time. Subsequent to Reid’s at-
tempt, the checking of shoes and more extensive checks
for explosive residues became part of pre-flight security
examinations.

Charles de Gaulle (CDG) airport had an established
reputation as a “soft” entry point for terrorists. In an
unrelated case occurring the year after Reid’s arrest, an
Algerian-born CDG baggage handler who had worked at
the airport for more than three years—and who had broad
access to secure areas—was arrested after weapons and
explosive devices (an automatic handgun, a machine gun,
five bars of plastic explosives, and two detonators) were
discovered in the trunk of his car.

Prosecutors subsequently asserted that “Reid’s in-
tentions were clear he wanted to murder innocent people
in the name of his fanatical religious beliefs.” Reid subse-
quently confessed and admitted guilt to eight felony
charges, including attempted murder, attempted murder
using a weapon of mass destruction, planting an explo-
sive device on an aircraft, attempted destruction of an
aircraft, and two counts of interfering with a flight crew.

Reid, son of an English mother and Jamaican father,
was a British citizen with a history of petty crime. He
converted to radical Islam while in a British jail. Reid
claimed he was an enemy of the United States, and avowed
his allegiance to al-Qaeda leader Osama bin Laden.

References to an al-Qaeda operative with a similar
operational history and profile to Reid were found on a
computer hard drive allegedly used by al-Qaeda leadersin
Afghanistan.

Reid attempted to claim he was a “solider” in the war
on terrorism. At Reid’s sentencing, U.S. federal judge
William Young dismissed his assertions and, citing Reid’s
attempts to kill innocent civilians, flatly told Reid, “You are
not a soldier, you are a terrorist.” Reid was sentenced to
life in prison without the possibility of parole.
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A popular weekly situation comedy called “Get Smart”
ran on the American Broadcasting Corporation television
network in the United States for five seasons in the 1960s.
In the show—a spoof of spies and espionage organiza-
tions—the lead character, Maxwell Smart, often commu-
nicated with his colleagues via a “shoe phone.” The televi-
sion series and the espionage equipment were conceived
as a nonsensical spoof of the spy movies that were in
vogue at that time. Nonetheless, the shoe phone was
grounded in reality.

During the Cold War, with tensions arising between
the United States and the former Soviet Union in the 1950s
and 1960s, both nations conducted espionage campaigns
to collect information from the other country that was
deemed vital to national security. As part of these ef-
forts, the Soviet spy agency known as the KGB (Komitet
Gosudarstvennoi Bezopasnosti, which translates as the
Committee for State Security) devised a microphone and
transmitter that could be concealed in a shoe.

The shoe transmitter could detect conversation in the
immediate vicinity and broadcast the conversation to a
receiver located in a nearby secret monitoring station.
Essentially, the shoe transmitter was a tiny radio station,
broadcasting on a frequency that would be detected only
by the special receiver.

The shoe transmitter was intended to eavesdrop on
conversations of someone who could supply important
and privileged information. A pair of dress shoes de-
signed to be worn for business purposes—one of which
contained the microphone and transmitter in a hollow
heel—was planted in the home, hotel room, or office of the
subject. This was done by someone affiliated with the KGB
who had ready access to the subject such as a maid, valet,
or co-worker. When the shoes were planted, a pin located
in a hollowed-out heel was pulled out. This activated the
radio beacon and the microphone, allowing conversation
to be recorded until the batteries that powered the equip-
ment ran out of power.

With the coming of more sophisticated bugging tech-
nologies in the 1970s, the use of the shoe transmitter was
phased out. However, at the time the, device was a sophis-
ticated piece of equipment and demonstrated that minia-
turization of electronic hardware was possible.

Unlike its comedic counterpart, the device could not
be used to make telephone calls.
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A shoe with an imbedded heel transmitter produced by the KGB during
the Cold War to monitor secret conversations. ©@AFP/CORBIS.

A copy ofthe shoe transmitter is now on display at the
International Spy Museum. The museum opened in July
2002 in Washington, D.C.
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Short-wave radio transmission and reception occurs in
the range somewhere between 2 and 30 MHz (megahertz,
or million cycles per second). Because these signals are
capable of propagating over a greater distance than either
AM or FM radio, shortwave is the preferred medium for
radio broadcasting to remote locations. World powers in
the twentieth century and beyond made use of short-wave
radio transmissions to bridge political and physical barri-
ersinsending propaganda messages to distant populations.
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Despite their name, shortwaves are relatively long in
wavelength compared to most of the electromagnetic
spectrum. They measure anywhere from 33 to 262 feet
(10-80 m), gargantuan in comparison to ultra high-energy
waves such as x rays and gamma rays, of which it would
take many millions to cover even the length of a millime-
ter. On the electromagnetic spectrum, the higher the en-
ergy level, the higher the frequency, and the shorter the
wavelength.

Shortwaves shorter than AM (amplitude modulation)
radio waves, to which the U.S. Federal Communications
Commission has assigned the frequency range of 535 kHz
to 1.7 MHz. Short-wave transmissions occur somewhere
between 2to 5.9 MHz at the low end, and 26.1 to 30 MHz at
the high end. Above these are microwave regions as-
signed to television stations, as well as FM, which occu-
pies the range from 88 to 108 MHz. Like AM signals, those
of short-wave radio transmissions propagate over a great
distance because they bounce off of a heavily charged
layer in the earth’s ionosphere.

The length of signal propagation prompted the estab-
lishment of international short-wave communications in
the late 1930s. During the Cold War, the world’s major
powers used shortwave to transmit propaganda mes-
sages. Examples of these efforts included the short-wave
stations operated by Voice of America, Radio Moscow,
Radio Beijing, and the British Broadcasting Corporation.

Long before the 2003 invasion of Iraq, the United
States, through its Central Intelligence Agency, supported
Iraqi short-wave stations operated by resistance move-
ments. In June 1996, President William J. Clinton provided
$6 million to the lraqi National Accord, which set up
several stations, including Twin Rivers Radio, Radio Tikrit,
and al Mustagbal. The latter, whose name means “The
Future,” broadcast from Kuwait and from U.S. military EC-
130 psychological operations planes, on the frequency of
1575.3 kHz (1.5753 MHz), which in the United States would
be a high-frequency AM station.
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1 JUDSON KNIGHT

Signals intelligence, or SIGINT, is one of the four ma-
jor forms of intelligence, along with human, imagery,
and measurement and signatures intelligence (HUMINT,
IMINT, and MASINT respectively). As its name suggests,
it is intelligence derived from the interception of sig-
nals, including communications signals, electronic emis-
sions, and telemetry. The two major subsets of SIGINT
are COMINT, or communications intelligence, gained
through the interception of foreign communications (ex-
cluding open radio and television broadcasts); and ELINT
or electronics intelligence, derived from the interception
of non-communication electromagnetic signals, most no-
tably radar.

Communications intercepts may be in the form of
voice transmissions via telephone or radio, Morse code,
teletype, or facsimile machine. In the modern intelligence
environment, most such communications are encrypted,
and typically require sophisticated computer technology
for decryption. A major component of efforts by the intelli-
gence services of the English-speaking world is Echelon, a
worldwide system of satellites, interception stations, and
supercomputers jointly operated by the United States,
United Kingdom, Canada, Australia, and New Zealand.
The U.S. National Security Agency (NSA) takes the lead in
this and many other COMINT efforts.

Early U.S. efforts in SIGINT would today be placed
under the heading of COMINT. Although the U.S. Army
conducted cryptography and cryptanalysis prior to 1930,
concerted efforts began in that year with the establish-
ment of the U.S. Army Signal Intelligence Service (SIS),
which consolidated all such operations. Notable activities
of SIS included the breaking of the Japanese Foreign
Ministry PURPLE cipher prior to World War Il. SIS, re-
named several times during the war, was replaced in 1945
by the Army Security Agency (ASA). In 1977, the Army
Intelligence and Security Command (INSCOM) replaced
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ASA. The Navy had its own COMINT activities, later taken
over by NSA.

ELINT. A intercepts of non-communication signals sent
over electromagnetic waves, excluding those from atomic
detonations (which are the province of MASINT opera-
tions), fall under the heading of ELINT. In World War ll, the
Allies conducted ELINT operations involving Axis air de-
fense radar systems, to neutralize these in a bombing raid,
either through a direct hit or by electronic countermea-
sures. Since that time, the United States has targeted or
monitored the radar operations of numerous enemies,
including the Soviet Union and China during the Cold War,
North Vietnam during the war in Southeast Asia, and
Libya and Iran during latter-day conflicts in the Middle East.

The radar component of ELINT is not to be confused
with RADINT, or radar intelligence from nonimaging ra-
dar. Unlike ELINT, RADINT does not involve the intercep-
tion or radar signals; instead, intelligence regarding flight
path and other specifics is derived from the deflection of
enemy radar signals. RADINT is a subcategory of MASINT.

FISINT and TELINT. Actual varieties of ELINT include FISINT,
or foreign instrumentation signals intelligence, and its
subcategory, TELINT, or telemetry intelligence. The sig-
nals sent by foreign entities when testing and deploying
aerospace, surface, and sub-surface systems—examples
include tracking and aiming signals, as well as video data
links—are the material of FISINT operations.

Telemetry is the process of making measurements
from a remote location and transmitting those measure-
ments to receiving equipment. It has extensive civilian
and military applications. As an example of the former, an
electric company may use radio signals from remote
power lines to relay operational information to the center
of the power grid. Among the military applications of
telemetry is the use of signals to relay information on the
performance of a guided missile system.
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A silencer is an effort to suppress sound by means of an
attachment to a firearm. Generally, a six- to twenty-inch
steel, titanium, or aluminum alloy barrel addition de-
signed to work with a particular weapon, silencers have
also been constructed from other materials such as plastic
soft drink bottles. Nicknamed “whispering death,” these
devices give a shooter the ability to strike a target with less
risk of being noticed. Contrary to popular image, silencers
do not completely muffle the sound of a gun, but instead
lessen muzzle flash, reduce muzzle noise, and decrease
recoil by delaying the escape of gases from the barrel of
the firearm. Generally illegal for individuals to own in
most parts of the world, silencers have enjoyed enormous
popularity with espionage and security forces.

The idea of a silencer is an old one, with gunsmiths
experimenting with various designs to silence weapons
since the nineteenth century. The first man to successfully
develop and market a silencer was Hiram P. Maxim, the
son of the similarly named inventor of the machine gun. In
1908, Maxim developed a silencer that delayed the release
of gases, but he did not market the weapon until making a
few improvements. The Maxim Model 1909, released in
the year of its name, became the first efficient silencer to
be marketed, but the Maxim Model 1910 became the most
widely distributed silencer in the United States by capital-
izing on an off-center design that allowed it to be used with
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A Hungarian soldier fires an AK-47 style assault rifle equipped with a silencer. LEIF SKOOGFORS/CORBIS.

a weapon'’s original sights. Although the military value of
silencers quickly became apparent to many observers,
Maxim only had the goal of eliminating noise pollution.
Many of the first buyers of silencers employed them for
target shooting in basements and backyards so the sound
of firing would not disturb others. Silencers also found a
market in pest control. Many silencers are still sold for use
in eliminating rats, not so much to surprise the rodents,
but to avoid the public relations problems associated with
shots fired in heavily occupied areas.

Despite global marketing by Maxim, no nation’s mili-
tary force made widespread use of silencers until World
War Il. The Maxim Model 1912 was the first mass-mar-
keted silencer designed specifically for military purposes.
Created for use with the popular Springfield rifle, the
report of the weapon was reduced, but the sonic boom of
the bullet could not be diminished. The passage of the
bullet sounded like someone tearing a sheet until the
projectile passed a solid object, like a tree, which resulted
in the emission of a large crack. The 1912 model was not
sold to any government in great numbers, perhaps be-
cause of the notorious conservativeness of military plan-
ners in this era, but it did find a few buyers. The U.S. Army
purchased a few of the weaponsto be used by sharpshoot-
ers for the quiet, long-range killing of sentries so that
surprise attacks could be mounted. The silencers were

apparently used in Mexico in the campaign against Pancho
Villa, but, because the Army failed to halt Villa, the effec-
tiveness of the silencers is somewhat in doubt. In World
War |, Maxim manufactured silencers in calibers ranging
from .22 through those large enough for machine guns.
An experimental model silenced a four-inch artillery piece.
Snipers continued to be the major users of silencers,
though, and these men used only rifles. The Germans
experimented with a silencer-equipped Luger pistol, but
the gun suffered mechanical failure as well as too high a
noise rate. In the years after the war, public interest in
silencers waned, and Maxim halted production in 1925.

In the years between the World Wars, silencers failed
to find a substantial market among any of the world’s
military forces. The U.S. military conducted a number of
trials with silencers, but ultimately decided that the weap-
ons were unfit for combat use. Despite the silenced dis-
charge, the substantial noise created by the movement of
gun parts enabled observers to easily locate the bulky
weapons. While unsuitable for normal military usage,
silencers appealed to intelligence agencies and these or-
ganizations continued to experiment with the weapons.
The United States Office of Strategic Services (OSS), newly
formed to help fight World War Il, modified the Thompson
submachine gun with a silencer built by the Chrysler
Corporation. The gun proved too noisy to be suitable for a
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silencer as well as very susceptible to jamming under field
conditions. The OSS preferred to equip its agents with a
silenced version of the M3 submachine gun in addition to
a .30 caliber M1 carbine. The Central Intelligence Agency,
successor to the OSS, used a silenced High Standard HD
military pistol. Francis Gary Powers, pilot of the U-2 recon-
naissance plane shot down over the Soviet Union in 1960,
carried the silenced HD when he was captured. Around the
world, the Welrod became a weapon of first choice. One of
the few silencers designed specifically for silent and secret
operations, the British-built gun was produced in .32 ACP,
9mm, and .45 ACP calibers.

When firing a standard weapon, some sort of ear
protection must be utilized or temporary loss of hearing
will result. Plugs and earmuffs reduce noise level, but also
make it much more difficult to hear movement. Silencers
make it much easier to locate and fire upon multiple
targets, and this factor explains the expanding popularity
of the weapons. After World War ll, silencers were increas-
ingly used in combat conditions. A silencer confuses the
person being fired upon, improves the shooter’s accuracy
by suppressing disconcerting flash, noise, and recoil and,
lastly, gives the shooter a feeling of confidence that he will
not be discovered. The M3A1, an improved M3, became
popular in various global hotspots like Greece, Africa,
Palestine, and South America because the cheap and
easy-to-build weapon usually could be relied upon to
work. In the 1950s Allied forces, as well as British com-
mandos, used the British-made Sten MKIIS in the Korean
War. Inthe Vietnam era, the U.S. created a military version
of a Ruger 10-22 semi-automatic Carbine that saw heavy
use. In more recent years, military snipers have used a
great variety of rifle makes in combat, though the AK-47
remains especially popular.

The development of a supremely effective silencer
has been complicated by many factors. The noise made by
the discharge of a firearm has three components: 1) the
sounds made by the movement of the parts of the gun; 2)
the crack of a bullet passing through the atmosphere at a
rate above the speed of sound; and 3) the release of high
pressure gases breaking out of the barrel. Silencers only
address the last concern, although the use of a heavy
subsonic bullet rather than a high velocity bullet greatly
adds to sound suppression. High velocity bullets make a
noise of their own when traveling through the air outside
of the silencer, and the substitution of a slower bullet will
slow the passage of the projectile through the air, thereby
reducing ballistic noise. Silencers that fire regular super-
sonic ammunition are only a little quieter than those
without suppressors. Subsonic ammunition has less power
than regular ammunition, making it effective only at shorter
ranges of up to 600 feet (200 meters). Silencers can be
attached to most firearms, but they work best as compo-
nents of purpose built or modified guns.

Silencers are now made for almost every firearm,
from fully automatic submachine guns to big bore bolt-
action rifles, and the popularity of these weapons is likely
to grow. Silencers make it easier to identify the enemy,
easier to shoot the enemy, and harder to be detected by
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the enemy. Particularly suited for guerrilla warfare as well
as secret operations and law enforcement, sound sup-
pressors have become standard issue equipment for intel-
ligence agents and security forces.
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“Skunk Works” is the nickname for the headquarters of
advanced development programs for Lockheed Martin
Aeronautics Company at Palmdale, California, some 80
miles (128 km) north of Los Angeles in the Antelope
Valley. Established in 1943 by what was then known as the
Lockheed Aircraft Corporation, the Skunk Works has been
the birthplace of numerous extraordinary aircraft, includ-
ing the U-2 and SR-71 reconnaissance planes and the F-
117A stealth fighter.

During World War Il, Lockheed established the facil-
ity, under the direction of Clarence L. (Kelly) Johnson, to
build the ultra-secret P-80 Shooting Star, the first jet-
propelled fighter in the U.S. air fleet. The Skunk Works got
its name from a nearby chemical plant, the noxious odors
of which wafted toward the Lockheed facility on windy
days. Technicians there referred to the plant as the “skunk
works,” a term taken from the comic strip L’il Abner by Al
Capp, and eventually the nickname became attached to
the facility itself.

Over the decades that followed, the Skunk Works
produced the U-2 in the 1950s, the A-12 Oxcart and SR-71
Blackbird in the 1960s, and the F-117A Nighthawk in the
1980s. It also adapted the C-130, used for troop trans-
port by airborne forces, for special missions. The Skunk
Works even built a ship, the U.S. Navy research vessel
Sea Shadow.

In addition, engineers at the Skunk Works developed
the CL-282 and CL-400, two craft that were never went into
use. The first of these, introduced in 1958, was to be a
high-altitude reconnaissance craft, but plans for it were
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NASA selected the Lockheed-Martin Skunk Works to build and test the technology demonstrator VentureStar, as shown in this computer-generated concept.
Skunk Works emerged from the cloak of secrecy that has shrouded it since the Cold War. ApwibE WORLD PHOTOS.

scrapped in favor of the U-2. The CL-400 was to be a
successor to the U-2, based on Johnson’s design for a
hydrogen-powered supersonic craft. However, the results
satisfied neither Lockheed nor the Air Force, and the
project was abandoned in October 1957.
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The security and intelligence agencies of Slovakia work in
the shadow cast by their communist-era predecessors. In
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a situation common among many nations of the former
Soviet bloc, Western observers have noted a distressing
degree of continuity between the old police-state security
and intelligence apparatus, and that of the new demo-
cratic state. Atthe same time, Slovakia has worked to fulfill
the requirements of integration into the new, post-com-
munist Europe.

In 1993, Slovakia separated from the Czech Republic,
with which it had comprised the nation of Czechoslovakia.
Citizens of that nation had, during the years of communist
rule, come to fear the State Security Service, or StBU. By
1993, the StBU had been disbanded, but four years later,
Radio Free Europe reported that much of the infrastructure
of the StBU lingered on under the guise of the new
Slovenska Informacna Sluzba (Slovak Information Serv-
ice, or SIS). According to the American information serv-
ice, the Slovak government regularly conducted surveil-
lance operations on its citizenry through the SIS.

A decade later, Slovakia was under consideration for
membership in both the European Union (EU) and the
North Atlantic Treaty Organization (NATO), both of which
require democratization as a prerequisite for admission.
At the same time Slovakia had progressed toward greater
democracy, its security and intelligence services had im-
proved their ability to protect sensitive secrets. Among the
requirements NATO imposed was the establishment of
the National Security Office (NBU), which officially began
operating in November 2001. The purpose of NBU s, in
part, to protect classified information, which is shared
between member nations.

In December 2002, members of the European Union
approved Slovakia for membership in the EU begin-
ning in 2004.
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Slovenia, Intelligence
and Security

The principal intelligence agency in Slovenia is the
Slovenska Obveséevalno-Varnostna Agencija (SOVA;
Slovenian Intelligence and Security Agency). Domestic
security priorities set by the national assembly guide
SOVA, which is responsible for collecting information
both at home and abroad on groups or individuals who
might threaten the state and its constitutional system.

Other components of the Slovenian intelligence and
security apparatus include the national defense ministry,
under whose aegis are the 1st Special Brigade of the
Slovenian Army, also known as the Ministry of Defense
Reconnaissance and Intervention Service (MORIS), as well
as the Ministry of Defense Intelligence and Security Serv-
ice (VOMO). Additionally, the Ministry of the Interior,
Ministry of Foreign Affairs, National Police Force, and
Customs Service all have security and/or intelligence roles.

Slovenia’s security depends to a large extent on the
integration of policies and resources involving the United
Nations, the Organization for Security and Cooperation in
Europe, the European Union (EU), and NATO—especially
with regard to establishing long-term stability in the
Balkans.

In December 2002, members of the European Union
approved Slovenia for membership in the EU begin-
ning in 2004.

BFPURTHER RERDING:
ELECTROMIC:

Slovene Intelligence and Security Agency. <http://www.
sigov.si/vrs/ang/ang-text/ministries/slovene-
intelligence-and-security-agency.html> (March 1, 2003).

Slovenia: Intelligence. Federation of American Scientists.
<http://www.fas.org/irp/world/slovenia/index.html|>
(March 1, 2003).
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Bosnia, Intelligence and Security
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Serbia, Intelligence and Security

Smallpox is an infection caused by the variola virus, a
member of the poxvirus family. The disease is highly
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infectious. Passage from person to person via contami-
nated aerosolized droplets (from sneezing, for example)
occurs easily, and so the spread of smallpox through a
population can occur quickly. Like most viruses and other
microorganisms, the variola virus can be transported from
one location to another without difficulty, thus making
smallpox a potentially attractive choice for biological war-
fare and a serious threat as a weapon of bioterrorists.

Smallpox is a highly contagious disease. The virus
can spread by direct contact with those who are infected,
in contaminated air droplets, and even by touching ob-
jects such as books and blankets that have been previ-
ously used by someone who has smallpox.

When infected with the virus, there is a 12-14 day
symptom-free period, during which the virus is multiply-
ing in the body. There is then a sudden onset of symp-
toms. The symptoms include fever and chills, muscle
aches, and a flat, reddish-purple rash on the chest, abdo-
men, and back. These symptoms last about three days,
after which the rash fades and the fever drops. A day or
two later, the fever returns, along with a bumpy rash
starting on the feet, hands, and face. This rash progresses
from the feet along the legs, from the hands along the
arms, and from the face down the neck, ultimately reach-
ing and including the chest, abdomen, and back. The
individual bumps, or papules, fill with clear fluid, and, over
the course of 10-12 days, became pus-filled. The pox
eventually scabs over, and when the scab falls off it leaves
behind a pock-mark or pit, which remains as a permanent
scar on the skin of the victim.

Smallpox can be lethal, usually due to bacterial infec-
tion of the open skin lesions, pneumonia, or bone infec-
tions. Asevere and quickly fatal form of smallpoxis known
as “sledgehammer smallpox.” This form of smallpox is
characterized by bleeding from the skin lesions, as well as
from the mouth, nose, and other areas of the body.

Smallpox has been present for thousands of years.
For example, studies of the mummy of Pharaoh Ramses V,
who died in 1157 B.c,, revealed symptoms of smallpox
infection.

Large smallpox epidemics have occurred throughout
recorded history. Attempts to protect against smallpox
infection began centuries ago, even thought the microbio-
logical nature of the disease was then unknown. In the
tenth century, accounts from China, India, and the Ameri-
cas describe how individuals who had even a mild case of
smallpox could not be infected again. Fluid or pus from
the skin lesions was scratched into the skin of those who
had never had the illness, in an attempt to produce a mild
reaction and its accompanying protective effect. Unfortu-
nately, these efforts sometimes resulted in full-fledged
smallpox, and helped spread the infection. Such crude
vaccinations against smallpox were outlawed in Colonial
America.

In 1798, Edward Jenner published his observation
that milkmaids who contracted cowpox infection caused

Smallpox

by vaccinia virus (a relative of variola) were immune to
smallpox. He used infected material from the cowpox
lesions to prepare an injection that helped protect the
humans. Although Jenner’s development of immuniza-
tion was harshly criticized at first, the work paved the way
for the development of vaccines.

Until the development of a smallpox vaccine, no
treatment for smallpox was known, nor could anything
shorten the course of the disease. Until its eradication,
smallpox was diagnosed most clearly from the patients’
symptoms. Electron microscopic studies could identify
the variola virus in fluid isolated from disease papules,
from infected urine, or from the blood prior to the appear-
ance of the papular rash.

In the 1960s, the World Health organization (WHO)
began a campaign to treat people infected with smallpox
and vaccinate those who might be exposed to the infec-
tion. The WHO program was extremely successful, and
the virus was declared eradicated worldwide in May of
1980. Stored stocks of the virus were maintained in two
laboratories. One is housed at the Centers for Disease
Control and Prevention in Atlanta, Georgia. The other
smallpox stock is maintained in Russia.

These stocks were slated to be destroyed in the late
1990s however, U.S. President William J. Clinton halted
plans for destruction of the American stocks. Concern that
another poxvirus could mutate (undergo genetic changes)
and cause human infection, along with the possible use of
smallpox as a bioterrorist weapon or as a weapon of state-
sanctioned war, has made preservation of the smallpox
stock for vaccine development purposes important. As of
early 2003, the stocks remain undisturbed.

BFURTHER RERDING:
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Smallpox, or variola major, is a highly contagious disease
that is caused by the variola virus. The name smallpox
comes from the Latin word for spotted. A visual hallmark
of smallpox is the raised bumps that appear on the vic-
tim’s face and body. Smallpox is fatal in approximately
25% of cases.

There is no cure for smallpox, and treatment is sup-
portive. Prevention of the disease by the administration of
smallpox vaccine is the most effective strategy to elimi-
nate the spread of smallpox. Vaccination, conducted on a
worldwide scale, was successful in effectively eliminating
smallpox as a naturally occurring disease.

The eradication of smallpox saw the end of routine
vaccination programs. As of 2003, no American under the
age of 30 routinely receives the vaccine. Even in older
Americans, immunity has likely faded. After the bioterrorist
anthrax attacks on U.S. citizens in late 2001, concern has
heightened that smallpox will be used as a terrorist weapon
on a population that is once again susceptible to infection.
Beginning in January, 2003, health care workers at strate-
gic hospitals and research centers across the United States
received the smallpox vaccine in order to provide a popu-
lation of immune responders in case of a smallpox out-
break or mass exposure due to bioterrorism. Mass vacci-
nation programs are again under study by researchers,
and smallpox vaccines are scheduled to be available to all
Americans on a voluntary basis by mid-2004.

The only smallpox vaccine that is in use today—a
preparation called Dryvax—is made from vaccinia, a
poxvirus that is very similar to the smallpox virus. The
reaction of the immune system to vaccinia confers protec-
tion to the smallpox virus. The vaccinia virus thatis admin-
istered is alive and causes a mild infection, which is
inconsequential in most people. However, in a small mi-
nority of people, the use of the live virus does carry a risk
that the virus will spread from the site of injection, and that
side effects will result.

The side effects are typically minor (e.g., sore arm at
the injection site, a fever, and generalized body aches).
However, rare severe side effects are possible, which can
even be life threatening. These include encephalitis (a
swelling of the brain and spinal cord), gangrene, extreme
eczema, and blindness. People whose immune systems
are not functioning properly are especially at risk, as are
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those people who have had skin ailments such as eczema
or atopic dermatitis. The fatality rate due to the vaccine is
estimated to be one in eight million.

Despite the risk, smallpox vaccine is worthwhile if
exposure to smallpox is possible. A single injection of
vaccinia vaccine preparation provides up to five years of
immunity to smallpox. A subsequent injection extends
this protection. Studies have demonstrated that up to 95%
of vaccinated people are protected from smallpox infec-
tion. Protection results after just a few days. If exposure to
smallpox is anticipated—such as in a military campaign—
vaccination a short time before can be a wise precaution.

Smallpox vaccine is injected using a two-pronged
needle dipped into the vaccine solution, which then pricks
the skin of an upper arm several times in a few seconds.
The injection typically becomes sore, blisters and forms a
scab. When the scab falls off, a distinctive scar is left.

Currently, the stockpile of smallpox vaccine in the
U.S. is about 15 million doses. The vaccine may be capa-
ble of being diluted 10 times without losing its protective
potency. This would extend the coverage to 150 million
people. As of December 2002, 155 million additional doses
of smallpox vaccine are being delivered. The new vaccine
is made from cow tissues that were grown in laboratory
culture. This technique produces a more uniform vaccine
preparation than the old method, where tissue was scraped
from the lesions of infected cows.

Other smallpox Daccines. The development of improved
smallpox vaccines, and the refinement of existing vaccine
preparations, has begun only recently. Research on im-
proved vaccines largely ended when the demand for vac-
cinations ended in the 1970s.

A form of smallpox vaccine called Modified vaccinia
Ankara (MVA) was developed 40 years ago. The vaccinia
virus used in this preparation cannot replicate in human
cells, but still generates an immune response. While the
vaccine appears to produce fewer side effects than the
standard vaccinia vaccine, large scale tests have not yet
been done.

Another vaccinia strain that has been used to develop
a smallpox vaccine is called LC16m8. In contrast to MVA,
LC16m8 does replicate inside human cells. However, the
virus lacks some of the usual surface proteins that may be
important in the immune response.

Genetic engineering is also playing a role in smallpox
vaccine development. For example, a vaccinia strain has
been engineered that does not form certain proteins un-
less the antibiotic tetracycline is present. The idea here is
that the vaccine and the antibiotic would be taken simulta-
neously. Inthe event of an adverse vaccine reaction, use of
the antibiotic would be stopped, which would stop the
immune reactivity of the vaccinia virus. This approach is
still in the laboratory stage.
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A Canton, Massachusetts, police officer, left, is seen outside the offices of Acambis Inc., a licensed producer of smallpox vaccine, in October 2001. The fear of
bioterrorism attacks has spurred federal officials to ask the British-owned company to speed up production of the vaccine. AP/WIDE WORLD PHOTOS.
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